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FOREWORD

“They that can give up essentid liberty to obtain alittle temporary safety deserve neither
liberty nor sefety.”
—Benjamin Franklin (Inscribed on the pedestal of the
Statue of Liberty)

One day after the September 11, 2001 terrorist attacksonour nation, President Bushvowed, “We
will not allow this enemy to win the war by changing our way of life or restricting our freedoms.” Y et within
several months following the attacks, it became increasingly evident that the war on terrorismwas evolving
into areshgping of our nationa security and was chalenging the value we place on our civil liberties.

While Congress's anti-terrorism lav—the so-called “USA Patriot Act”—may not have been
designed to redtrict the avil liberties of American dtizens, its unintended consequences threaten the
fundamental congtitutiond rights of people who have absolutely nothing to do with terrorism.

For example, in the name of stopping terrorism, law enforcement offidds and government leaders
have now been given the right to conduct searches of homes and offices without prior notice, use roving
wiretgpsto listenin ontel ephone conversations, monitor computersand e-mail messages—eveneavesdrop
on dtorney/client conversations. The President has also moved to try suspected terrorists in military
tribunas. And thereis growing sentiment for the establishment of a nationa identificationcard sysem in the
United States.

For the sake of greater security in this post-September 11" dimate, many Americans have dso
expressed the willingnessto reinquishsome of their freedoms. Thisis somewhat understandable in light of
the terrorist attacks on the World Trade Center and the Pentagon, the anthrax scare, and the wall-to-wall
coverage the media has afforded these events. After dl, we are only human. However, we must be mindful
that while ensuring the security of our husbands, wives, children, and friends may be worth someprice pad
interms of our freedoms, evensmadl infringements over time could become mgor compromises that dter
the American way of life.

History has shown that in times of war the courts—eventhe United States Supreme Court—have
upheld redtrictive laws passed by our government that abridge rights protected by our Congtitution. And
thisislikdy to happen again. For example, William Rehnquig, the current Chief Judtice of the Supreme
Court, has consstently adhered to suchlegd/palitica philosophy. AsRehnquist wroteinhis book, All the
Laws But One, “It is neither desirable nor is it remotdly likdy thet civil liberty will occupy as favored a
pogition in wartime asit doesin peacetime.”

Y et, whatever the outcome of this undeclared war, we should not [abor under the misconception

that freedoms forsakentoday might somehow be regained tomorrow. Unlike previous wars, thistime there
may be no truce to sgnd the return of our freedoms. With or without sunset clauses, thereis no horizon
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for recapturing any freedoms we relinquish today. And the U.S. Condtitution, if compromised now, will,
in my opinion, never again be the same.

Intoday’ sworld, once we place a barbed-wire fence around our civil liberties, they may never be
freed. Y et the outcome, at least for now, is perhapslessimportant than understanding that we areoperating
in a new paradigm. Concerns for security and freedom will dways conflict to some degree. And while
Americans must understand that thisis a new kind of war on terrorism, with no immediate end in Sght, it
isaso anew kind of chalengeto our civil liberties.

Thus, it is time for a fundamenta rethinking of what we consider our basic freedoms. We may
decide—and I, for one, hope we do—that certain freedoms, especidly those guaranteed in the United
States Condtitution, are Smply too precious to sacrifice, at any cost, on the dtar of security.

John W. Whitehead, President
The Rutherford Indtitute
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FORFEITING “ENDURING FREEDOM” FOR “HOMELAND SECURITY?”
A CONSTITUTIONAL ANALYSISOF THE USA PATRIOT ACT OF 2001
AND THE JUSTICE DEPARTMENT’S ANTI-TERRORISM INITIATIVES

|. Introduction

Inresponse to the September 11" attacks onthe World Trade Center and the Pentagon, President
George W. Bush declared a state of emergency* and invoked presidential powers? on September 14,
2001. Theseinduded the authority to summonreserve troops and marsha military units® The proclamation
was based upon the terrorist attacks “and the continuing and immediate threat of future attacks on the
United States.™

Fromthe outset, the Bush Adminigtration has chosen to view the attacks as acts of war by foreign
aggressors, rather than as crimina acts that require redress by the justice sysem. Two weeks &fter the
attacks, the nation’ schief law enforcement officer, Attorney Generd John Ashcroft, appeared before the
Senate Judiciary Committee on behaf of Presdent Bush and asked Congress for broad new powers to
enable the Adminigrationto conductits*War onTerrorism.” Asheroft stated, “Mr. Chairmanand members
of the committee, we are at war.... We have responded by redefining the mission of the Department of
Justice. Defending our nation and its dtizens againd terrorist attacks is now our first and overriding
priority.” This historic “redefinition” of the Justice Department’s mission turned the focus of federd law
enforcement from apprehending and incarcerating ariminds to detecting and hdting terrorist activity on
American soil and abroad:

This new terrorigt threat to Americans on our soil isaturning point in America’ s higory.
It is a new chdlenge for law enforcement. Our fight againg terrorism is not merely or
primarily acrimind justice endeavor — it is defenseof our nationand itscitizens. We cannot
wait for terroriststo striketo begin investigations and make arrests. The deathtolls are too
high, the consequences too great. We must prevent first, prosecute second.®

Ashcroft reiterated to the Senate this new emphasis on* preventionfirs” over prosecution, dating,
“From [the morning of September 11], at the command of the President of the United States, | began to
mohilize the resources of the Department of Justice toward one single, over-arching and over-riding
objective: to save innocent livesfromfurther acts of terrorism.”” The Administration, Asheroft testified, has
“embarked on awartime reorgani zation of the Department of Justice.... [ T]he FBI isundergoing an historic
reorganization to put the prevention of terrorism at the center of its law enforcement and nationd security
efforts.”®

Whatever practica wisdom that adopting this martial mindset in response to the September 11™
attacks may hold for preventing future smilar attacks, its ramifications for the civil rights of American
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dtizens and resdent non-citizens are becoming increesangly evident. The USA PATRIOT Act of 2001,
passed by Congress in responseto the Bush Administration’ srequest for “the tools to fight terrorism, ™ is
only the phaanx of abroad new set of operating procedures adopted by federd law enforcement agencies,
which demonstrate a reassessment by the Bush Adminidtration — and perhaps the American public itsalf
— of the politica expediency of maintaining a commitment to certain established civil and congtitutiona
rights. Some measures, like the Patriot Act, were paliticaly drivenby the executive branch and Congress
and wel publicized.’® Others have been quietly ushered in as executive orders or agency operating
procedures.

A. Centraization of Law Enforcement Powers in the Justice Department

The “Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism Act of 2001,” known by its shorter name, the “USA PATRIOT Act” or smply
“the Patriot Act,” was passed by Congress on October 26, 2001 and signed into law by President Bush
the same day. The ten-part, 300-plus-page Act is much too voluminous to describe in any detall herain.
Therefore, this andyds will focus only upon certain portions of the Act that are particularly troubling for
their potential impact onavil libertiesand congtitutiona freedoms. The text of the Act isset out in Appendix
B for reference.

The Justice Department has warned that it will use its new authority under the Patriot Act to the
maximum:

Within hours of passage of the USA PATRIOT Act, we made use of its provisons to
begin enhanced information sharing between the law-enforcement and intdligence
communities. We have used the provisons alowing nationwide searchwarrants for e-mall
and subpoenas for payment information. And we have used the Act to place those who
access the Internet through cable companies on the same footing as everyone et

The Attorney General describesthe Justice Department’ s response to the September 11" attacks as “the
largest, most comprehensive crimind investigation in world history.”'? Asof mid-December 2001, 4,000
FBI agents were being utilized, according to Ashcroft.3

This massve investigation has been 9gnificantly empowered by the Patriot Act’s centrdization of
federal law enforcement authority in the Justice Department. Section 808 of the Act reassignsthe authority
for invedtigating numerous federa crimes of violencefromother federa law enforcement agencies, suchas
the Secret Service, the Bureau of Alcohol, Tobacco and Firearms (under the Treasury Department) and
the Coast Guard, to the Attorney Generd, in addition to his authority for investigating “al federd crimes
of terrorism.”** These new areas of investigation include assault againgt specified federd high office
holders;™® threats of homicide, assault, intimidation, property damage, arson or bombing;*® arson or
bombing of federal property;*’ conspiracy to destroy property of aforeign government;*® maicious mischief
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againg United States government property;1° destruction of property of an energy utility;?° assault against
presidentid or White House officids?* sabotage of harbor defenses;?” and sabotage of war industry
fadilities?® Essentidly for the sake of combating terrorism, Congress has granted the Attorney General the
power to investigate not only acts of terrorism but most acts of violence againgt public officers and

property.

The Judtice Department’ s new authority appearsto extend evenbeyond thetraditional geographical
limits on its power, the national borders. The Attorney Generd has said that agenciesunder his direction,
induding the FBI, are “engaged with their international counterparts’ in Europe and the Middle East in
investigating terrorists.?* Likewise, the Bush Administration appears to have determined to assign control
over lawful entry into the United States, which is a State Department function, to the Justice Department.
Ashcroft stated:

Working with the State Department, we have imposed new screening requirements on
certain gpplicants for non-immigrant visas. At the direction of the President, we have
created a Foreign Terrorist Tracking Task Force to ensure that we do everything we can
to prevent terrorists from entering the country, and to locate and remove those who
dready have®®

The extent to which these executive branch powers have been consolidated in one officid, the Attorney
Generd, is unprecedented in recent history.?

At the same time, the Adminigirationhas displayed resi stance to Congressiond oversght of itsnew
powers. Section 904 of the Patriot Act dlows the Secretary of Defense, Attorney General, and the
Director of the CIA to defer the date for submitting any required inteligence report to Congress until
February 1, 2002, or, if they certify that it will “impede the work of officers or employeeswho are engaged
incounterterrorismactivities,” until alater date specified. This provisoneffectively postpones the statutory
obligationimposed uponthese public servantsto report to Congressonthe “War onTerrorism,” onforeign
or domegtic fronts, virtudly indefinitely. Ashcroft echoed this resstance in testimony before the Senate.
Although he acknowledged his obligation to report on the Administration’s activities,?” he also sated:

Congress power of oversght isnot without limits.... Insome areas...l cannot and will not
conault you.... I cannot and will not divulge the contents, the context, or eventhe existence
of such advice to anyone — including Congress — unless the President ingtructs me to do
s0. | cannot and will nat divulge information, nor do | believe that anyone herewould wish
me to divulge information, that will damage the nationa security of the United States, the
safety of its citizens or our efforts to ensure the same in an ongoing investigation.?®

Inother words, the Adminigtrationhasreserved to itsdf what information it will discloseto Congressinits
oversght role and what information it will withhold as sengtive.
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B. CIA Overdght of Domestic Intelligence Gathering

At the same time the Bush Adminigration has centralized authority for internationd and domestic
law enforcement inthe Justice Department, the Adminigtration, through the Patriot Act, hasaso transferred
authority for coordinating domestic intdligence gathering from the Justice Department to the Central
Intelligence Agency. The Patriot Act added a new subsection (¢)(6) to the statute defining the CIA
Director’ s authority, 50 U.S.C. § 403-3, to provide that the CIA Director shal:

(6) etablish requirements and priorities for foregn intdligenceinformationto be collected
under the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801, et seq.) and
provide assstance to the Attorney Generd to ensure that information derived from
electronic survellance or physical searches under that Act is disseminated so it may be
used efficiently and effectively for foreign intelligence purposes.

This coordinating role was formerly taken by the Attorney General. Essentidly, the Patriot Act has given
the CIA the centra role in gathering and using intelligence information garnered from domestic sources,
including intelligence on United States citizens and resdents. This authority raisesaninherent conflict with
another section of the statute ostensibly limiting the CIA’s authority, § 403-3(d)(1), which provides that
the CIA “shdl have no palice, subpoena, or law enforcement powers or interna security functions.” By
placing the CIA over the Justice Department and the FBI, this provision of the Patriot Act turns on itshead
existing policy and practice that was put in place as aresult of CIA abuses during the Cold War eraand
permits the CIA to begin once again to spy on American citizens?® Moreover, according to the Attorney
Generd, the federa government reservesthe right to monitor religious groups and charitable organizations
aswell, apractice that has subjected federd law enforcement authoritiesto consderable judicid scrutiny
for its chilling effect onthe right to free association and worship under the First Amendment.®® Also, asis
discussed indetail below, the CIA hasat the same time been givenunprecedented accessto abroad range
of intelligence gathering powers that alow information collection and monitoring of Americanditizens under
other provisions of the Patriot Act.!

C. Expanding the Scope of “Terrorism” and “ Domestic Terrorism”
The Justice Department assures Americans that its new authority is targeted only at “terrorists’:

Each action taken by the Department of Judtice, as well as the war crimes commissions
considered by the Presdent and the Department of Defense, is carefully drawn to target
anarow dass of individuds—terrorists. Our lega powers are targeted at terrorists. Our
invedtigationis focused on terrorists. Our prevention strategy targetsthe terrorist threat. 2

At the sametime that the Justice Department is osteng bly targeting only this* narrow class of individuds,”
it has greetly expanded that class of suspects through the Patriot Act. Section 802 of the Act amends
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Chapter 113B of the criminal code, 18 U.S.C. § 2331, to add anew definitionof “domedtic terrorism” to
include activities that:

(A) invalve acts dangerous to humean life that are a violation of the crimind laws of the
United States or of any State;
(B) appear to beintended —
(1) to intimidete or coerce a civilian population;
(I to influence the policy of a government by mass destruction,
assassination, or kidnaping; and
(C) occur primarily within the territorid jurisdiction of the United States.

Likewise, Section 808 amends 18 U.S.C. § 2332b to include any such acts that result in virtualy any
federa crime of violence.®® Conceivably, these extensions of the definition of “terrorist” could bring within
their sweep diverse domestic palitica groupswhichhave beenaccused of acts of intimidation or property
damage such as Act Up, PETA, Operation Rescue, and the Vieques demonstrators.®

The Attorney General recently assured the Senate: “ Since 1983, the United States government has
defined terrorists as those who perpetrate premeditated, politicaly motivated violence against
noncombatant targets.”® If that istrug, it certainly begs the issue of why the Bush Adminigtration fdlt the
need to now redefine “terrorism” to indudewithin the scope of the termawide variety of domestic crimind
acts of violence.

D. Disregard of the Condtitutional Rights of Resident Non-Citizens

The Supreme Court has afirmaively hed that the Fifthand Sixth Amendment rights of due process
and accessto ajury trid in crimina matters apply to al “persons’” and those “accused” in crimind cases,
not just to citizens.* Inthe case of lawfully resident and temporary diens, the Supreme Court has affirmed,
“It is wel established that if an dien is a lawful permanent resdent of the United States and remains
physicdly present there, he isapersonwithin the meaning of the FifthAmendment. Hemay not be deprived
of hislife, liberty or property without due process of law.”*" “A lawfully resdent aienmay not captioudy
be deprived of his congtitutional rights to due process.”*

The Supreme Court has often hdd that even undocumented aliens living insde United States
borders are entitled to the protections of the Bill of Rights:

Theterm* person,” used inthe Fifth Amendment, isbroad enough to indude any and every
human being withinthe jurisdictionof the republic. A resident, dien born, is entitled to the
same protection under the lawsthat acitizenis entitled to. He owes obedienceto the laws
of the country in which heis domiciled, and, as a consequence, heis entitled to the equd
protection of those laws.... The contentionthat persons withinthe territoria jurisdiction of
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this republic might be beyond the protection of the lawv was heard with pain on the
argument at the bar — in face of the great condtitutiona amendment whichdeclaresthat no
State shall deny to any person within its jurisdiction the equal protection of the laws.*®

“[T]hereareliterdly millions of dienswithin the jurisdiction of the United States,” the Supreme Court has
stated. “The Fifth Amendment, aswedl as the Fourteenth Amendment, protects every one of these persons
from deprivation of life, liberty, or property without due process of law. Even one whaose presencein this
country is unlawful, involuntary, or tranditory is entitled to that congtitutional protection.”* For example,
inPlyler v. Doe, ** the Supreme Court held that a Texas public school district denied illegd immigrantsthe
benefit of equal protection under the Fourteenth Amendment by excluding them from public
education. These condtitutiond protections also gpply tothe exclusonof dienswithinUnited Statesborders.
“[O]nce an dien enters the country, the legd circumstance changes, for the Due Process Clause applies
todl ‘persons withinthe United States, including diens, whether their presence here islanful, temporary,
or permanent.”*? “ Aliens who have oncepassed throughour gates, evenillegdly, may be expelled only after
proceedings conforming to traditional standards of fairness encompassed in due process of law."*

Inview of America shigtorica extension of congtitutiond protections to dl within her borders, the
gpparently intentiond disregard for the condtitutiona status of resdent and temporary diens displayed in
the Administration’s recent actions and certain provisons of the Patriot Act is darming.* Severd of the
more egregious examples, such as suspension of the right to a jury trid, infringements upon the right to
counsdl, and saizures of property without due process are discussed below. However, the cavdier lack
of concernfor the rightsof non-citizens runsthematicaly through the warp and woof of the Adminigration’s
response to the terrorist attacks.

. The Firg Amendment Rights of Speech and Association

Congress shdl makeno law...abridging the freedom of speech, or of the press; or the right

of the people peaceably to assemble.
UNITED STATES CONST., AMEND. |

The First Amendment encompassesthe right to advocate ideas, to spesk fredly, to associate with
whomever one chooses, and to petition the government for redress of grievances® Such activities are
protected againg blanket prohibitions and from restrictions which are based upon government opposition
to the content of the idea being expressed, or the identity of the speaker.*® The Firs Amendment “was
fashioned to assure unfettered interchange of ideas for the bringing about of political and socid changes
desired by the people.”*” Resident diens and undocumented diens with “substantial ties’ to the United
States belong to the “nationd community” that makes up “the people” and, as such, enjoy the rights
afforded by the First Amendment.*

The Supreme Court has repeatedly referred to a* profound national commitment to the principle
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that debate on public issues should be uninhibited, robust, and wide-open and that it may well include
vehement, caustic, and sometimes unpleasantly sharp attacks on government and public officids™* The
right to free speech serves not only to protect the rights of the speaker but aso to uphold the genera
public's interest in having access to information within a free flowing market-place of ideas> The Court
has stressed the importance of this fact, noting that “fasehoods may be exposed through the process of
educationand discuss onisessentia to free government. Those who won our independence had confidence
inthe power of free and fearl essreasoning and communication of ideasto discover and spread politica and
economic truth.”®! The Supreme Court haswarned against the “chilling effect” of governmental restrictions
onspeech, particularly core politica speech: “ The freedom of gpeech and of the press guaranteed by the
Condtitution embraces at the least the liberty to discuss publidy and truthfully all matters of public concern
without previous restraint or fear of subsequent punishment.”®2

A. Prosecution Under the Sedition Act of 1918

Federa prosecutors have acknowledged that they intend to prosecute certain persons suspected
of terrorist activities under the Sedition Act, 18 U.S.C. § 2384.% That Act provides:

If two or more persons inany State or Territory, or inany place subject to the jurisdiction
of the United States, conspire to overthrow, put down, or to destroy by force the
Government of the United States, or to levy war againgt them, or to oppose by force the
authority thereof, or by force to prevent, hinder, or delay the execution of any law of the
United States, or by force to seize, take, or possess any property of the United States
contrary to the authority thereof, they shal eachbe fined under thistitle or imprisoned not
more than twenty years, or both.

While the law has generdly been held to be congtitutiond onitsface as an appropriate exercise of authority
to protect nationd security,> it has higtoricaly been shown to be subject to abuse if applied broadly to
otherwise protected activities. For example, in Skeffington v. Katzeff,> the Sedition Act was applied to
determine that the Communist Party had been organized for the purpose of overthrowing the United States
government, based in part onstatementsinthe Communi st Manifesto. First Amendment materia hasbeen
used to prosecute individuds under this Act, making it a particularly dangerous tool by government
authorities to chill speech they may consider to be contrary to governmenta interests.>®

B. Excluson of Non-Citizens Accused of “Endorsing” Terrorism

Section411 of the Patriot Act amends the ImmigrationAct, 8 U.S.C. 8 1182, to prohibit the entry
into the United States of any non-citizen who is a representative of a“foreign terrorist organization,” “a
political, socid, or other smilar group whose public endorsement of acts of terrorist activity the Secretary
of State has determined undermines United States efforts to reduce or diminateterrorist activities,” or has
supported or encouraged othersto support such organizations. Spouses and children of such non-citizens
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are a0 prohibited from entry.
Attorney General Ashcroft explained the need for this provison to the Senate:

The dbility of terroriststo move fredy across borders and operate withinthe United States
iscritical to thar capacity to inflict damage onthe ditizens and fadilitiesinthe United States.
Under current law, the exigting grounds for remova of diensfor terrorism are limited to
direct materid support of an individua terrorist. We propose to expand these groundsfor
remova to include materid support to terrorist organizations.>’

The Patriot Act itsdf, however, threatens excluson not only to those who provide “materia support” to
such organizations but aso to those who provide “ encouragement” aswell. As of December 5, 2001, the
State Department, at the Attorney Generd’s request, had designated 39 groups as “terrorist
organizations.”® Under Section 411, any dien who is deemed to have made statements in support of or
contributed funds to such organizations, or associated with alleged members thereof, is subject to
deportation. Asinthe case of prosecutions for “ sedition,” the United States has frequently deported diens
onsuspicion of supporting unpopular political positions.>® Thisraisesthevery red specter of “blacklisting”
as an accepted immigration policy.®

C. “Gagging” Businesses Subjected to Federal Searches

Section 215 of the Patriot Act permits seizures under the Foreign Inteligence Survelllance Act
(“HSA”) (seelll. A., bedlow) of records and other tangible items, including computer systems, from
businesses upon the Attorney Generd’ s certification that the seizure isin furtherance of “an investigation
to protect againgt international terrorismor clandestine intelligence activities”®! The Act further provides,
“No person shdl disclose to any other person...that the Federal Bureau of Investigation has sought or
obtained tangible things under this section.”®? In other words, the owners and officers of the business are
gagged fromdisclosing that they have beenthe subject of an FBI searchand seizure, induding presumably
disclosures to the media Moreover, the court issuing the subpoena is prohibited from disclosng the
purpose of the order.®

D. The Attorney Generd’s View of Civil Libertarians Who Oppose Him

Inhisrecent testimony before the Senate, the Attorney Generd has demonstrated a willingness to
reprimand aivil libertarians who have called into question the Bush Adminigration’s commitment to dvil
rightsinthe wake of the terrorist attacks. Employingrhetoric reminiscent of M cCarthy-eralabding of critics
as“un-American” and “unpatriotic,” Ashcroft stated:

Some of our critics, | regret to say, have shown less affection for detaill. Ther bold
declarations of so-caled fact have quickly dissolved, upon ingpection, into vague
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conjecture. Charges of “kangaroo courts’ and “shredding the Conditution” give new
meaning to the term, “the fog of war.”

We need honest, reasoned debate; not fearmongering.... To those who scare peace-loving
people with phantoms of lost liberty; my message isthis Y our tactics only aid terrorists—
for they erode our nationd unity and diminish our resolve. They give ammunition to
America s enemies, and pause to America sfriends. They encourage people of good will
to remain silent in the face of evil %

Coupled with the adminigtration’s rather fadile dismissa of fundamenta First Amendment freedoms, such
astheright to free speech, to fredy associate without being monitored, and the right to speak to the press
about perceived abusesof the subpoena power, the Attorney Generd’ s tatements demonstrate anextreme
ingengitivity to the fundamenta American right to dissent without fear of retdiation.

[1. The Fourth Amendment Freedom from Unreasonable Search and Saizure

Theright of the people to be securein their persons, houses, papers, and effects, against
unreasonable searches and saizures, shal not be violated, and no warrants shdl issue, but
upon probable cause, supported by oath or affirmation, and particularly describing the
place to be searched, and the persons or things to be seized.

— UNITED STATES CONST., AMEND. IV

The Supreme Court has frequently stated thet “[t]he Fourth Amendment imposes limitson search
and seizure powersin order to prevent arbitrary and oppressive interference by enforcement officidswith
the privacy and persona security of individuas.”®® And: “The point of the Fourth Amendment...is not that
it denies law enforcement the support of the usud inferences which reasonable men draw from evidence.
Its protection consists in requiring that those inferences be drawn by a neutral and detached
magistrate instead of being judged by the officer engaged in the often competitive enterprise of
ferreting out crime.”®

The Court has noted that the amendment “functions differently” from other congtitutiona
protectionsin the crimind justice process;®’ it prohibits unreasonable searches or seizures whether or not
the evidence is ever used in a criminal proceeding, and a violaion of the Amendment is “fully
accomplished” at thetime of the unreasonable governmental intrusion.®® And since the exclusion of evidence
seized in a subsequent crimind proceeding is the only remedy ordinarily available for such violaions, the
mass of Fourth Amendment violaions go undisclosed and unredressed. As Justice Robert Jackson noted:

The right to be secure againg searches and seizuresis one of the mogt difficult to protect.
Since the officers are themsdlves the chief invaders, there is no enforcement outsde of
court.... There may be, and | am convinced that there are, many unlawful searches of
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homes and automohiles of innocent people which turn up nothing incriminating, in which
no arrest is made, about which courts do nothing, and about which we never hear.®

In view of this, the Supreme Court has “repestedly decided that [the Fourth Amendment] should
recaive aliberd condruction, so asto prevent stedlthy encroachment uponor ‘ gradua depreciation’ of the
rights secured by them, by imperceptible practice of courts or by wel-intentioned but mistakenly over-
zedlous executive officers”™ And while the “ often competitive enterprise of ferreting out crime’ requires
that police have the authority to thoroughly investigate crimina activity and to disarmdangerous citizens,*
the Court has dways maintained that “[t]he scope of the search mugt be * drictly tied to and justified by’
the circumstanceswhichrendered itsinitiation permissible.” "2 Indeed: “The manner inwhichthe seizureand
search were conducted is... asvital apart of the inquiry as whether they were warranted a al.””

By vdidaing wholesdle disregard for the historic conditutional protections of notice, probable
cause, and proportiondity, the Patriot Act is an example of what Jusice William O. Douglas caled
“powerful hydraulic pressures throughout our history that bear heavily on the Court to water down
condtitutional guarantees and give the police the upper hand.”"

A. Expansion of Searches Under the Foreign Intelligence Surveillance Act (FISA)

Electronic surveillanceis conducted by law enforcement and intelligence authorities predominantly
under the authority of two federd statutes. The Foreign Intelligence Surveillance Act (“FISA”), 50 U.S.C.
§ 1801 et seq., dlowswiretgpping of ditizens aswell asresident diensin the United States™ on ashowing
of probable cause to bdieve that the target is a“foreign power” or an “agent of aforeign power.””® The
FISA court is a secret court conssting of eleven federal judges appointed by the Chief Justice of the
Supreme Court to hear surveillance requests on an expedited basis.””

Section 218 of the Patriot Act is, thus, criticaly Sgnificant. It amends FI SA to providethat “foreign
intelligence’” need not be “the purpose”’ of invedigations seeking orders under the Act, but merely a
“dgnificant purpose.”” The amendment applies both to FISA dectronic surveillance warrants and FISA
warrants for physical searches of property.” This greatly expandsthe power of federa authoritiesto use
the looser standards of FISA to investigations of both United States citizens and residents that only
tangentiadly touch on nationd security.

B. Sections 206 and 207: Roving FISA Wiretaps

Sections 206 and 207 amend FI SA to dlow: (a) the imposition of the FI SA wiretapwarrant against
unspedified “ persons,” rather than specific communications providers, dlowing federd agents to apply
FI SA wiretgpsto any provider of communications services without geographica limitationif the FI SA court
agreesthat limiting the order to one provider would have the effect of “thwarting” the investigation (8§ 206);
and (b) increasing the time period for FISA warrants (1) from 90 days to 120 days for awiretap order;

© 2002 by The Rutherford Institute
Page 10 of 44



and (2) from 45 to 90 days for a physicd search, unless agang an “agent of aforeign power,” in which
case the maximum is 120 days.

Attorney General Ashcroft explained the Adminigtration’s desire for this “roving surveillance
authority”:

Our proposa would alow afedera court to issue a Sngle order that would apply to
providers in a communications chain, including those outside the regionwhere the court is
located. We need speed inidentifying and tracking down terrorists. Timeis of the essence.
The ability of law enforcement to trace communications into different jurisdictions without
obtaining an additiond court order can be the difference between life and death for
American citizens®

However, this provison diminates two extremey important checks from the system that have historicaly
provided ameasure of accountability for the vdidity of awarrant. First, the anendment alowsthe issuance
of so-cdled “blank warrants,” by whichthe partiesrequired to respond to the order need not be listed on
the face of the document. This places such communications providers in the position of having to accept
the vaidity of the warrant and its gpplication to them virtualy without question (although the section does
permit a provider to inquire with the Attorney Genera — who, through his various agents, obtained the
order in the firg place —whether the order isvaid). Second, the order may not have been issued in the
responding party’ sjurisdiction, creating hindrances of geography and expense for a party that desiresto
chalenge the order in court.

C. Sections 214 and 216: FISA Pen Register and “Trap and Trace” Orders

Section 214 expands the pen register and trap and trace orders available under FISA to include
any invedigations “to obtain foreign intdligence information not concerning a United States person or to
protect againg internationa terrorism or clandestine intelligence activities.” A pen register is a device that
registers and records dl telephone or Internet service provider numbers dided by a phone for outgoing
communications, atrgp and trace device Smilarly registers numbers of telephones diding in. FISA orders
arenot based on a“probable cause’ or “reasonable suspicion” requirement but on “certification” that the
informationsought isrelated to the professed law enforcement purpose. Thisis done onanex partebasis,
without natice to the subject of the survelllance.

Section 216 expands FISA pen register and trap and trace authority to “anywhere in the United
Staes” Formerly, the order was limited to that particular jurisdiction and to a particular communications
provider or location. Now, the order follows the FBI and the subject anywhere. This raises the same
concerns relating to identification of the party charged and the practica ability to challenge the order
discussed in the context of roving survelllance powers (seelll. B., above).
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These expanded powers to monitor telecommunications are particularly prone to abuse in the
Internet age, since pen register and trap and trace orders now disclose not only standard telephone
numbers caled by or diding in to a subject, but adso Internet URLS and dedicated lines for data
transmissonas well. The ability to monitor Internet Sites visited by the subject of a search, inthe absence
of ashowing of probable cause or even reasonable suspicion, is an unprecedented expansion of federd
surveillance powers.

D. Section 215: Business Records Seizures Allowed Under FISA

Section 215 expands the business records seizures available under a FISA order to adlow law
enforcement officiasto obtain business records and tangible things (e.g., computers and disks) upon a
gmilar ex parte rubber samp order. Notably, “No person shdl disclose to any other person...that the
Federal Bureau of Investigationhas sought or obtained tangible things under this section.” Inother words,
the business is gagged from disclosing that it has been the subject of an FBI search and saizure, including
presumably to the media(see 1. C., above).

E Sections 201 and 202: Expanding the Scope of the Wiretap Act

The second mgjor federa surveillance statute, the Wiretap Actof 1968, 18 U.S.C. § 2510 et seq.,
sometimesreferredto as“Title111,” hasaso been considerably expanded by the Patriot Act. The Wiretap
Act imposes amuch higher hurdle than is required to obtain a FISA order, a least in theory. It ordinarily
requiresa court order based upon an affidavit establishing probable cause to believe a crime has beenor
is about to be committed and that the search will turn up evidence thereof .8t

Further, the protections afforded by the Federal Wiretap Act of 1968 were d so intended to exceed
those guaranteed by the Fourth Amendment. For an expectation of privacy to be conditutiondly protected
under the Fourth Amendment, the subject’ s expectation of privacy must be one that society is willing to
recognize, and the subject must have taken reasonable precautions to protect the privacy of the
communications®? The year after the Supreme Court’s seminal Fourth Amendment right of privacy case,
Katz v. United States, the Wiretap Act was passed by Congress specificaly to dea with the eectronic
interception of oral communications.® Nothing in the Act’s history, language, or definitions requires that
the subjects of awiretap took precautions to avoid being overheard or recorded.® The Act presumesthat
any time the government must use an eavesdropping device to intercept an ora communication, the
communicationmust have beenintended to be private.®® Further, the Supreme Court has declared that the
Fourth Amendment itsdlf “does not parmit the use of warrantless wiretaps [even] in cases involving
domestic threats to national security.”®

Despite this high standard, wiretap orders are virtualy never denied. For the years 1996 through
2000, reported wiretap requests by federa and state agencies totaled 6,205; only three were denied, an
approval rate of 99.9%+%” Despitethe apparent lack of judicid checks onthe availability of wiretap orders
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currently, the Patriot Act expands their availability even further. Sections 201 and 202 of the Patriot Act
amend the Wiretap Act to dlowthe FBI to obtain wiretap warrantsfor “terrorism” investigation, “chemica
wegpons’ invedtigations, or “computer fraud and abuse’ investigations® This expands the federa
government’s wiretap authority into the broad, as-yet-undefined area of “terrorism” investigations and
investigations related to computer use.

F. Section 203b: Information Disclosed to CIA and Other Intelligence Agencies

Section 203b of the Patriot Act employs the same broadened definition of “foreign intelligence
information” used in Section 203a, which permits grand jury information sharing (see IV. A., below), to
dlow shaing between federd agencies of any information derived from wire, ord, or dectronic
communications intercepted pursuant to the Wiretap Act, 18 U.S.C. § 2510 et seq., where contents of
such communications incdlude “foreign intdligence information.” The effect is to alow sharing of wiretap
information with any federa agency, induding the CIA and INS, whereas previoudy sharing had to be
related to the same investigationthat gave riseto the wiretap. This new provisionisanimportant component
of the Jugtice Department’ s desire to build a generd federa database of dl crimina information.

G. Sections 209 and 210: Voice Mall, Internet, and Telephone Monitoring

Section 209 amends the Wiretap Act, 18 U.S.C. § 2510, to alow wiretaps of voice mail
messaging systems. Under prior law, stored voice mail messages fell under the Title 111 category of “wire
communications,” meaning messages stored by a service provider could only be seized pursuant to the
higher standards applicable to a wiretap order.® This put voice mail in the same category as ared-time
telephone or Internet communication between two parties. The Patriot Act inserts “wire communication”
into the definition of an* e ectronic communications system,” effectively permitting access to suchmessages
via a standard search warrant, as if a voice mal message were merdy a documentary record. Clearly,
however, an individud’s congtitutionally recognized expectation of privecy in his or her message is not
diminished at dl by the fact that the message is stored temporarily inavoice messaging systembefore being
retrieved by the recipient.*® Consequently, this provision of the Patriot Act is constitutionally suspect under
the Fourth Amendment.

Section 210 dlowsfederd law enforcement offiddsto use an* adminigrative subpoena’ to obtain
telephoneor Internet/e-mail service provider records of customer names, addresses, telephoneconnection
records, induding time and duration, lengthof service, and source of payment, induding credit card or bank
account numbers.®* The amendment added time and duration and source of payment to the information
obtainable. Now, federal authorities possess the power to easily access a suspect’ s financid information
through his or her telephone number.

H. Section 213: “ Sneak and Peek” Warrants
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Notice of the execution of a warrant has long been held to be an important component of the
“reasonableness’ of a searchunder the Fourth Amendment.®? The Supreme Court has held that a search
or saizure of a dwdling may be conditutiondly defective if police officers entered without prior
announcement.® This requirement is codiified in the federal crimina procedure statutes,* whichalowsthe
subject of the warrant an opportunity to respond by chdlenging the lawful authority of the warrant or to
prevent its defective execution, suchaswhenthe wrong addressistargeted or the subject no longer resides
at the address.*® A legionof tragic incidentsresulting from executionof “ no-knock” warrants demonstrates
the potential dangers inherent in serving such warrants on innocent victims.%®

Despite the Supreme Court’ s cautions and the statutory mandate for the “knock and announce’
protocol, Section213 of the Patriot Act now permitsfederal law enforcement officadsto delay giving notice
of the execution of a search warrant to the subject of the warrant — even until after it has been executed —
if notificationmay have an adverseresult.” Authority for the issuance of search warrants derives from two
datutes: 18 U.S.C. § 3103, whichimplementsthe standards set out in Federal Rule of Crimina Procedure
41 for issuing warrants;®” and 18 U.S.C. § 3103a, a“catchdl” provisionthat alowsas additional grounds
for the issuance of awarrant “to searchfor and seize any property or materiad that congtitutes evidence of
acrimind offense in violaion of the laws of the United States.” Section 213 amends the latter “catchall”
provision to add a new subsection (b), whichprovidesthat required notice of the issuance of any warrant
(under any provisonof law) “may be ddayed if...the court findsreasonable cause to believe that providing
immediate natification of the execution of the warrant may have an adverse result (as defined in Section
2705).”%8 Thewarrant need only provide for giving notice “within areasonable period of itsexecution,” and
the period may be extended for “good cause.”®® And while Section 213 stipulates that warrants issued
under the delayed notice provison prohibit the seizure of tangible property, communications, or electronic
data (such as computer equipment, mail, or voice mall), this requirement may be waived if the court finds
“reasonable necessity for the seizure.”*® |n other words, apersonwhose home has been the subject of a
search and whose computer equipment, mall, and other sengtive items have been seized may find out about
it through aletter in the mail weeks or months later.X*

Moreover, the definition of “adverse result’is borrowed from another provision of the code that
permits relaxed notification requirements in the context of acourt order or subpoenafor stored e-mail or
voice mail data, not the search of a resdence, which has dways been hdd to the highest standard of
protection under the Fourth Amendment.1? That provision, 18 U.S.C. § 2705, includes as “adverse
results’ judtifying delayed notice:

(A) endangering the life or physcd safety of an individud;

(B) flight from prosecution;

(C) dedtruction of or tampering with evidence;

(D) intimidation of potential witnesses; or

(E) otherwise serioudy jeopardizing an investigation or unduly ddaying atrid.
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The phrase “ otherwise serioudy jeopardizing aninvestigation” injectsaninherently subjective criterioninto
the standard, permitting law enforcement authorities and courts broad authority to expand the number of
cases involving delayed notice.

V. The Fifth Amendment Right to Indictment by a Grand Jury

No person shdl be held to answer for a capitd, or otherwise infamous crime, unless on
apresentment or indictment of agrand jury; except in cases arigng inthe land or nava
forces, or in the militia, when in actud service in time of war or public danger.

— UNITED STATES CONST., AMEND. V

A. Ending the Higtoric Secrecy of Grand Juries

Section203aof the Patriot Act amends Rule 6 of the Federal Rulesof Crimina Procedure rdaing
to grand jury indictmentsto vitiate the historic secrecy of grand juries. Grand juries have broad powersto
subpoena documents and witnesses, as seen in the Monica Lewinsky investigation when the jury stting
under Judge Norma Hollowdl Johnson subpoenaed numerous White House officias to testify. The
transcripts and documents obtained by grand jury process were heretofore secret except for disclosure
upon court order showing subgtantia need or for defendants to challenge the indictment. The reason for
this protection derived fromthe formidable power of the grand jury. Because the functionof the grand jury,
aone among American crimind justice authorities, is inquigtorid, alowing it broad-ranging authority to
secure documents and testimony through the subpoena power, the secrecy of its proceedings and the
information obtained thereby have historically been sacrosanct.® “It is a grand inquest, a body with
powers of investigation and inquidition, the scope of whose inquiries is not to be limited narrowly by
questions of propriety or forecasts of the probable result of the investigation, or by doubts whether any
particular individua will be found subject to an accusation of crime.”*** Among the objectives of grand jury
secrecy noted by the Supreme Court are two that have particular gpplication to the internd secrecy of
subpoenaed documents and testimony: “to encourage free and untrammeled disclosures by persons who
have information with respect to the commission of crimes’and “to protect the innocent accused who is
exonerated from disclosure of the fact that he has been under investigation.™% The amendments to the
Patriot Act are likdy to have the effect of discouraging free disclosure since witnesses will know their
informationmay be shared withawide range of law enforcement authorities. Also, the®innocent accused”
will find their private records disseminated widdy among federd law enforcement agencies and perhaps
placed in acentra databank of suspect information, despite their forma exoneration.

Abandoningtraditiona safeguardsonthe power of grand juries, new Federal Rule 6(e)(3)(c)(1)(V)
alows disclosure:

(V) when the matters involve foreign inteligence or counterintelligence (as defined in
section 3 of the Nationd Security Act of 1947 (50 U.S.C. 4014a)), or foreign intelligence
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(Emphases supplied.) The non-restrictionto “ United States persons’ means that informationrdaing to any

information (as defined in clause (iv) of this subparagraph), to any Federal law
enforcement, intelligence, protective, immigration, national defense, or national
security official in order to assist the official receiving that information in the
performance of his official duties.

“Foreign intelligence information” is, in turn, defined broadly to include:

(1) information, whether or not concerning a United States person, that relatestothe
ability of the United States to protect against—

(aa) actual or potential attack or other grave hodile acts of aforeign power or an agent

of aforeign power;

(bb) sabotage or internationd terrorismby aforeign power or an agent of aforeign power;

or

(cc) clandestine intelligence activities by an intelligence service or network of a foreign
power or by an agent of foreign power; or

(1) information, whether or not concerning a United States person, with respect to a
foreilgn power or foreign territory that relatesto—

(aa) the nationa defense or the security of the United States; or

(bb) the conduct of the foreign affairs of the United States.

person, citizen or non-citizen, can be the subject of grand jury information sharing.

B. Himination of the Right to Indictment by Grand Jury for Non-Citizens Accused of

“Terrorigm”

The condtitutiond right to indictment by agrand jury for any “infamous crime” would be entirely
obviated by the gpplication of President Bush's Executive Order establishing military tribuna's to accused
dienresidents, aswel as accused citizens. The condtitutiondity of the order, and its gpplication to resident

citizens, is discussed below at section VI.

V.

The Sixth Amendment Right to Counsel
In dl crimind prosecutions, the accused shdl enjoy the right...to have the assistance of
counsd for his defense.

— UNITED STATES CONST., AMEND. VI

A. Executive Order Allowing Monitoring of Attorney-Client Conversations

For the firg time in modern higtory, federa authorities may now refuse to respect the age-old,
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virtudly absolute confidentidity enjoyed by a prisoner consulting with his or her attorney. OnOctober 30,
2001, the Justice Department unilateraly imposed a requirement on federd correctiond facilities that the
correspondence and private conversations of prisoners with their counsd are now subject to monitoring
inmost cases. % The rule was put into effect immediatdly by Attorney Generd Ashcroft, without the usual
protections of notice and public comment afforded by the federal Adminigtrative Procedures Act.X” [t was
posted in the Federa Register on October 31, 2001, the day after it went into effect.’® Further, therule
by itstermsis not limited to dleged terrorists but extendsto dl incarcerated individuas that the Attorney
Generd suspects may seek to commit or facilitete “ acts of violence.” The rule provides.

28 CFR Parts 500 and 501: National Security; Prevention of Acts of Vidlence and
Terorism; Fnd Rule [excerpt]:

[1]n those cases where the Attorney General has certified that reasonable suspicion exists
to believe that aninmate may use communications with atorneys or their agentsto further
or facilitate acts of violence or terrorism, this rule amends the exiging regulations to
provide that the Bureau is authorized to monitor mail or communications with
attorneys in order to deter such acts, subject to specific procedura safeguards, to the
extent permitted under the Condtitution and laws of the United States.!®

Because the phrase“acts of violence” is so broad and discretion is vested inthe Attorney General
to “certify” which prisoners are subject to the rule, no protections exist to ensure the monitoring will not
rapidly expand to potentidly include a large percentage of federd prisoners!® As the American Bar
Association has noted, this is a clear violation of the Sixth Amendment right to counsd of the suspect.***
In addition, the monitoring placesthe attorney in the position of violating his or her ethica obligation to
maintain confidentiaity of communications withthedient or foregoing such communications atogether, and
thereby serioudy jeopardizing legal representation. 2

B. Refusng A ccessto Attorneys and Discouraging Detaineesfrom Obtaining
Legd Counsd

The Justice Department has detained in excess of 1,000 non-citizensin its investigation into the
September 11" attacks. Some of these detainees reportedly have been discouraged from obtaining legadl
counsd or have had access to counsel blocked outright.** Such tactics are aclear violation of the Sixth
Amendment right to counsd .14

V1.  Military Tribunds The Sxth Amendment Right to Trid by Jury

Indl crimind prosecutions, the accused shdl enjoy the right to a speedy and public trid,
by an impartid jury of the state and didtrict wherein the crime shal have been
committed...and tobeinformed of the nature and cause of the accusation; to be confronted
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with the witnesses againgt him; to have compulsory process for obtaining witnessesin his
favor, and to have the assstance of counsd for his defense.
— UNITED STATES CONST., AMEND. VI

OnNovember 13, 2001, President Bushissued a Presidential Proclamation and Executive Order
suspending the right of indictment, tria by jury, appellate relief, and habeas corpus for al non-citizen
persons accused of aiding or abetting terrorists.!*® The Proclamation, issued pursuant to the President’s
authority as Commander in Chief of the Armed Forces, cited the terrorist attacks as having “ created a state
of armed conflict that requires the use of the United States Armed Forces’ and the threat of future
attacks.!'® The President found that “[t]o protect the United States and its citizens, and for the effective
conduct of military operations and prevention of terrorist attacks, it is necessary for individuas subject to
thisorder...to be detained, and, whentried, to betried for violations of the laws of war and other applicable
laws by military tribunas.”*'” The order subjects “any individud who is not a United States citizen with
repect to whom | [the President] determine from time to time in writing that:

@ there is reason to bdlieve that such individud, a the relevant times,

0] is or was a member of the organization known as a
Qaida;

(i) has engaged in, aided or abetted, or conspired to commiit,
acts of internationd terrorism, or acts in preparation
therefor, that have caused, threaten to cause, or have as
ther am to cause, ifury to or adverse effects on the
United States, itscitizens, nationa security, foreign policy,
or economy; or

(i) has knowingly harbored one or more individuds
described in subparagraphs (i) or (i) of subsection
2()(1) of thisorder; and

2 itisintheinterest of the United States that such individud be subject to
this order.!®

The proclamation directsthe Secretary of Defense to promulgate orders and regulations for the
gopointment and adminigration of the military commissons. However, the Presdent stated, “ Given the
danger to the safety of the United States and the nature of internationd terrorism...it is not practicable to
apply in military commissions under this order the principles of law and the rules of evidence generdly
recognized inthe trid of criminal casesin the United States district courts”*® Thus, the military will st as
both the triers of fact and of law, and the regulations shall only permit admission of evidence that the
Secretary deems not to violate nationd security.*2° The death penaty may be imposed,*?! despite that
sentence may be passed without unanimity on atwo-third vote of the members.}?2
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Review fromfina decisions of militarycommissions isto be had only to the Secretary of Defense. 12
The order aso purports to suspend the right of appeal and of habeas corpus relief:

(7)(b) With respect to any individua subject to this order —

@ militarytribunal sshall haveexclusivejurisdictionwithrespect
to offenses by the individud; and

2 the individual shall not be privileged to seek any remedy or
mai ntainany proceeding, directlyor indirectly, or to haveany
such remedy or proceeding sought on theindividual's behalf,
in (i) any court of the United States, or any State thereof, (ii)
any court of any foreign nation, or (iii) any international
tribunal 1?4

While the Bush Adminigration’s draft proceduresfor military tribunas reportedly address certain
objections by civil libertarians, including adlowing for unanimous verdicts in desth pendty cases and
permitting trials to be ordinarily opento the public,*? the find regulaions have not yet been adopted. Until
they are, the language of the Executive Order controls the interpretationof the procedures to be followed.
Further, certain reported provisons of the draft procedures that run counter to the Executive Order, such
asthe requirement for unanimity in death penalty cases, may require amendments to the Order, whichhas
remained unchanged. Moreover, while the reported draft procedures would permit review of tribunal
decisons by “anappeds body,” that body would not be a court of law, according to reports, but perhaps
asgparate military review pand.1?

Articlelll, 8 2 of the United States Constitution provides:

Thetrial of all crimes, except in cases of impeachment, shall be by jury; and such trial
shall be held in the state where the said crimes have been committed; but when not
committed within any state, the tria shall be at such place or places as the Congress may
by law direct.*’

The military tribuna order, by abolishing the right to trid by jury and reserving the power to determine
when, where, and under what conditions such tribunds will be conducted, represents arguably the most
dradtic curtaillment of the rights of due process for the criminaly accused since the Second World War.

The power to try civiliansin military tribunds has not been held to be vested in Congress by its
authority “[t]o make rules for the government and regulation of the land and naval forces”*?® The chief
authority upon which the Department of Judtice relies for the Executive Branch's purported authority to
impose trid by military tribundl isthe World War |1-era Supreme Court case of Ex Parte Quirin.'® In
agpecia sesson cdled by Chief Jugtice Harlan Stone, the Supreme Court considered the habeas corpus
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petitions of eight German citizens who had landed by submarine on East Coast ports (four on Long Idand
and four in Florida) withordersto destroy American military manufacturing plants*® They were wearing
German military uniforms or military items when they landed and were under the pay and orders of the
German High Command.*®! They were arrested by the FBI in Chicago and New Y ork 1%

By order as Commander in Chief on July 2, 1942, President Franklin Delano Roosevelt appointed
amilitary commissonand directed it to try the subjectsfor offensesagaing the law of war and the Articles
of War.*® The President further, on the same day, directed by Proclamation that:**

al persons who are subjects, dtizens or residents of any nation at war with the United
States or who give obedience to or act under the direction of any such nation, and
who during time of war enter or attempt to enter the United States...through coastal or
boundary defenses, and are charged withcommitting or attempting or preparing to commit
sabotage, espionage, hodtile or warlike acts, or violaions of  the law of war, shal be
subject to the law of war and to the jurisdiction of military tribunals**®

Since Roosevelt was held to be acting within his executive power pursuant to Congress' s declaration of
war under Artide 15 of the Articles of War, the Court found it “unnecessary for present purposes to
determine to what extent the President as Commander in Chief has congtitutional power to create military
commissions without the support of Congressiond legidation.”*%®

The petitioners main contention wasthat the President lacked congtitutiona or statutory authority
to order a military tribuna and that they were entitled to be tried in civilian courts and afforded the
protections of the Fifth and Sixth Amendments. The Court first reviewed the Civil War case of Ex Parte
Milligan,*¥ which arose out of President Lincoln’s suspension of habeas corpus during the Civil War.
Milligan, acivilian resdent of the Unionstate of Indiana, had been arrested and tried by amilitary tribuna
for seditious assistanceto the Confederacy. *® After his convictionand sentence of hanging, he sought relief
by writ of habeas.*® The Supreme Court declared the issue of his right to habeas rdlief to be one asto
whichthe importance“cannot be overstated; for it involvesthe very framework of the government and the
fundamenta principles of American liberty.”**° Despite the issuance of the presidentia proclamation,**
jurisdiction was had under Congressiond authorization to review denid of the writ to cvilian dtizens of
Northern states.’#?

Writing for the Court in Milligan, Justice David Davis observed:

No graver question was ever considered by this court, nor one which more nearly
concernsthe rights of the whole people; for it is the birthright of every American citizen
when charged withcrime, to be tried and punished according to law.... By the protection
of the law human rights are secured; withdraw that protection, and they are at the mercy
of wicked rulers, or the clamor of anexcited people. If therewas law to judtify this military
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trid, it isnot our province to interfere; if there was naot, it is our duty to declare the nullity
of the whole proceedings. The decison of this question does not depend on argument or
judicid precedents, numerous and highly illustrative as they are. These precedentsinform
us of the extent of the druggle to preserve liberty and to relieve those in civil life from
military trids. The founders of our government were familiar with the history of that
struggle; and secured in awritten condtitution every right which the people had wrested
frompower during a contest of ages. By that Congtitutionand the laws authorized by it this
question must be determined.*3

The protections of due process, grand jury indictment, trid by jury, and habeas corpus, if available to
Milligan, unquestionably controlled the case, the Court cautioned.***

Turning to the question of the military tribund’ s authority to try Milligan, the Supreme Court found
authority neither in Congress s condtitutiond Article 111, 8 1 authority, nor in presdentid authority. “They
cannot judtify [military trids] onthe mandate of the President; because he is controlled by law, and has his
appropriate sphere of duty, which isto execute, not to make, the laws.”** The federal courts of Indiana
were openfor crimind cases throughout the War Betweenthe States, and the acts aleged were the subject
of Congressionally prescribed crimind pendties. Thus, “[tlhe Government had no right to conclude that
Milligan, if guilty, would not receive in that [federal] court merited punishment.”*6 Moreover: “If it was
dangerous, in the distracted condition of affairs, to leave Milligan unrestrained of hisliberty, because he
‘conspired agang the government, afforded aid and comfort to rebels, and incited the people to
insurrection,’ the law said arrest im, confine imclosdy, render him powerlessto do further mischief; and
then present his case to the grand jury...and, if indicted, try him according to the course of the common
|aN.”147

The Court adso held that Milligan’s condtitutiond right to trid by jury was violaed. “[T]his right —
one of the mogt valuable in a free country — is preserved to everyone accused of arime who is not attached
to the amy, or navy, or militiain actua service.”** The Framersintended the Sixth Amendment right to
trid by jury in crimina cases to be enjoyed by dl persons who were included in the right to indictment or
presentment by grand jury via the Fifth Amendment, whichexcludes only “ casesarisng inthe land or nava
foroes, or in the militia, when in actua service, intime of war or public danger.”**® Martia law could not
beimposed, the Court warned, abosent an* actua and present necessity” arisng fromared invason, “such
as effectively closes the courts and deposes the civil administration.”*>°

The Supreme Court in Ex Parte Quirin construed Ex Parte Milligan to not reach military
tribunal's established to try violations of the “law of war.”*** Nor wasit of consequencethat Congress had
not delinested by dtatute the particular offenses within the scope of that term.*%? As the Court noted: “ By
universal agreement and practice, the law of war draws a distinction between the armed forces and the
peaceful populaions of bdligerent nations and aso between those who are lawful and unlawful
combatants.”*>* Spies and saboteurs are examples of such “unlawful combatants’ who are subject to tria
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and punishment by military tribunds, the Court stated.™* The Court restricted Milligan to its factud
predicate, that of non-military citizens.

We congtrue the Court’ s statement as to the ingpplicability of the law of war to Milligan's
case as having particular reference to the facts before it. From them the Court concluded
that Milligan, not being a part of or associated with the armed forces of the enemy, wasa
non-belligerent, not subject to the law of war save as— in circumstances found not there
to be present, and not involved here—martia law might be condtitutionally established. ™

It is important to note, moreover, that the Court’s approval in Ex Parte Quirin of this exercise of the
Articles of War appears to have been predicated, at least in part, upon the forma declaration of war by
President Roosevet on the Axis powers. “ Congress...has thus exercised itsauthority to define and punish
offenses againg the law of nations by sanctioning, within condtitutiond limitations, the jurisdictionof military
commissionsto try persons for offenses which, according to the rules and precepts of the law of nations,
and more particularly the law of war, are cognizable by suchtribunas. And the President, as Commander
in Chief, by his Proclamation in time of war hasinvoked that law."**

The gpplication of Milligan and Quirin to President Bush' sExecutive Order isevident. Congress
has not restricted the writ of habeas corpus for persons suspected of engaging in or abetting the terror
attacks, as it arguably has limited authority to do under Articlelll, 8 1 of the Conditution. (“The judicid
power of the United States, shdl be vested in one Supreme Court, and in suchinferior courtsas Congress
may from timeto time ordain and establish.”)**” The Artidle |11 power to “ordain and establish” inferior
courts has generdly been hdd to grant Congress the authority to circumscribe the jurisdictiond limits of
inferior federal courts.**® The broad reach of the order, ostensibly drawing in al persons who are non-
atizens and whomthe President determines have aided or abetted terrorist acts, includesresident legd and
undocumented diens.®™ Such persons have been held by the Supreme Court to be entitled to al the
protections afforded “persons’ viathe Fifth and Sixth Amendments, including the right to indictment by a
grand jury, theright to trid by jury, the right to counsdl, and the right to confront witnessess. See generally
. D., above (disregard of the condtitutiond rights of resident non-citizens).*® Although the writ of habeas
corpusis often referred to asa“ privilege,” its availability isa matter of conditutiona import, as Articlel,
89, cl. 2 of the Condtitution provides, “The privilege of the writ of habeas corpus shdl not be suspended,
unlesswhenin cases of rebellionor invasion the public safety may requireit.” The Milligan Court appears
to have implictly considered the Civil War one such appropriate case. It is doubtful, however, that the
attacks of September 11™ and the prospect of further terrorism could be construed to amount to “cases
of rebdlion or invason” requiring suspension of the writ. Consequently, any enforcement of the Executive
Order toimpose trid by military tribuna onany person other thananon-United States nationd outside the
borders of the country will not pass congtitutional muster.

VIl.  TheFifth Amendment Right to Due Process of Law
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No person shdl be...deprived of life, liberty, or property, without due process of law.
— UNITED STATES CONST., AMEND. V

A. Section 412: Indefinite Detention of Non-Citizens Without Due Process

Section 412 of the Patriot Act requiresthe Attorney General to take into custody any dien whom
he certifies is subject to the preceding section 411, or any dien he has “reasonable grounds to believe’ is
“engaged in any other activity that endangers the nationa security of the United States.”'®* He may hold
the dien for seven days, at which point he mus ether charge him crimindly or initiate the process of
deportation. % Habeas corpus review is the only court review available to such adetaineg; and whereas
a petition for habeas may be initiated in the Supreme Court, to “any judtice of the Supreme Court,” the
Didrict of Columbia Court of Appedls, or “any ditrict court;” an appea from a digtrict court may go only
to the D.C. Court of Appedls.

If animmigrant isdetained for purposes related to immigrationunder this provison, thereisno end
point imposed by statutory or condtitutiond authority for the length of the detention. This has frequently
resulted in the indefinite detention of non-resdent foreigners in United States “ detention fecilities” and
oftentimes prisons, with no remedy. 1%

B. Section 106; Seizure of Assats Without Due Process

Title1, Section 106 of the Patriot Act greetly increases presidentid authority by amending Section
203 of the International Emergency Powers Act, 50 U.S.C. 1702, to grant the Chief Executive broad new

powers:

(C) when the United States isengaged in armed hostilities or has been attacked by a
foreigncountry or foreign nationals, confiscateany property, subjecttothejurisdiction
of the United States, of any foreign person, foreign organization, or foreign country that
he determines has planned, authorized, aided, or engaged in such hostilities or
attacks agang the United States; and dl right, title, and interest in any property so
confiscated shdl vest, when, as, and upon the terms directed by the President, in such
agency or person as the President may designate from time to time, and upon such terms
and conditions as the President may prescribe, such interest or property shall be held,
used, administered, liquidated, sold, or otherwise dealt withintheinterest of and for
the benefit of the United States, and such designated agency or person mayperformany
and al actsincident to the accomplishment or furtherance of these purposes.!®*

TheAttorney Genera explained the perceived need for this provision, dating, “[L]aw enforcement
must be able to ‘follow the money’ in order to identify and neutralize terrorist networks. We need the
capacity for morethanafreeze. We must be able to seize. Consistent withthe President’ sactionyesterday
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[saizing aspects of identified groups and individuas dlegedly associated withal-Qaida], our proposal gives
law enforcement the ability to seize their terrorist assets.”*%® Asdiscussed above, however, insectionl. D.,
temporary and permanent diens in the United States enjoy the Fifth Amendment right to due process,
which encompasses the right to hold persona and real property. The proposition that the President may
seize and dispose of such assats unilaterdly with no meaningful judicid review is condtitutiondly untenable.

It is under this authority, agpparently, that the President has ordered the seizure of the bank
accounts and property of suspected terrorist organizations and individuals associated withthem. Note that
he may invoke the law any time the United Statesis* engaged inforeign hodtilities” or any time the United
Saesis “atacked by aforeign nationd.” Thereis no time limit or other cabining provison on the use of
this authority. No judicia review is granted by the terms of this statute, and if judicid review is obtained,
new section (c) alows such review to be conducted ex parte on the basis of secret evidence. Judicid
review may be available under new Section 316 of the Patriot Act, but that provison only grantsa“right”
of owners of confiscated property to chalenge the determination that the property was an asset of
suspected terrorists by filing afedera lawsuit. That section, however, specifies that the Federa Rules of
Evidence need not gpply where their application “may jeopardize the nationa security interests of the
United States,” or, in other words, more secret evidence.

Moreover, Section 106 may constitute an uncondtitutiond hill of attainder inviolationof thefederal
Bill of Attainder Clause, Article|, 89, cl. 3.1% The Bill of Attainder Clause has not been the subject of
extensve Supreme Court jurisprudence, its chief treatment by the Court having come in three cases,
United States v. Brown (1965),'%” United States v. Lovett (1946),'% and Cummings v. Missouri
(1867).1%° In each case, the Court referred to the Bill of Attainder clause to inform its analysis of the
conditutiondity of alegidative action directed againgt an individua or group based upon politica beliefs.
Cummings invaidated under the under the Bill of Attainder Clause aprovison of the Missouri congtitution
prohibiting service as an officeholder, lawyer, dergyman, teacher, or corporate officer by anyone who
could not take an oath that he had never beeninthe service of the Confederate states.*° Lovett invaidated
under the clause an act of Congress prohibiting the payment of any compensation for government service
to three named individuals who had dlegedly engaged in “subversive’ activities!”* Brown struck down as
a hill of attainder a provision of the Labor-Management Reporting and Disclosure Act of 1959 that
imposed crimina pendties on amember of the Communist Party serving as an officer of alabor union.*”

Brown contains the Court's most thorough modern andysis of the clause. The Court discussed the
higory of the clause a length, noting that attainders have been regarded as possessing three chief
characterigtics: (1) they are directed againgt specific individuds or discernable groups; (2) they affect the
life or property of those targeted; and (3) they amount to legidative usurpation of the judicia function.!’
Nor does a legidaive act need to be punitive in nature, the Court stated; prophylactic measures taken
againg individuals or group activities based upon their perceived characteristics may also conditute
attainders.”* The Bill of Attainder Clause, the Court concluded, “was not to be given a narrow historica
reading...out wasinstead to be read inlight of the evil the Framers had sought to bar: legidative punishment,

© 2002 by The Rutherford Institute
Page 24 of 44



of any form or severity, of specificaly designated persons or groups.”*™

In view of the higtorica concern of the Supreme Court that the legidature not usurp the judicid
function by targeting specific individuas or groupsfor punishment or deterrence, the asset seizure provisons
of the Patriot Act would seem to be vulnerable to a chdlenge under the Bill of Attainder Clause. These
provisons are directed againg a specific group, i.e., Idamic or pro-Idamic organizations, they create
automatic asset forfeitures of those the President designates as “terrorist groups;” and they afford little or
no judicid processto that designation and the subsequent forfeitures. The chief digtinction in the case of
the Patriot Act provisons, that it is not Congress, but the Chief Executive, who nominates the entities
belonging to the disfavored group, is one without a difference; an attainder is uncondtitutiona because of
the co-opting of the judicid function by the legidature. And the fact that the legidature leaves the specific
designation of the organizationsthat are subject to saizureto the executive does not curethat critical defect.

VIIl.  The Conditutiona Right to Privacy

[S]pecific guarantees in the Bill of Rights have penumbras, formed by emanations from
those guarantees that help give them life and substance. V arious guarantees cregte zones
of privecy.
—Jugtice William O. Douglas, Griswold
v. Connecticut, 381 U.S. 479, 434 (1965)

A. Sections 355 and 356: Monitoring and Reporting on Citizen Financid
Transactions

Sections 355 and 356, dong with other provisdons of Title I11 of the Patriot Act (surnamed the
“International Money Laundering and Anti-Terrorist Financing Act of 2001”), increase the monitoring and
reporting obligations of citizens againg other citizens. Section355 dlowsfinanda inditutions to note their
“sugpicion” that an ex-employeewasinvolved in“potentialy unlawful activity” inan employment reference.
Section 356 requires securities brokers and deders to * submit suspicious activity reports’ to “suspicious
transactions,” asthat termisdefined in 31 U.S.C. § 5318(g).

B. Section 358: Amending the Federd Privacy Statute to Allow Disclosure
of Banking Records for “Financid Andyss’

Section 358 of the Patriot Act amends the Financid Right to Privacy Act of 1978, 12 U.S.C. §
3412, to dlow law enforcement authorities to obtain financiad data where related to “intelligence or
counterintelligence activity, investigationor analysis related to internationa terrorism,” inlieuof the former
provison which dlowed it for “any legitimate law enforcement inquiry.” Thus, “financid andyds’ is now
a aUfficent basis for federd authorities to review citizen financiad information. A smilar amendment is
appliedto the Fair Credit Reporting Act, 15 U.S.C. 8§ 1681 et seq., to require furnishing credit reportsto
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federd law enforcement agents who certify they need the information for that purpose.
C. Section 507: Required Disclosure of Educational Records

The Family Educationd Rights and Privecy Act (“FERPA”), 20 U.S.C. 8 1232, was passed by
Congress in 1974 to protect the right to privacy of students and their parents in their educationa
records.}”® Thelaw was enacted out of Congress s concernthat school district practiceswould “notinvade
the privacy of studentsor poseany threat of psychol ogica damage to them” by unauthorized disclosures.t””

Previoudy, FERPA permitted disclosure of educationd records to law enforcement authorities
pursuant to a subpoena, based upon probable cause and a sworn affidavit demondrating that the
information sought was probative to a crimind investigation.*”® Section 507 of the Patriot Act amended
FERPA to require automatic disclosure of educational recordsto federd law enforcement authoritiesupon
an ex parte court order based only upon certification that the educationd records* may be relevant to an
investigation of domestic or internationd terrorism.”*”® This amendment makes disclosure of educationa
recordsthe rule, rather thanthe exception, permitting federal “ sweeps’ of the educational records of certain
groups of persons, notably diensresiding in the United States on student visas.

D. Building Biometric Databases of Citizens

Sections 405, 414, 417, and 1008 of the Patriot Act require the Attorney Generd to explore the
feaghility of usng “biometric identification sysems’ — fingerprint I.D. systems— at United States ports of
entry (customs offices at airports, harbors, etc.) and for issuing passports and visas, aswel as other secure
information systems, suchasbar code identifiersthat will “interface” with other law enforcement agencies.

CONCLUSION

The September 11™ attacks have challenged Americain ways that are unprecedented in recent
history, and a strong military and law enforcement responseis necessary to answer that chalenge. But to
view these acts of terrorismas principaly amilitary strike for strategic purposes, like Pearl Harbor, would
be a migtake. The extremists who perpetrated the attacks did not want to Smply destroy American
landmarks of industry and government; they wanted to destroy America as America, to demolish the
foundeations uponwhich American culture and freedom, and all they represent to the world, are built upon.
To set asidethelessons of 225 years of American freedom, enshrined in the Declaration of Independence
as acommitment to the truth that “ All men are crested equal [and] endowed by their Creator with certain
indiendble rights...life, liberty and the pursuit of happiness,” as paliticaly or practicaly inexpedient inatime
of “war,” would be to dlow the extremists to win by surrenderingwho we are asandion. If the American
people accept a form of police statism in the name of a promise of persona security, that would be the
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greatest defest imaginable.
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1 See Presdentid Proclamation 7436, Declaration of National Emergency by Reason of Certain
Terrorist Attacks, September 14, 2001, Appendix A.

2. The President may only utilize those powers and authoritiesmade available innationa emergencies
specificdly cited within the proclamation or a subsequent published executive order. 50 U.S.C. § 1631.

3. Presidential Proclamation, n. 1, supra, Appendix A, dting, inter alia, 10 U.S.C. § 527 (unit
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5. Written Testimony of Attorney General John Ashcroft before Senate Committee onthe Judiciary,
September 25, 2001.
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7. Written Testimony of Attorney Genera John Ashcroft before Senate Committee on the Judiciary,
December 6, 2001.
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0. Testimony of Attorney General Ashcroft, September 25, 2001.

10.  The meteoric passage of the Petriot Act isremarkable. H.R. 3162 was introduced in the House
on October 23, 2001. Pursuant to a rule waiver, it was passed out the next day on a 357-66 vote. The
Senate approved the bill without anendment by avote of 98- 1 on October 26™, and it was signed into law
the same day by President Bush.

11.  Testimony of Attorney Generd Ashcroft, December 6, 2001.
12.  Id.

13. Id.

14.  P.L. 107-56, Title VIII, § 808, 115 Stat. 378.
15.  Thiscrimeiscodified a 18 U.S.C. 8 351(¢e).
16.  Codified at 18 U.S.C. § 844(e).

17.  Codified at 18 U.S.C. § 844(f)(2).

18.  Codified at 18 U.S.C. § 956(b).

19. Codifiedat 18 U.S.C. § 1361.

20.  Codified at 18 U.S.C. 88 1366(b) and (c).
21.  Codified at 18 U.S.C. § 1751(€).

22.  Codified at 18 U.S.C. § 2152.
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23.  Codified at 18 U.S.C. § 2156.
24.  Tedimony of Attorney General Ashcroft, December 6, 2001.
25.  ld.

26.  Theadminidration’scentrdizationof authority and resistence to accountability bring to mind James
Madison’swordsin FEDERALIST No. 51. Addressing the inherent tension between liberty and authority
in democratic governments, Madison said:

If men were angdls, no government would be necessary. If anges wereto govern
men, neither externa nor interna controls ongovernment would be necessary. In framing
agovernment which isto be administered by men over men, the difficulty liesin this You
must firgt enable the Government to control the govern; and in the next place, obligeit to
control itsdf.

27.  “"Americd s campaign to save innocent lives .... has brought me back to this committee to report
to youinaccordance withCongress sovergght role.” Testimony of Attorney General Ashcroft, December
6, 2001.

28. Id.

29.  Themost notorious, but certainly not the only, example of the CIA’ s abuseof thismonitoring power
isthat of “Operation CHAQS,” initiated in 1967 to monitor American citizens who protested againgt the
VietnamWar. Seegenerally Halkinv. Helms, 690 F.2d 977 (D.C. Cir. 1982); In re Halkin, 598 F.2d
176 (D.C. Cir. 1979); Hrones v. Central Intelligence Agency, 685 F.2d 13 (1% Cir. 1982); National
Lawyers Guildv. Attorney General, 96 F.R.D. 390 (S.D.N.Y. 1982); GrovePress, Inc. v. CIA, 483
F.Supp. 132 (S.D.N.Y. 1980); Ferry v. CIA, 485 F.Supp. 664 (S.D.N.Y. 1978); Krause v. Rhodes,
535 F.Supp. 338 (N.Dist. Ohio 1979); Socialist Workers' Party v. Attorney General, 642 F.Supp.
1357 (S.D.N.Y. 1986). CHAOS was concerned with the degree of influence exerted over critics of the
Johnsonadminidration’s Vietnam policy by “ Soviets, Chicoms [Chinese Communists|, Cubans and other
Communigt countries.... Of particular interest is any evidence of foreign direction, control, training or
funding.” Halkin, 690 F.2d at 982, n. 8. See generally Report to the President by the Commission on
CIA ActivitiesWithin the United States (1975) (the “Rockefdler Report”); Final Report of the Select
Committee to Study Gover nmental Operationswith Respect to IntelligenceActivities, Sen. Rep. No.
94-755, 94™ Cong., 2™ Sess. (1976). Groups targeted included “radica students, anti-Vietnam war
activigs, draft resstersand deserters, black nationalists, anarchists, and assorted New Leftists’” 690 F.2d
at 982, n. 9. The CIA mantaned severa thousand computerized files on Americans involved in these
activities. Id. at 982. Its activities ranged from infiltration and mail monitoring to indusionof several dozen
Americans ona“watchlist,” whichenabled the CI A to scanand intercept dl telecommunications containing
references to those names. 690 F.2d at 983-984.

30.  Ashcroft: GroupsCouldbeMonitored, Washington Post, December 3, 2001. See, e.g., United
States v. Aguilar, 883 F.2d 662 (9" Cir. 1989) (describing infiltration and extensive monitoring of
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churchesby INS offidds investigating aleged diensmuggling); Mockaitisv. Harcleroad, 104 F.3d 1522
(9™ Cir. 1997) (Fourth Amendment rights of clergy and prisoner were violated by surreptitious taping of
prison confessondl).

31 For a description of how this inter-agency information gathering works, see “Personnel from
Assorted Agencies Work Together at FBI Headquarters,” Washington Post, October 14, 2001, A16
(describing agents of FBI, CIA, NSA, DIA, Customs and others working side-by-side in anti-terrorism
headquarters of the FBI and CIA). The Attorney Generd’s rationale for this expanded information
gathering and sharing capability isSmilar intone, if not intent, to the Vietnam-eraCIA’ srationde for citizen
monitoring:

[L]law enforcement needs a strengthened and streamlined ability for our inteligence
gathering agenciesto gather theinformationnecessary to disrupt, weaken and diminatethe
infrastructure of terrorist organizations. Criticdly, we also need the authority for law
enforcement to share vitd information with our nationa security agencies in order to
prevent future terrorist attacks.

Testimony of Attorney General Ashcroft, September 25, 2001.
32.  Tedgtimony of Attorney General Ashcroft, December 6, 2001.

33.  PL. 107-56, Title VIII, 8 808. The Act’s amendment to 18 U.S.C. § 3077, which includes
“domedtic terrorism” within the rewards program provided by the Justice Department for information
relating to terrorigt acts, further confirms that the Justice Department will routindy employ this broader
definition of “terrorism.” See P.L. 107-56, Title VI, 8 802(b).

34.  Thereis precedent for this expansive reading of anti-crimind legidationagaing politica protesters
in the gpplication of the Racketeer Influenced and Corrupt Organizations Act, 18 U.S.C. § 1961 et seq.,
to pro-life protesters. RICO was passed with broad language that was designed to take the profit out of
organized crime. RICO makesit unlavful “for any person employed by or associated with any enterprise
engaged in, or the activities of which affect, interstate or foreign commerce, to conduct or participeate,
directly or indirectly, in the conduct of such enterprise' s affairs through a pattern of racketeering activity
or the collection of an unlawful debt.”18 U.S.C. § 1962(c). A “pattern” of RICO activity occursif two
acts are committed within aten-year span. 18 U.S.C. § 1961(5). In National Organization of \Women
v. Scheidler, 510 U.S. 249 (1994), the Supreme Court unanimoudy rejected severa pro-life protesters
argument that RICO could not apply to them because they lacked an economic motivation to condtitute
an*“ enterprise’ under RICO. The Court as awhole did not address RICO’ s potential chilling effectsupon
free speechor associationd rights, athough Justice Souter recognized in a concurring opinion that RICO
had the potentia of infringing legitimate free speech rights. 262, n. 6 (Souter, J., concurring). As one
commentator noted after Scheidler, it would appear that “any politicaly unpopular protest movement with
resulting property damage or technical trespass can be elevated to a federal crime.” Angela Hubbell,
FACE ing the First Amendment: Application of RICO and the Clinic Entrances Act to Abortion
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definitions of “terrorism” pursuant to the Patriot Act amendments.

36. United Sates v. Verdugo-Urquidez, 494 U.S. 259, 266 (1990).
37.  Kwong Hai Chew v. Colding, 344 U.S. 590, 596 (1953).
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Colding, 344 U.S. at 598.
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43.  Shaughnessy v. United States ex rel Mezei, 345 U.S. at 212. However, it should be noted that
as to diens who have not entered the borders of the United States, no constitutional due process
protections are extended. “It iswell established that certain congtitutional protections available to persons
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againg Arab Americans, Mudim Americans, Skh Americans and South AsanAmericans’). Onthe other
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52. Id., at 101-102.

53.  “Sadition Law Used to Hold Suspects,” Associated Press, November 8, 2001.

54.  E.g., United Satesv. Lebron, 222 F.2d 531 (2" Cir. 1955), United States v. Rodriguez, 803
F.2d 318 (7" Cir. 1986).

55. 277 F. 129 (1922).

56. E.g., Wellsv. United Sates, 257 F. 605 (9™ Cir. 1919) (resolution by defendant that organized
workers should demand exemption from military service of al conscientious objectors held admissble to
show seditious state of mind); Haupt v. United States, 330 U.S. 631 (1947) (in tria for treason, proof
of conversations expressing pro-German sentiment, though they had long before aleged acts of treason,
were hdd admissible to prove mative and intent); United Statesv. Rahman, 189 F.3d 88 (2" Cir. 1999)
(World Trade Center bombing; evidence that defendants had possession of Idamic materids describing
Jhad admissible). Cf. 18 U.S.C. § 552 (prohibiting United States officers from asssting in importation of
books and artides containing illegd advocacy); 18 U.S.C. § 1717 (printed matter containing suchmaterid
non-mailable).

57.  Written Testimony of Attorney Generd Ashcroft, September 25, 2001.

58.  Written Testimony of Attorney Generd Ashcroft, December 6, 2001.

59.  See eg., Harisiadesv. Shaughnessy, 342 U.S. 580 (1952) (upholding deportation of dien for
violatiionof the AlienRegidration Act on sole groundsof former membership in Communigt Party); Galvan
V. Press, 347 U.S. 522 (1954) (upholding congressiond power to deport aien who had lived in United
States for 30 years, but had briefly been amember of the Communist Party).
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60. Thepracticeof “blacklising” organizationsfindsprecedent inthe M cCarthy era, when margindized
groups found themselves ligted by the Attorney Generd as “communis.” See, e.g., Joint Anti-Fascist
Refugee Committeev. McGrath, 341 U.S. 123 (1951). The threat of exclusonisparticularly real for the
thousands of Mudim residents who have contributed to, supported, or associated with the Holy Land
Foundation, whichdamsto be the largest Mudim charity inthe United States. See U.S. Seizes Assets of
3ldamic Groups: U.S Charity Among I nstitutions Accused Of Funding Hamas, Washington Post,
December 5,2001, A1; MuslimsWary of Making Donations: Ramadan a Timefor Charity, But Many
Fear Being Questioned by FBI, Associated Press, November 23, 2001. Although the organization had
beenthe subject of FBI scrutiny for years, many individuds made contributionstoit to support its professed
mission to aid Paedtinian refugees.

61. P.L. 107-56, Titlell, § 215, eacting new Sec. 501(a)(1), amending 50 U.S.C. § 1861 et seq.
62.  Seeid., inserting new Sec. 501(d).

63.  Seeid., inserting new Sec. 501(c)(2) (“An order under this subsection shal not disclose that it is
issued for purposes of an investigation described in subsection (8)”).

64.  Tegimony of Attorney Genera Ashcroft, December 6, 2001.

65. United States v. Martinez-Fuerte, 428 U.S. 543, 554 (1976); United Sates v.
Brignoni-Ponce, 422 U.S. 873, 878(1975); United Satesv. Ortiz, 422 U.S.891, 895 (1975); Camara
V. Municipal Court, 387 U.S. 523, 528 (1967).

66.  Johnson v. United States, 333 U.S. 10, 13-14 (1948) (emphasis supplied).
67. United States v. Verdugo-Urquidez, 494 U.S. 259, 264 (1990).

68.  Id., quotingUnited Statesv. Calandra, 414 U.S. 338, 354 (1974); United Satesv. Leon, 468
U.S. 897, 906 (1984).

69. Brinegar v. United Sates, 338 U.S. 160, 181 (1949) (Jackson, J., dissenting). One example of
suchacaseisBrownv. Texas, 443 U.S. 47 (1979), in which the defendant was observed inahigh crime
area, stopped and patted down absent reasonable suspicion that he was armed or engaged in crimind
activity. 443 U.S. a 47. Ordinarily, the individua would have gone on hisway, intimidated and humiliated
but unable to obtain redress because the actions of the officer were not susceptible to proof that they were
“shocking to the conscience” asamounting to a*“ deliberateindifferenceto” or “reckless disregard for” the
subject’s personal liberty. Sacramento v. Lewis, 523 U.S. 833 (1998). It was only because he was
arrested and charged for refusing to provide hisname that his case came to light, a practice the Court hed
violative of hisright to decline to cooperate. 443 U.S. at 53.

70.  Gouled v. United Sates, 255 U.S. 303, 304 (1921).
71.  Terryv.Ohio, 392 U.S. 1, 12 (1968), quoting Johnson v. United States, 333U.S. at 14 (1948).

72.  Terry,392U.S. at 19 (quoting Warden v. Hayden, 387 U.S. 294, 310 (1967)); United States
v. Brignoni-Ponce, 422 U.S. 873 (1975); United Satesv. Mendenhall, 446 U.S. 554 (1980); Florida
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v. Royer, 460 U.S. 491, 500 (1983).
73.  Terry,392U.S. a 28.
74.  Terry, 392 U.S. a 60 (Douglas, J., dissenting).

75.  Outsgdethe United States, there is no statutory limit onwiretgpping U.S. dtizens or resdent diens
abroad. However, per an Executive Order issued by President Reaganin1982, EO 12333, if acitizen or
permanent legd resident isthe target of survelllance abroad, the order requiresthe approval of the Attorney
Generd.

76.  50U.S.C. § 1805(3)(3).
77.  50U.S.C.§1803.
78.  P.L.107-56, Titlell, § 218

79.  Section 218 amends 50 U.S.C. § 1804(a)(7)(B), which lists requirements for a court order
goplication for eectronic survellance, and 50 U.S.C. § 1823(a)(7)(B), which ligs requirements for an
order for aphysica search, by griking “the purpose” and insarting “adgnificant purpose.” Inboth sections,
the amended provison now reads, “Each gpplication shal include—*** (7) acertification...*** (B) that
aggnificant purpose of the search isto obtain foreign intelligence information....”

80.  Tedtimony of Attorney General Ashcroft, September 25, 2001.
8l. 18U.S.C. 882516, 2518.

82.  SeeKatzv. United Sates, 389 U.S. 347, 352 (1967) (“What aperson knowingly exposesto
the public, even in his own home or office, is not a subject of Fourth Amendment protection.... But what
he seeks to preserve as private, even in an area accessible to the public, may be conditutionally
protected.... “); Bond v. United States, 529 U.S. 334, 338(2000); Californiav. Ciraolo,476 U.S. 207,
211 (1986); Smith v. Maryland, 442 U.S. 735 (1979).

83. In passing Title 111, Congress found:

(&) Wire communications are normaly conducted through the use of fadilitieswhichform
part of an interstate network.... There has been extensive wiretapping carried on without
legd sanctions and without the consent of any of the partiesto the conversation. Electronic,
mechanical, and other intercepting devices are being used to overhear ord conversations
made in private, without the consent of any of the parties to such communications. The
contents of these communications and evidencederived therefromarebeing used by public
and private parties as evidence in court and administrative proceedings....

(d) To safeguard the privacy of innocent persons, the interception of wire or ora
communicatiions where none of the parties to the communication has consented to the
interception should be dlowed only when authorized by acourt of competent jurisdiction
and should remain under the control and supervisionof the authorizing court. Interception
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of wire and ord communications should further be limited to certain mgor types of
offenses and specific categories of crime with assurances that the interception is judtified
and that the information obtained thereby will not be misused.

Act June 19, 1968, P.L. 90-351, Titlelll, 8801, 82 Stat. 211. A 1986 amendment to the Act provided,
“Nothing in this Act or the amendments made by this Act condtitutes authority for the conduct of any
intelligence activity.” Act Oct. 21, 1986, P.L. 99-508, Titlel, § 107, 100 Stat. 1858.

84.  Cf. Katzv. United States, 389 U.S. at 360 (Fourth Amendment requires that expectation of
privacy be both subjectively held and objectively justified and that subjects took reasonable precautions
to protect the privacy of their communications).

85.  SeeMitchél v.Forsyth,472U.S.511 (1985) (discussing at length history of federal wiretapsand
adoption of the Wiretap Act).

86. Mitchell, supra, 472 U.S. at 514, dtingUnited Statesv. United StatesDistrict Court, 407 U.S.
297 (1972) (Keith). “Keithfindly lad to rest the notionthat warrantlesswiretappingis permissible incases
involving domegtic threats to nationd security,” Mitchell, at 534.

87.  See Table, “Authorized Interceptions Granted Pursuant to 18 U.S.C. § 2519 as Reported in
Wiretap Reports for Caendar Y ears 1990-2000,” www.uscourts.gov/wiretap00/table700.pdf

88.  The necessity for permitting such warrants for investigation of “computer fraud” is questionable.
Prior law permittedinterceptionand disclosure of communicaions by acomputer service provider inorder
to protect the service provider’s “rights or property,” including in cases of fraud. 18 U.SC. §
2511(2)(a)(i).

89. In passing the Title 111 amendments of the Electronic Communications Privacy Act, Pub. L. No.
99-508, 100 Stat. 1848 (1986), Congress observed that “wire communicaions in storage likevoice mall,
remanwirecommunications, and are protected accordingly.” S. Rep. No. 99-541, 99th Cong., 2d Sess.
(1986), reprinted in 1986 U.S.C.C.A.N. 3555, 3566 (emphasisadded); see United Statesv. Smith, 155
F.3d 1051, 1058-59 (9" Cir. 1998) (company voice mall message intercepted by unauthorized co-worker
violated Wiretap Act).

0. Cf. Katz v. United States, 389 U.S. a 352: “What a person knowingly exposes to the public,
eveninhisown home or office, isnot a subject of Fourth Amendment protection.... But what he seeksto
preserve as private, evenin an area ble to the public, may be condtitutionally protected....”

91. 18U.S.C.§2703(0)(2).

92.  Wilsonv. Arkansas, 514 U.S. 927 (1995) (common-law knock and announce principle formed
apart of the Fourth Amendment reasonableness inquiry); Richards v. Wisconsin, 520 U.S. 385 (1997)
(thereis no “felony drug search exception” to the knock and announce requirement). The Supreme Court
noted that this ancient commonlaw standard dates back to the Magna Cartaera. Wilson, 514 U.S. at 932,
n. 2.
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93.  Wilson, supra.

94. See 18 U.S.C. 8§ 3109 (“The officer may break open any outer or inner door or window of a
house, or any part of a house, or anything therein, to execute a search warrant, if, after notice of his
authority and purpose, he is refused admittance....”).

95.  Wilson, 514 U.S. at 931-933 (discussng higtorica reasons for rule). The Richards Court
subsequently elaborated:

While it is true that a no-knock entry is less intrusive than, for example, a warrantless
search, the individud interestsimplicated by an unannounced, forcible entry should not be
unduly minimized. Aswe observed in Wilson v. Arkansas, the common law recognized
that individuas should have an opportunity to themsalves comply withthe law and to avoid
the destruction of property occasioned by a forcible entry. These interests are not
inconsequential.

Additiondly, when police enter a residence without announcing their presence, the
residentsare not givenany opportunity to prepare themsaves for suchanentry. The State
pointed out at ord argument that, in Wisconsin, most searchwarrants are executed during
thelatenight and early morning hours. The brief interlude between announcement and entry
with awarrant may be the opportunity that an individua hasto pull on clothes or get out
of bed.

520 U.S. at 393, n. 5 (citations omitted).

96. See eg., Atkinsv. City of Dallas, 1997 U.S. Dist. LEXI1S4983 (N.D. Tex.) (officersexecuted
“dynamic entry” with battering rams and flashbang devi ces, black uniformsand masks, suspect had vacated
home one monthearlier); “ Officer Who Killed GrandfatherinMistakenRaid was Named in 2 Force Suits,”
LosAngdesTimes, October 5,1999; T. Lynch, Another Drug War Casualty, Cato Indtitute, November
30, 1998 (ddailing death of Pedro Oregon Navarro in rad on wrong address); “ Cops Kill Man, Rad
Wrong House,” Associated Press, October 6, 2000 (raid of home next door to correct address resultsin
death of occupant); “Police Officer Pleads Guilty in ‘No-Knock’ Drug Raid Killing,” Associated Press,
October 5, 2000; “Unity PleainSaying sWake,” October 5, 2000, M odesto Bee (11-year-old boy killed
iNnSWAT raid); Officeof the Didrict Attorney, County of Ventura, “ Report onthe Deathof Donad Scott,”
March 30, 1993 (saizure and forfeiture operation targeting aleged marijuana growth on economically
desirable property resulted in shooting death of 61-year-old owner; no marijuanawas found). In Boston
iN1994, amistaken SWAT raid on a 75-year-old minister’ shome resulted inthe man’ sdeath froma heart
attack; police had targeted the wrong house. “Boston to Give Victim’'s Widow $1 Million in Wrongful
Degth Suit,” New York Times, April 25, 1996.

97. Fep. R. Crim. Proc. Rule 41 permits the issuance of awarrant
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to search for and seize any (1) property that congtitutes evidence of the commission of a
crimind offense; or (2) contraband, the fruits of crime, or things otherwise criminaly
possessed; or (3) property designed or intended for use or which is or has been used as
the means of committing a crimind offense; or (4) person for whose arrest there is
probable cause, or who is unlawfully restrained.

98.  PL.107-56, Titlell, § 213, amending 18 U.S.C. § 3103a (new 3103a(b)(1)).
99.  P.L.107-56, Titlell, § 213, adding new 18 U.S.C. § 3103a(b)(3).
100. P.L.107-56, Titlell, § 213, adding new 18 U.S.C. § 3103a(b)(2).

101.  Arguably, thiskind of “notice’ is not notice at dl, sncethe owner had no notice whatever before
the fact. Where the execution of awarrant |eft behind clear evidence that the property had been searched
or saized, “notice’ by way of alater admisson that it was law enforcement authorities, not burglars, who
were on the premises seems to make a mockery of the congtitutiond rationde for notice. To paraphrase
an ancient maxim of justice, “Notice delayed is notice denied.”

102. Private homes have enjoyed a virtudly sacrosanct postion in English and American law. The
Supreme Court recently harkened back to this principlein Wilson v. Layne, 526 U.S. 603, 610 (1999),
in which it unanimoudy hed the practice of media “ride-alongs’ to film the execution of warrants in
residences as violdive of the Fourth Amendment. The Court quoted Semayne’ s Case, 77 Eng. Rep. 194,
5 Co. Rep. 91a, 91b, 195, an English case dating back to 1604 whichmade the now-famous observation
that “the house of every oneisto him as his castle and fortress, aswedl for his defence againg injury and
violence, asfor hisrepose.” Infact, “[t]he zeal ous and frequent repetition of the adage that a* man’ shouse
ishiscastle madeit abundantly clear that bothin England and inthe Colonies‘the freedomof one’ shouse
was one of the mogt vita dements of English liberty.” Payton v. New York, 445 U.S. 573, 596-97
(1980).

103. SeeBlair v. United States, 250 U.S. 273 (1919); LaFave & Israel, CRIMINAL PROCEDURE
(1984), 8 8.2(c) (discussing history of grand juries).

104. Blair, supra, 250 U.S. at 282.

105. United States v. Proctor & Gamble Co., 356 U.S. 677, 681 (1958). Proctor & Gamble
involved a avil suit brought against the company by the Justice Department for dleged violaions of the
Sherman Act. 356 U.S. a 679. The civil suit followed agrand jury investigation for crimina violations of
the Act, which resulted in no indictment. 1d. The Justice Department nonetheless used the grand jury
transcript in preparing for the avil trid. 1d. The Supreme Court affirmed the lower court’ sdenid of Proctor
& Gamble's discovery request for the transcript, finding no “compelling necessity” to set aside the
“indigpensable secrecy of grand jury proceedings.” Id. at 682, quoting United States v. Johnson, 319
U.S. 503, 513 (1943).
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106. “U.S. Will Monitor Cdlsto Lawyers. Rule on Detainees Cdled * Terrifying,”” Washington Post,
November 9, 2001, Al. See “National Security; Prevention of Acts of Violence and Terrorism; Find
Rule,” Federa Regigter: October 31, 2001 (Volume 66, Number 211), pp. 55061-55066, at 55061,
amending 28 C.F.R. Parts 500 and 501.

107. See, eg., 5 U.S.C. 8§ 553, requiring posting of proposed federal agency rules in the Federa
Register and an invitation for public comment and providing that “[t]he required publication or service of
asubgtantive rule shdl be made not less than 30 days beforeitseffective date,” unlessthe agency provides
otherwise for “good cause.”

108. Supra, n. 106.

109. Federa Regiger: October 31, 2001 (Volume 66, Number 211) [Rules and Regulations]
pp. 55061-55066, at 55061 (emphases added). See Appendix C for full text.

110. The Attorney Generd clams, “We have the authority to monitor the conversations of 16 of the
158,000 federd inmatesand their attorneys because we suspect that these communications are facilitating
actsof terrorism.... Informationwill only be used to stop impending terrorist acts and save Americanlives”
Tegimony of Attorney General Ashcroft, December 6, 2001. If that is so, why did the Justice Department
claim the need for such broad language, which does not restrict monitoring to suspected “terrorists?’

111. ABA Leadership Statement of Robert E. Hirshorn, President, November 9, 2001, reported at
www.abanet.org/leadership/justice_department.ntml.  See, eg., Black v. United Sates, 385 U.S. 26
(1966) (conviction for tax evasion vacated and case remanded for new trid after United States admitted
to Supreme Court that FBI had surreptitioudy monitored conversations between accused and counsdl;
suggestion to remand for hearing on whether evidence used was tainted by FBI evidence rgected by the
Court in favor of vacating for new trid dtogether).

112. Model Code of Professona Responsibility DR 4-101 (1981); Model Rules of Professiona
Conduct Rule 1.6 (1983).

113.  See“Questions Swirl Around MenHdd inTerror Probe,” Washington Post, October 15, 2001,
A1l; “Scope of Jlings Stirs Questions on Detainees Rights to Representation and Bail,” Washington
Post, September 26, 2001, A10. In the most widely publicized example, San Antonio physician Albadar
Al-Hazmi was held incommunicado for days as a “materid witness,” despite his lawvyers efforts to win
accessto him. Id.

114. See eg., Collazo v. Estelle, 940 F.2d 411 (9" Cir. 1991) (confession held not voluntary when
accused' s request to speak to lawyer met with statement that it “might be worse’ for him if he had one).

115. See Presidentia Proclamation, Military Order of November 13, 2001, Appendix D hereto.
116. Proclamation, Appendix D, Section 1(a)-(d).

117. 1d., Section 1(e).

118. Id., Section 2.
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119. Id., Section 1(f).

120. Id., Sections 4(c)(2) and 4(c)(3).
121.  1d., Section 4(a).

122. 1d., Section 4(c)(6).

123. Id., Section 4(c)(8).

124. 1d., Section 7(b).

125. “TerorismTribund Rightsare Expanded; Draft Specifies Apped's, Unanimity onDeath Pendty,”
Washington Post, December 28, 2001, Al.

126. 1d.
127. SeeReidv. Covert, 354 U.S. 1 (1957).

128. UNITED STATES CONST., Articlel, 8 8; Raid, 354 U.S. at 20-21; seealso United Statesex rel.
Toth v. Quarles, 350 U.S. 11 (1955).

129. 317 U.S.1(1942).

130. 317U.S a2l

131. Id. at 21-22.

132. Id. at 22.

133. Id. The Articles of War are cited as 10 U.S.C. 88 1471-1593. See 317 U.S. at 26-27:

By the Articlesof War, 10 U. S. C. 88 1471-1593, Congress has provided rules for the
government of the Army. It has provided for the trid and punishment, by courts martid,
of violations of the Articles by members of the armed forces and by specified classes of
persons associated or serving withthe Army. Arts. 1, 2. But the Articdlesa so recognizethe
“military commisson” gppointed by military command as an appropriate tribuna for the
trid and punishment of offensesagaing the law of war not ordinarily tried by court martid.
See Arts. 12, 15. Articles 38 and 46 authorize the President, with certain limitations, to
prescribe the procedure for military commissons. Articles 81 and 82 authorize trid, either
by court martid or military commisson, of those charged with rdieving, harboring or
corresponding withthe enemy and those charged withspying.... But... [the Articlesdo] not
exclude from that class “any other person who by the law of war is subject to trid by
military tribunas’ and who under Article 12 may be tried by court martia or under Article
15 by military commission.

134. 7 Fed. Reg. 5101; 317 U.S. at 22.

135. Id. at 22-23. The itdicdzed clause appears to have potentidly extended the scope of the
Proclamation to permit tria by military tribuna of United States dtizens or resdent diens found to have
© 2002 by The Rutherford Institute
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engaged in acts of war. However, the Court did not address this provison or comment upon potentia
gpplication of the President’s order beyond foreign nationals.

136. The preciseissue created by the current presidential order, of course.
137. 71U.S 2,4 Wall. 2 (1866).
138. 71U.S. at 108.

139. Milligan had aso been the subject of a dvilian grand jury investigation, which was discharged
without returning an indictment. I1d. at 108.

140. Id. a 109. Justice Davis s explanation rings cautionary for our own times.

During the late wicked Rebdllion, the temper of the times did not dlow that cdmnessin
deliberation and discussion so necessary to a correct concluson of a purely judicia
guestion. Then, consderations of safety were mingled with the exercise of power; and
fedings and interests prevailed which are happily terminated. Now that the public safety
is assured, this question, as well as all others, can be discussed and decided without
passion or the admixture of any eement not required to form a lega judgment. We
approachthe investigationof this case, fully sensble of the magnitude of the inquiry and the
necessity of full and cautious deliberation.

Id. See also Fay v. Noia, 372 U.S. 391 (1963):

We do wdl to bear in mind the extraordinary prestige of the Great Writ, habeas corpus
ad subjidendum, in Anglo-American jurisprudence.... Received into our own law in the
colonid period, given explicit recognition in the Federal Condtitution, Art. 1, 8 9, cl. 2,
incorporated into the first grant of federa court jurisdiction, Act of September 24, 1789,
habeas corpus was early confirmed by Chief Justice John Marshall to be a “great
condtitutiond privilege” Although in form the Great Writ is Smply amode of procedure,
its history is inextricably intertwined with the growth of fundamenta rights of persond
liberty. For itsfunction has been to provide a prompt and efficacious remedy for whatever
society deems to be intolerable restraints. Its root principle is thet in a dvilized society,
government must dway's be accountable to the judiciary for aman’simprisonment: if the
imprisonment cannot be shown to conform with fundamenta requirements of law, the
individud is entitled to hisimmediate release.

Id. at 399-400, quoting Ex Parte Bollman, 8 U.S. 75, 4 Cranch 75 (1807).

141. 13 Stat. at Large, 734 (September 15, 1963). President Lincoln suspended the privilege in cases
in which officers of the United States
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hold personsinther custody ether as prisonersof war, spies, or aidersand abettors of the
enemy,... or beonging to the land or nava forces of the United States, or otherwise
amenable to military law, or the rules and articles of war, or the rules or regulations
prescribed for the military or nava services, by authority of the President, or for ressting
adraft, or for any other offence againg the military or nava service.

The proclamation was authorized by Congress by an act earlier that year, 12 Stat. at Large, 755, which
aso limited the authority of such proclamations in cases where citizens of Northern states had been the
subject of “no bill” grand jury proceedings in the digtrict courts.

142. 71 U.S. at 115-116. See noteibid.
143. 71U.S. at 119.

144.  Once again, the Court’ swords ring true for our age:

Time has proven the discernment of our ancestors, for even these provisions, expressed
insuchplain Englishwords, that it would seem the ingenuity of man could not evade them,
arenow, after the lapse of more than seventy years, sought to be avoided. Those greet and
good menforesaw that troublous timeswould arise, when rulesand people would become
resive under restraint, and seek by sharp and decisve measures to accomplish ends
deemed just and proper; and that the principles of condtitutiond liberty would be in peil,
unlessestablished by irrepedable law. The history of the world had taught them that what
was done in the past might be attempted in the future. The Constitution of the United
Satesisalaw for rulers and people, equally in war and in peace, and covers with
the shield of its protection all classes of men, at all times, and under all
circumstances. No doctrine, involving more pernicious consequences, was ever
invented by the wit of man than that any of its provisions can be suspended during
any of the great exigencies of gover nment. Such a doctrine leads directly to anarchy
or despotism, but the theory of necessity on which it is based is false; for the
government, within the Constitution, has all the powers granted to it, which are
necessary to preserveitsexistence; as hasbeen hgppily proved by the result of the great
effort to throw off itsjust authority.

71 U.S. a 120-121 (emphasis added).
145. 71U.S at 121
146. Id. at 122.

147.  1d. The Justice Department’ s recent conspiracy indictment of an aleged indder to the September
11" attacks, Zacarias Moussaoui, alegal resident French Moroccan, is an example of the availability of
established crimind law and procedureto try dlegedterrorists. See* ManIndicted in Attacks Conspiracy,”
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Associated Press, December 11, 2001. Asanexample of the gpplicationof this principle to a World War
Il dvilianconspirator, see Haupt v. United Sates, 330 U.S. 631 (1947), whichuphed the indictment and
conviction of acivilian for treason for knowingly aiding a would-be saboteur.

148. 71 U.S. at 123.
149. Id.
150. Id. & 127. Itisfitting to leave Milligan with another caution of Jugtice Davis:

It is essentid to the safety of every government that, inagrest criss, likethe one we have
just passed through, there should be a power somewhere of suspending the writ of habeas
corpus. In every war, there are men of previoudy good character, wicked enough to
counse their felow-citizens to resst the measures deemed necessary by a good
government to sugtain its just authority and overthrow itsenemies; and ther influence may
lead to dangerous combinations.... Theillustrious menwho framed [the Congtitution] were
guarding the foundations of civil liberty againgt the abuses of unlimited power; they were
full of wisdom, and the lessons of hitory informed themthat atrid by anestablished court,
asssted by an impartid jury, was the only sure way of protecting the citizen againgt
oppression and wrong. Knowing this, they limited the sugpension to one greet right, and
|eft the rest to remain forever inviolable. But, it isingsted that the safety of the country in
time of war demands that this broad claim for martiad law shal be sustained. If this were
true, it could be well sad that a country, preserved at the sacrifice of all the cardina
principles of liberty, is not worth the cost of preservetion. Happily, it is not so.

Id. at 125-126.

151. 317U.S. a 29.
152. 1d.

153. Id. at 30-31.
154. Id.

155. Id. at 45.

156. 317 U.S. at 28.
157.  See Ex Parte Milligan, 71 U.S. 2 (1866).

158. See, eq., Artuzv. Bennett,121 S Ct 361 (2000) (affirming authority of Congress via the Anti
Terrorismand Effective Death Penalty Act to impaose statutory redtrictions onlength of imeto bring habeas

petition).

159. Asto citizens, the avallability of due process and civilian trids has been repeatedly confirmed by
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