IN THE DISTRICT COURT OF CLEVELAND COUNTY

STATE OF OKLAHOMA
KAYE BEACH,
Plaintiff,
V. Case No. CJ-2011-1469
PUBLIC SAFETY. MICHAKL C: O
THOMPSON, COMMISSIONER OF FILED

THE OKLAHOMA DEPARTMENT OF
PUBLIC SAFETY, IN HIS OFFICIAL

AND INDIVIDUAL CAPACITY; RICKY JUN 19 2013
G. ADAMS, ASSISTANT

COMMISSIONER OF THE

OKLAHOMA DEPARTMENT OF In The Office of the
PUBLIC SAFETY, IN HIS OFFICIAL Court Clerk RHONDA HALL
AND INDIVIDUAL CAPACITY,

Defendants.

PLAINTIFF’S MOTION FOR SUMMARY JUDGMENT AS TO COUNT |, THE STATE'S
VIOLATION OF THE OKLAHOMA RELIGIOUS FREEDOM RESTORATION ACT

COMES NOW the Plaintiff, Kaye Beach (“Ms. Beach”), by and through her attorneys
of record M. Eileen Echols and Benjamin P. Sisney, of Echols, Echols & Smalley, and
Douglas R. McKusick, of the Rutherford Institute, pursuant to 12 0.S. §2056 and Rule 13,
Rules For District Courts, 12 O.S. Supp. 2010, 12 O.S. ch. 2, app., and moves this Court
to enter Summary Judgment as to Count | against the Defendants, Oklahoma Department
of Public Safety, Defendant Michael C. Thompson, Commissioner of the Oklahoma
Department of Public Safety, in his official and individual capacity, and Ricky G. Adams,
Assistant Commissioner of the Oklahoma Department of Public Safety, in his official and
individual capacity, (the “State”). In support of her Motion for Summary Judgment, Ms.

Beach alleges and states as follows:
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L LEGAL STANDARDS OF SUMMARY JUDGMENT

“The judgment sought should be rendered if the pleadings, the discovery and
disclosure materials on file, and any affidavits show that there is no genuine issue as to
any material fact and that the movant is entitled to judgment as a matter of law.” 12 O.S.
§2056(C). Summary judgment is properly granted "when the pleadings, affidavits,
depositions, admissions or other evidentiary materials establish that there is no genuine
issue as to any materiai fact and that the moving party is entitled to judgment as a matter
of law." Davis v. Leitnef, 1989 OK 146, 1 9, 782 P.2d 924, 926. Although a trial court
considers factual matters when deciding whether summary judgment is appropriate, its
uitimate decision is purely legal: "whether one party is entitled to judgment as a matter of
law because there are no material disputed factual questions.” Carmichael v. Beller, 1996
OK 48, 1 2, 914 P.2d 1051, 1053.

. STATEMENT OF UNDISPUTED MATERIAL FACTS.

1. Ms. Beach is a resident of the State of Oklahoma and of Cieveiand County,
Oklahoma. See Exhibit 1, Affidavit of Kaye Beach, {[1."

2. Defendant Oklahoma Department of Public Safety constitutes a "Governmental
entity" as defined by the Oklahoma Religious Freedom Act. Okla. Stat. tit. 51, § 252(5).
Admitted by Defendants at §J2 of Defendant's Answer, attached as Exhibit 2.

3. On March 8, 2011, Ms. Beach aftempted to apply for a renewal driver’s license at
Fusion Tag Agency (the “Tag Agency”) located at1236 North Interstate Drive, Norman, OK

73072, in Cleveland County, Okiahoma. See Exhibit 1, Affidavit of Kaye Beach, {2.

"The entirety of Ms. Beach’s Affidavit attached hereto as Exhibit 1 is incorporated by
reference as if fully set forth herein.
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4. The Fusion Tag Agency is a motor license agent/agency of the Oklahoma Tax
Commission and has been approved by Defendant Oklahoma Department of Public Safety
("DPS") to issue driver license and identification (DL/ID) cards, as contemplatedin 47 O.S.
§§ 1140 et seq. Admitted by Defendants at Response for Request for Admission No. 10,
attached as Exhibit 3.

5. Notwithstanding her satisfaction or ability to satisfy any other relevant requirements
for obtaining a renewal driver's ficense, Ms. Beach'’s attempt to apply was rejected by the
Tag Agency. See Exhibit 1, Affidavit of Kaye Beach, {[3.

6. The Tag Agent informed Ms. Beach it was required by law to take a high-resolution
digital facial photograph, and that she couild not apply for or obtain a renewal license
without allowing the DPS agent to capture her biometric facial photograph or fingerprints.
See Exhibit 1, Affidavit of Kaye Beach, 4.

7. Ms. Beach requested and was denied an accommodation on account of her
sincerely held religious beliefs and religiously motivated practice, which are more fully set
forth below. See Exhibit 1, Affidavit of Kaye Beach, 5.

8. Later that same day, March 8, 2011, Ms. Beach contacted DPS directly and again
explained her religious objection and requested an accommodation. On or about March
11, 2011, Ms. Beach followed up by telephone and was informed by a DPS employee, Mr.
Steve Grunyard, that the biometrics were required by law and that there would be no
accommodation or alternative. See Exhibit 1, Affidavit of Kaye Beach, Y[6.

9. On March 18, 2011, Ms. Beach sent a letter to DPS identifying her religious
objections and requesting an accommodation. Ms. Beach informed DPS that she does not

object to a low-resolution facial photograph. Ms. Beach also specifically asked, “Are there
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any available administrative remedies that | can pursue that | have not pursued to this point
or have | exhausted all administrative remedies.” See Exhibit 1, Affidavit of Kaye Beach,
117; see also Exhibit 4, Ms. Beach's Letter to DPS dated March 18, 2011.
10. OnAprit 27, 2011, she received an email from Stephen J. Krise, General Counsel,
Oklahoma Department of Public Safety, stating as foliows:
I'm sorry | missed your call, but | have obtained information related to your
question of whether there is an alternative to having a drver license
photograph that does not capture facial recognition features, commonly
referred to as biometric data. Such photographs are required by statute and
the law does not provide for an alternative or exemption.
See Exhibit 1, Affidavit of Kaye Beach, I8; Exhibit 5, Email Correspondence from Mr. Krise
dated April 27, 2011.
11.  OnJuneb, 2011, Ms. Beach received a criminal citation for a violation described as
“‘EXPIRED DRIVER’S LICENSE, with a notation identifying Norman Municipal Code
Section 20-509(a), entitled “Driving: License of driver.” This municipal ordinance, in
pertinent part, provides that “[n]o person shall operate any vehicle upon the streets of the
City without that person being licensed in the manner now required by the laws of the State
of Oklahoma, which are hereby incorporated into the Code of the City of Norman as if fully
set out in this subsection.” Norman Municipal Code, Sec. 20-509(a). See Exhibit 1,
Affidavit of Kaye Beach, 1[9; see Exhibit 6, copy of Citation.
13.  OnJuly 18, 2011, Ms. Beach again attempted to obtain a renewal driver”s license
at Fusion Tag Agency in Norman, Oklahoma, and was again denied on account of her

religiously motivated inability to allow the Tag Agent to capture her biometrics. See Exhibit

1, Affidavit of Kaye Beach, {10.
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14.  On July 21, 2011, Ms. Beach appeared with her counsel at the Norman Municipal
Courthouse for her arraignment, where a Norman Assistant City Attorney dismissed the
charge. See Exhibit 1, Affidavit of Kaye Beach, Y[11.

15.  Asaresult of the State’s refusal to provide an accommodation, Ms. Beach is unable
to lawfully drive a motor vehicle and in fact was criminally charged for driving without a valid
driver’s license; Ms. Beach has been denied the ability to acquire prescription medication;
Ms. Beach has been denied the ability to use her debit card; Ms. Beach has been denied
the ability to rent a hotel room; and Ms. Beach has been denied the ability to obtain a P.O.
box. See Exhibit 1, Affidavit of Kaye Beach, [12.

16. Ms. Beach is forbidden by her sincerely held religious beliefs to allow a high-
resolution facial photograph, or facial biometric, or other biometrics, in a format compliant
with international standards, to be captured by DPS. See Exhibit 1, Affidavit of Kaye
Beach, 113.

17. Ms. Beach has leamed and believes that the interoperability and open architecture
format for the high-resolution biometric facial photograph used by motor license agents as
required by DPS to take the photographs for driver's licenses is an internationally set
format determined by the United Nations’ Intermational Civil Aviation Organization (“ICAQ”)
intended to be “interoperable,” and that the database into which her biometric data is
placed is managed and accessed by a self-described international organization called the
American Association of Motor Vehicle Administrators (“AAMVA”) and/or its member
jurisdictions and corporate entities. See Exhibit 1, Affidavit of Kaye Beach, 1114 (a more
detailed statement and supporting documentation is provided in Ms. Beach's Affidavit); see
State’s Answer to Interrogatory No. 12, attached as Exhibit 7 (“DPS follows the American
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Association of Motor Vehicle Administrator standards.”).

18. Inits Answer to Interrogatory No. 13, which asked: "Please identify the role, function
and input, if any, of the Department of Public Safety in the establishment of the standard
for the resolution and format of the biometric information collected from Drivers License
and Identification Card Applicants,” the State responded. “DPS foliows the American
Association of Motor Vehicle Administrator standards.” State’s Answer to Interrogatory No.
13, attached as Exhibit 7.

19. The State identified “MorphoTrust USA” as an entity that has access to the
database in which Drivers License and ldentification Card Applicants’ biometric data is
stored, see State’s Answer to Interrogatory No. 3, attached as Exhibit 8, and that
“MorphoTrust USA” provides the management, maintenance, hardware, software, logistical
support, or any other type of support regarding the databases in which said biometric
information is stored, see State’s Answer to Interrogatory No. 4, attached as Exhibit 8.
20. The State identified “[t}he L-1 Contract’ as the contract between the State and
another entity regarding the collection, storage, use, sharing or access of the biometric
information of Driver License and Identification Card Applicants. See State’s Answer to
interrogatory No. 21, attached as Exhibit 9.

21.  "MorphoTrust USA, Inc. was formed when L-1 Identity Solutions was acquired in
July 2011 by Safran, a global technology powerhouse in aerospace, defense, and security
and an intemational top-tier supplier of systems and equipment. MorphoTrust is a Morpho

company and part of Safran Group.” MorphoTrust USA website, “Our History,” at

hitp:/Aww.morphotrust.com/pages/204-history, attached as Exhibit 10,
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22. MorphoTrust/L-1/Safran Group provides driver license and digital identification
services to Latvia, Costa Rica, Mexico, and Ghana, to name a few. /d. Safran is based
in France. According to its website, “Safran is a global group, with operations on five
continents,” including significant operations in China and Russia. Safran website, “Our
Sites,” at http://www.safran-groug.com/site-safran-en/groug/safran~wor!dwide/
our-sites/?345, attached as Exhibit 11.

23. “Recognizing the development of standards is crucial to the mass adoption of
biometrics, L-1 Identity Solutions actively participates in both nationaliy-and internationally-
recognized standards initiatives.” L-1 website, as of August 20, 2012, “Standards,”
attached as Exhibit 12.

24. Ms. Beach’s religiously motivated practice is abstaining from allowing her biometric
information to be captured, placed into a database and linked with other entities and
jurisdictions in an international system of identification she believes manifests certain
Biblical prophecies and prohibitions. See Exhibit 1, Affidavit of Kaye Beach, {15.

25. Ms. Beach's religiously motivated practice is based on her sincerely held religious
beliefs that the Bible, specifically Revelations 13: 16-18 and 14:9-11, explicitly commands
believers to not participate in a global numbering identification system using the number
of man, and eternally condemns patrticipation in that system. See Exhibit 1, Affidavit of
Kaye Beach, {16, 17.

26. Ms. Beach's religiously motivated practice is and arises from a sincerely held
religious belief. Put simply, “bio” means “body” and “metric’ means “measurement.”
Hence, a biometric is the number of the body of man, which Ms. Beach believes
Revelations explicitly forbids her from submitting into the international and interoperable
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system described above. See Exhibit 1, Affidavit of Kaye Beach, §17; and, Exhibit 13,
Letter from Pastor Kevin Clarkson of First Baptist Church of Moore.

27. The State refuses to provide an accommodation to Ms. Beach based on her
sincerely held religious beliefs and religiously motivated practice to allow her to obtain a
driver's license without submitting her biometric information. See Exhibit 1, Affidavit of
Kaye Beach, [18; see Exhibit 5, Email Correspondence from Mr. Krise dated April 27,
2011.

28. The State’s sole asserted purpose for its refusal to provide a religious
accommodation to Ms. Beach is that ‘[a]llowing exceptions would open the door for
unlimited requests for exceptions and defeat the purpose of having such stringent identity
verification measures. Religion does not play a role in this process.” See State’'s Answer
to Interrogatory No. 1, attached as Exhibit 14. Further, “[tlhe purpose for collecting
biometric images is to verify that the person applying for a DL/ID card is that person.” /d.
29. In her Request for Production No. 11, Ms. Beach requested the State to “provide
complete copies of any document containing the Department of Public Safety's stated
purpose(s) or from which the stated purpose(s) are derived in whole orin part, for refusing
to provide a religious accommodation for Drivers License and Identification Card Applicarits
that would allow an Applicant to submit a non-biometric facial photograph and not submit
fingerprints. in its Response, the State answered: “"No documents to produce.” See Ms.
Beach's Request for Production No. 11 and State’s Response, attached as Exhibit 15.
30. The State’s sole asserted compelling governmental interest in refusing to provide

an accommodation to Ms. Beach on account of her sincerely held religious beliefs and
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religiously motivated practice is that “[t]he State of Oklahoma is required by Federal law
to gather biometric data as part of its motor vehicle licensing process and there is a
compelling governmental interest in complying with the applicable Federal laws.” See
State’s Answer, Affirmative Defenses at p. 6, 1[5, attached as Exhibit 16.

31. Infact, there is no federal law requiring the State to gather biometric data as part
of its motor licensing process, as the State now admits. See State’s Answer to
Interrogatory No. 6, attached as Exhibit 17.

32. The State admits “there are other ways to confirm identity” than to require DL/ID
applicants to submit biometric information. See State’s Answer to Interrogatory No. 1,
attached as Exhibit 14.

33, The State admits “that an individual's birth certificate is considered a primary form
of ID. Applicants must also provide a secondary form of ID.” See State’s Response to
Request for Admission No. 11, attached as Exhibit 3.

34. Ms. Beach has a birth certificate which has previously been accepted as a primary
form of identification by DPS and the tag agent and has secondary forms of ID to satisfy
the non-objectionable identification requirements. See Exhibit 1, Affidavit of Kaye Beach,
1.

35. The State asserts “[t]here are no less restrictive means used by the Department that
would verify identity to that level of certainty and with the same degree of security,” than
requiring DL/ID card applicants to submit biometric information. See State’s Answer to
Interrogatory No. 1, attached as Exhibit 14.

36. Breeder documents, such as birth certificates, establish a person’s identity, not
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biometrics. Biometrics simply attempt to link a person to the already established identity
created by the breeder documents. See Mer(_:er, John, “Breeder Documents, The Keys to
Identity,” Keesing Journal of Documents & Identity, p.14, issue 29, 2009, attached as
Exhibit18.

. THELAWATISSUE: THE OKIL.AHOMARELIGIOUS FREEDOM RESTORATION
ACT.

Foliowing the oft criticized United States Supreme Court opinion in Employment Div.
v. Smith, 494 U.S. 872, 110 S. Ct. 1595 (1990), which held that neutral laws of general
applicability were not subject to strict scrutiny for purposes of the First Amendment,?
numerous States passed variations of religious freedom acts in an effort to statutorily
protect religious free exercise beyond the Smith standard by restoring the strict scrutiny
standard of Sherbert v. Verner, 374 U.S. 398, 83 S. Ct. 1790 (1963), and Wisconsin v.
Yoder, 406 U.S. 205, 92 S. Ct. 1526 (1972). See Barr v. City of Sinfon, 295 S.W.3d 287,
296, 52 Tex. Sup. J. 871 (2009) (“Smith's construction of the Free Exercise Clause does
not preclude a state from requiring strict scrutiny of infringements on religious freedom,

either by statute or under the state constitution, and many states have done just that’).? In

’See Gonzales v. O Centro Espirita Beneficente Uniao do Vegetal, 546 1).S. 418, 424,
126 S. Ct. 1211 (2006) ("In Employment Div., Dept. of Human Resources of Ore. v. Smith, 494
U.S. 872, 110 S.Ct. 1595, 108 L.Ed.2d 876 (1990), this Court held that the Free Exercise
Clause of the First Amendment does not prohibit governments from burdening religious
practices through generally applicable laws."). '

*In Employment Div. v. Smith, the United States Supreme Court heid that neutral laws of
general applicability were not subject to “strict scrutiny.” See Smith, 494 U.S. at 879, 110 S. Ct.
at 1600 (“the right of free exercise does not relieve an individual of the obligation to comply with
a ‘valid and neutral law of general applicability on the ground that the law proscribes (or
prescribes) conduct that his religion prescribes {(or proscribes).” (internal quotation marks and
citation omitted)). The ORFA is meant to restore pre-Smith free exercise jurisprudence as
applied to neutral and generally applicable laws. It is logical, then, to consider the views of the
four Justices that did not join the Court in Smith: “Once it has been shown that a government
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2000, Oklahoma jointed the States desiring to restore the heightened strict scrutiny
standard by enacting the Religious Freedom Restoration Act (ORFA, the “Act”), Okla. Stat.
tit. 51, §§ 251 - 258.

Pursuant to the Oklahoma Religious Freedom Restoration Act,

no governmental entity shall substantially burden a person’s free exercise of

refigion even if the burden results from a rule of general applicability . . .

unless it demonstrates that application of the burden to the person is: 1.

Essential to further a compelling governmental interest; and 2. The least

restrictive means of furthenng that compelling governmental interest.
Okla. Stat. tit. 51, § 253. “Demonstrates’ means the burdens of going forward with the
evidence and of persuasion under the standard of clear and convincing evidence are met.”
Id. at § 252(1). “Exercise of religion’ means the exercise of religion under Article 1,
Section 2, of the Constitution of the State of Oklahoma, the Oklahoma Religious Freedom
Act, and the First Amendment to the Constitution of the United States.” Id. at § 252(2).
“Substantially burden’ means to inhibit or curtait religiously motivated practice.” /d. at §
252(7).

Accordingly, ali Ms. Beach must prove is that her religiously motivated practice have
been substantially burdened, i.e., inhibited or curtailed, by the State. Itis then the State’s
burden to demonstrate with clear and convincing evidence that its denial of Ms. Beach’s

religious accommodation is essential to further a compelling governmental interest; and the

least restrictive means of furthering that compelling governmental interest.

regulation or criminal prohibition burdens the free exercise of religion, we have consistently
asked the government to demonstrate that the unbending application of its regulation to the
religious objector is essential to accomplish an overriding government interest . . . or represents
the least restrictive means of achieving some compelling state interest.” /d. at 899 (internal
quotation omitted). The ORFA resurrected that standard and this Court should employ it.
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IV. LEGAL ARGUMENT AND APPLICATION.

A, Ms. Beach’s Religiously Motivated Practice.
For purposes of the Act, the “Exercise of religion’ means the exercise of religion

under Article 1, Section 2, of the Constitution of the State of Oklahoma, the Oklahoma

n

Religious Freedom Act, and the First Amendment to the Constitution of the United States.
Okla. Stat. tit. 51, § 252(2). As to the nature of the religious belief, the inquiry under the
Act is simply whether the belief is “religiously motivated,” and the Court should not inquire
into the belief's centrality. According to the Court in Smith:

It is no more appropriate for judges to determine the "centrality” of religious
beliefs before applying a "compelling interest" test in the free exercise field,
than it would be for them to determine the "importance” of ideas before
applying the "compelling interest” test in the free speech field. What principle
of law or logic can be brought to bear to contradict a believer's assertion that
a particular act is "central” to his personal faith? Judging the centrality of
different religious practices is akin to the unacceptable "business of
evaluating the relative merits of differing religious claims."” As we reaffirmed
only last Term, "[ilt is not within the judicial ken to question the centrality of
particular beliefs or practices to a faith, or the validity of particular litigants'
interpretations of those creeds." Hernandez v. Commissioner, 490 U.S.
[680,] 699, 109 S. Ct. 2136, 104 L. Ed. 2d 766 [1989]. Repeatedly and in
many different contexts, we have warned that courts must not presume to
determine the place of a particular belief in a religion or the plausibility of a
religious claim.

Employment Div. v. Smith, 494 U.S. 872, 886-887, 110 S. Ct. 1595 (1990) (citations
omitted). Further,

The guarantee of free exercise is not limited to beliefs which are shared by

all of the members of a religious sect. Particularly in this sensitive area, it is

not within the judicial function and judicial competence to inquire whether the

petitioner or his fellow [adherent] more correctly perceived the commands of
their common faith. Courts are not arbiters of scriptural interpretation.
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Thomas v. Review Bd. of Ind. Employment Sec. Div., 450 U.S. 707, 715-16 (1981); see
Quaring v. Peterson, 728 F.2d 1121, 1124-25 (8th Cir.1984), aff'd by equally divided Court
per curiam sub nom. Jensen v. Quaring, 472 U.S. 478 (1985).

For purposes of determining whether a person's free exercise of religion has

been substantially burdened, the problems with “compulsion” and “centrality”

tests, which inquire into whether the person's conduct that is being burdened

is compelled by or central to his religion, are the same as those in

determining whether conduct is religious. It may require a court to do what

it cannot do: assess the demands of religion on its adherents and the

importance of particular conduct to the religion.

Barr, 295 S.W.3d at 301. Thus, the centrality of Ms. Beach's religious beliefs are not at
issue — only whether her religious beliefs are religiously motivated and have been
substantially burdened.

Ms. Beach'’s religion proscribes her from being enrolied in the international system
of identification based on her biometrics (i.e., the number or measurement of her body).
She is forbidden by her sincerely held religious beliefs to allow a high-resolution facial
photograph, or facial biometric, or other biometrics, in a format compliant with international
standards, to be captured by DPS. Statement of Undisputed Material Facts (“SUMF”) #16.
Ms. Beach has learned and believes that the interoperability and open architecture format
for the high-resolution biometric facial photograph used by motor license agents as
required by DPS to take the photographs for driver’s licenses is an internationally set
format determined by the United Nations’ International Civil Aviation Organization (“ICAQ")
intended to be “interoperable,” and that the database into which her facial biometric data
is placed is managed and accessed by a self-described intemational organization called

the American Association of Motor Vehicie Administrators (“AAMVA”) and/or its member

jurisdictions and corporate entities. SUMF #17. The State has admitted it follows the
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AAMVA standards for biometric capture and storage. /d. The State also admitted it has
no role, function or input in the establishment of the standard for the resolution and format
of the biometric information collected driver license applicants, and reemphasized the State
“follows the American Association of Motor Vehicle Administrator standards.” SUMF #18.

The State identified “MorphoTrust USA” as an entity that has access to the
database in which Drivers License and identification Card Applicants’ biometric data is
stored, and that “MorphoTrust USA” provides the management, maintenance, hardware,
software, logistical support, or any other type of support regarding the databases in which
said biometric information is stored. SUMF #19. Further, the State identified “[t]he L-1
Contract” as the contract between the State and another entity regarding the collection,
storage, use, sharing or access of the biometric information of driver license applicants.
SUMF #20.

Indisputable facts conceming the entity controlling the biometrics database support
Ms. Beach's concerns. “MorphoTrust USA, Inc. was formed when L-1 Identity Solutions
was acquired in July 2011 by Safran, a global technology powerhouse in aerospace,
defense, and security and an international top-tier supplier of systems and equipment.
MorphoTrust is a Morpho company and part of Safran Group.” SUMF #21. Indeed,
MorphoTrust/L-1/Safran Group provides driver license and digital identification services to
Latvia, Costa Rica, Mexico, and Ghana, to name a few. /[d. Safran is based in France.
According to its website, “Safran is a global group, with operations on five continents,”
including significant operations in China and Russia. SUMF #21. According to L-1, now
MorphoTrust: “Recognizing the development of standards is crucial to the mass adoption
of biometrics, L-1 Identity Solutions actively participates in both nationally-and
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internationally- recognized standards initiatives.” SUMF #23.

Ms. Beach's religiously motivated practice is abstaining from allowing her biometric
information to be captured, placed into a database linked with other entities and
jurisdictions in an international system of identification she believes manifests certain
Biblical prophecies and prohibitions. SUMF #24. Ms. Beach's religiously motivated
practice is based on her sincerely held religious beliefs that the Bible, specifically
Revelations 13: 16-18 and 14:9-11, explicitty commands believers to not participate in a
global numbering identification system using the number of man, and eternally condemns
participation in that system. SUMF #25. While the centrality of the religious beliefs are not
to be considered by the Courts, Smith, 494 U.S. at 886-887; Barr, 295 S.W.3d at 301, Ms.
Beach's religious beliefs are sincerely held, an indisputable fact, even acknowledged by
her pastor. Put simply, “bio” means “body” and “metric” means “measurement.” Hence,
a biometric is the number of the body of man, which Ms. Beach believes Revelations
explicitly forbids her from submitting into the international and interoperable system
described above. SUMF #26.

B. The State’s Denial of Ms. Beach’s Requested Religious

Accommodation Inhibits and Curtails Her Religiously Motivated
Practice.

“Under the proper analysis, a burden upon religion exists when "the state conditions
receipt of an important benefit upon conduct proscribed by a religious faith, thereby putting
substantial pressure on an adherent to modify his behavior and to violate his beliefs.”

Quaring, 728 F.2d at 1125 (quoting Thomas. 450 U.S. at 717-18). As in Quaring, “[bly

requiring [Ms. Beach] to comply with the photograph requirement, the state places an
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unmistakable burden upon her exercise of her religious beliefs.” Quaring, 728 F.2d at
1125. Like Quaring, the State’s refusal to accommodate Ms. Beach's religious belief by
refusing to issue a driver's license imposes “a condition that would violate a fundamental
precept of her religion. Moreover, in refusing to issue [Ms. Beach] a driver's license, the
state withholids from her an important benefit.” /d.

"[A] government action or regulation creates a 'substantial burden’ on a religious
exercise if it fruly pressures the adherent to significantly modify his religious behavior and
significantly violate his religious beliefs." Adkins v. Kaspar, 393 F.3d 559, 570 (5th Cir.
2004) (emphasis added). Hence, “a regulation's effect is ‘substantial’ when it either (1)
influences the adherent to act in a way that violates his religious beliefs or (2) forces the
adherent to choose between, on the one hand, enjoying some generally available,
non-trivial benefit, and on the other hand, following his religious beliefs.” A.A. v. Needville
Indep. Sch. Dist., 611 F.3d 248, 264 (5th Cir.2010) (citing Adkins, 393 F.3d at 570).

Another proposed definition, recognized by the Barr Court in a RFRA case, is as
follows: "A person's religious exercise has been substantially burdened under the Texas
RFRA when his ability to express adherence to his faith through a particular
religiously-motivated act has been meaningfully curtailed or he has otherwise been truly
pressured significantly to modify his conduct." Barr, 295 S.W.3d at 302 (quoting Brief of
the American Center for Law and Justice (ACLJ), the American Civil Liberties Union
Foundation of Texas (ACLU), Senator David Sibley, and Representative Scott Hochberg
as Amici Curiae Supporting Petitioners at 3) (emphasis added). A regulation or law

substantially burdens one's free exercise if it prescribes or proscribes conduct the
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claimant’s religion prescribes or proscribes. See Smith, 494 U.S. at 879, 110 S. Ct. at
1600. In this inquiry, “the focus is on the degree to which a person’s religious conduct is
curtailed and the resulting impact on his religious expression. The burden must be
measured, of course, from the person’s perspective, not from the government's.” Barr, 295
S.W.3d at 301 (emphasis added).

Ms. Beach has requested an accommodation on several occasions based on her
refigious beliefs that she be allowed to submit a fow resolution non-biometric photograph
in order obtain a driver license. See SUMF ## 5-10, 13. The State has denied her
request for a religious accommodation. /d.

The State’s denial has inhibited and curtailed her religiously motivated practice such
that she must choose between adhering to her religious beliefs and suffering real
consequences or violating her religious beliefs and obtaining a valid driver license.
Because she has chosen to adhere to her religious beliefs, she has encountered numerous
problems, for example: she is unable to lawfully drive a motor vehicle and in fact was
criminally charged for driving without a valid driver’s license; she has been denied the
ability to acquire prescriptio'n medication; she has been denied the ability to use her debit
card; she has been denied the ability to rent a hotel room; and, she has been denied the
ability to obtain a P.O. box. SUMF # 15.

In Sherbert v. Verner, 374 U.S. 398 (1963), the state of South Carolina denied
unemployment compensation to a Seventh-day Adventist because she declined to seek
work on Saturday, her Sabbath. The Court held that the denial unconstitutionally infringed

upon her free exercise of religion because she was required to forego the exercise of her
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faith in order to obtain a government benefit to which she was otherwise entitled. In the

words of the Court:

Here, not only is it apparent that appellant’s declared ineligibility for benefits

derives solely from the practice of her religion, but the pressure upon her to

forego that practice is unmistakable. The [lower court] ruling forces her to
choose between following the precepts of her religion and forfeiting benefits,

on the one hand, and abandoning one of the precepts of her religion in order

to accept work, on the other hand. Governmental imposition of such a choice

puts the same kind of burden upon the free exercise of religion as would a

fine imposed against appellant for her Saturday worship.

Id. at 404. The Sherbert Court’s ruling has since been applied by other Court’s to cases
regarding religious objections to driver license photo requirements. See Quaring, 728 F.2d
at 1125; BMV v. Pentecostal House of Prayer, 380 N.E.2d 1225, 1229, 269 Ind. 361, 368
(ind.1978).

In this case, the State’s denial effectively forces Ms. Beach to submit her body to
measurement by the State, an even more intrusive burden than one aimed at activities or
use of an item. See A.A., 611 F.3d at 266 (“state action in the form of rules regarding hair
“directly regulate a part of A.A.'s body and not just a personal effect--like a knife or a
rosary--the burden on A.A.'s religious expression is arguably even more intrusive.”).

Here, there can be no question Ms. Beach'’s religiously motivated belief has been
substantially burdened. She is ‘truly pressure[d]” to significantly modify her religious
behavior and significantly violate her religious beliefs." Adkins, 393 F.3d at 570. The
State’s denial has (1) influenced her to act in a way that violates her religious beliefs and
has forced her to choose between, on the one hand, enjoying some generally available,

non-trivial benefit — a license to drive a vehicle and a state issued identification card

regularly required in modern life, and on the other hand, following her religious beliefs.
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A.A., 611 F.3d at 264. Further, her ability to express adherence to her faith through a
particular religiously-motivated act has been meaningfully curtailed and she has otherwise
been truly pressured significantly to modify her conduct. Barr, 295 S.W.3d at 302.

Photo requirements for licences have been held to constitute a burden on religious
practice. See Quaring v. Peterson, 728 F.2d 1121, 1125 (8th Cir.1984), affd by equaly
divided Court per curiam sub nom. Jensen v. Quaring, 472 U.S. 478 (1985), discussed
supra.’; BMV v. Pentecostal House of Prayer, 380 N.E.2d 1225, 1228, 269 Ind. 361, 367
(Ind.1978) (“Clearly, the photograph requirement has placed the appellees in a dilemma
requiring to choose between violating an important religious principle or surrendering their
driving privileges”).

B. The State Cannot Demonstrate With Clear and Convincing Evidence
that its Denial is Essential to Further a Compelling State Interest.

The ORFA “requires the Government to demonstrate that the compelling interest

4 Alexander v. Trustees of Boston Univ., 766 F.2d 630, 644 (1st Cir.1985) (distinguishing
the case before it regarding financial aid applications from Quaring v. Peterson regarding
license photos, describing Quaring as a “case where the government seeks to extract
information which, by itself, directly violates a religious tenet”). In Dennis v. Charnes, 805 F.2d
339 (10th Cir.1984), the Tenth Circuit overruled the trial court’s granting of the State’s Motion to
Dismiss and remanded. In Dennis, the plaintiff claimed that the State’s refusal to accommodate
his religious objection to license photo requirements violated his free exercise rights. Upon
remand, the Trial Court found the State’s refusal substantially violated the plaintiff's religious
free exercise, stating ‘the higher values of the First Amendment should prevail over the state's
concerns about bureaucratic inconvenience.” Dennis v. Charnes, 646 F. Supp. 158, 164
(D.Colo.1986). The Tenth Circuit and the Charnes Trial Court relied heavily on the Eighth
Circuit's Quaring decision and the United States Supreme Court’s affirmation thereof. In Shrum
v. Coweta, 449 F.3d 1132, 1144-45 (10th Cir.2006), the Tenth Circuit described the Quaring
case as one where “the Free Exercise Clause has been applied . . . when government officials
interfered with religious exercise not out of hostility or prejudice, but for secular reasons, such
" as . . . facilitating traffic law enforcement.” See Stafe v. Swarizentruber, 52 Ohio Misc. 2d 1, *4;
556 N.E.2d 531, 534 (Ohio Mun. Ct.1989) (citing Quaring with approval, and stating: “It is hard
to imagine pressure more substantial than loss of income, or, in a society where transportation
is essential to obtain goods and services, the ability to move about” (emphasis added)).

Page 19 of 30



test is satisfied through application of the challenged law 'to the person' -- the particular
claimantwhose sincere exercise of religion is being substantially burdened.” Gonzales, 546
U.S. at 430-431, 126 S. Ct. 1211 (2006). To do so, courts must "look[] beyond broadly
formulated interests justifying the general applicability of govemment mandates and
scrutinize[] the asserted harm of granting specific exemptions to particular religious
claimants." Id. at 431. The analysis requires that "courts should strike sensible balances,
pursuant to a compelling interest test that requires the Government to address the
particular practice at issue." /d. at 439. The State’s “invocation of general interests,
standing alone, is not enough--a showing must be made with respect to the ‘particular
practice’ at issue. A.A., 611 F.3d at 268 (quoting Barr, 295 S.W.3d at 306).

“A court ‘must searchingly examine the interests that the State seeks to promote .
.. and the impediment to those objectives that would flow from recognizing the claimed .
. . exemption.” Id. (quoting Yoder, 406 U.S. at 213, 221). For the State to prevail, then,
it cannot rely on “general platitudes,” but “must show by specific evidence that the
adherent's religious practices jeopardize its stated interests.” /d. (quoting Merced, 577 F.3d
at 592). Again, pursuant to ORFA, the State’s burden is one of clear and convincing
evidence.

in BMV v. Pentecostal House of Prayer, 380 N.E.2d 1225, 1228, 269 Ind. 361, 367
(Ind.1978), the Indiana Supreme Court affirmed the trial Court’s ruling that Indiana’s statute
requiring photos of license applicants was unconstitutional as applied to plaintiffs and in
violation of the plaintiffs’ free exercise rights. On appeal, the State had argued “that driving

an automobile in this state is a privilege subject to regulation under the police power of the

Page 20 of 30



state and that the photograph requirement ‘for the purpose of identification’ is a reasonable
regulation which supersedes the appellees' religious freedoms.” /d. at 1227, 269 ind. at
363-64. The appellate Court rejected this argument, holding that the Constitﬁtional right
notto have one’s bhoto taken by the State over a religious objection “may be overbalanced
only by those governmental interests ‘of the highest order and those not otherwise
served.” Id. at 1227, 269 Ind. at 365 (quoting Wisconsin v. Yoder, 406 U.S. 205, 215, 92
S.Ct. 1526, 1533, 32 L.Ed.2d 15, 25 (1972)). The Court flatly rejected the State’s argument
that since driving is a privilege, not a right, “no First Amendment problem is raised where
a citizens free exercise right is brought into conflict with a mere privilege.” /d. at 1229, 269 |
Ind. at 368 (applying Sherbert, 374 U.S. 404, 83 S.Ct. 1794).

The Court rejected the State’s asserted interests in the photo requirement, ie.,
ensuring competency of drivers and identification, holding that there “are other alternatives
available to the Bureau which would satisfy this purpose without impinging on the rights of
these appellees.” Id. at 1229, 269 Ind. at 369. On the other hand, when a convicted felon
objected to photo requirements in his booking process, the State's interests outweighed
the felon’s religious free exercise rights. United Stafes v. Slabaugh, 852 F.2d 1081 (8th
Cir.1988). The importance of the distinction between Pentecostal House of Prayer and
Slabaugh must not be overlooked.

As stated in 47 O.S §6-101(C), the State’s purpose for driver licenses is so that a
person “may exercise the privilege thereby granted upon all streets and highways in this
state.” In fact, individuals are forbidden to drive without a license. Id. at §6-101(A).

According to 43 O.S. §6-110.2(A), the State requires all applicants for a driver license or
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identification card to submit to finger imaging “for the purposes of proof of identity and to
ensure the security of the driver license or identification card issued to the applicant.” In
other words, the purpose for driver's licenses is driving. The State’s purpose for the
identification requirements in the application process is proof of identification and the
integrity of the issued license. The State’s purpose for refusing the religious
accommodation requested by Ms. Beach is another matter, as the proper analysis focuses
on the State’s asserted interest in denying the requested accommodation, not on the
asserted interest in the underlying requirement. Okla. Stat. tit. 51, § 253; see Gonzales,
546 U.S. at 431. Further, the State’s denial has placed substantial burdens of Ms. Beach
well outside the realm of its statutory purpose for driver licenses, i.e., ability to drive and
proof of identification to the State and card integrity — she has been denied the ability to
acquire prescription medication; the ability to use her debit card; the ability to rent a hotel
room; and, the ability to obtain a P.O. box. SUMF # 15.

Thus far, the State’s sole asserted purpose for its refusal to provide a religious
accommodation to Ms. Beach is that “[a]llowing exceptions would open the door for
unlimited requests for exceptions and defeat the purpose of having such stringent identity
verification measures. Religion does not play a role in this process.” SUMF #28. Further,
“[t]he purpose for collecting biometric images is to verify that the person applying for a
DL/ID card is that person.” /d. When asked in Discovery to provide copies of any
document containing the State’s asserted purposes for the denial or from which the
purposes were derived in whole or in part, the Stated answered under oath, “No
documents to produce.” SUMF #29. Thus, there is no evidence supporting the State’s

assertion. To be clear,
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A state's interest in avoiding an administrative burden becomes compelling

only when it presents administrative problems of such magnitude as to

render the entire statutory scheme unworkable. See Sherbert v. Verner,

supra, 374 U.S. at 408-09. The record contains no evidence, however, that
allowing religious exemptions to the photograph requirement will jeopardize

the state's interest in administrative efficiency.

Quaring, 728 F.2d at 1127.

In its Answer, the State’s sole asserted compelling governmental interest in refusing
to provide an accommodation to Ms. Beach on account of her sincerely held religious
beliefs and religiously motivated practice is that “[t]he State of Oklahoma is required by
Federal law to gather biometric data as part of its motor vehicle ficensing process and there
is a compelling govemmental interest in complying with the applicable Federal laws.”
SUMF #30. In fact, there is no federal law requiring the State to gather biometric data as
part of its motor licensing process, as the State now admits. SUMF #31.

In short, the State has failed to set forth anything other than an “invocation of
general interests,” which, “standing alone, is not enough.” A.A., 611 F.3d at 268 (quoting
Barr, 295 S.W.3d at 306). Again, this Court must "look[] beyond broadly formulated
interests justifying the general applicability of government mandates” - like the State has
asserted here, “and scrutinize[] the asserted harm of granting specific exemptions to
particular religious claimants.” Gonzales, 546 U.S. at 431, 126 S. Ct. 1211 (2006).

There is no specific, let alone clear and convincing, evidence of “the interests that
the State seeks to promote . . . and the impediment to those objectives that would flow
from recognizing the claimed . . . exemption.™ A.A., 611 F.3d at 268 (quoting Yoder, 406
U.S. at 213, 221). The State's reliance on “general platitudes,” id., like those it has

asserted, is not enough. Ms. Beach is entitled to summary judgment as a matter of law that
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the State’s denial of her requested religious accommodation is not essential to further a

compelling state interest.

C. The State Cannot Demonstrate With Clear and Convincing Evidence
that its Denial is the Least Restrictive Means of Furthering that
Compelling State Interest.

Even ifthe State successfully demonstrated with clear and convincing evidence that
its denial was essential to further a compelling state interest, it still must demonstrate its
denial is the least restrictive means of furthering that interest. The Court need only
consider this step if it concludes the State has demonstrated a compelling interest in
denying Ms. Beach's requested religious accommodation.

The State asserts “[t]here are no less restrictive means used by the Department that
would verify identity to that level of certainty and with the same degree of security,” than
requiring DL/ID card applicants to submit biometric information. SUMF #35. No
documentation has been provided by the State to support this assertion.

On the other hand, the State admits “there are other ways to confirm identity” than
to require DL/ID applicants to submit biometric information. SUMF #32. The State admits
“that an individual's birth certificate is considered a primary form of ID. Applicants must also

provide a secondary form of ID.” SUMF #33.° Ms. Beach has a birth certificate — which

SAccording to the DPS website, satisfactory “secondary proof of identification”
documents include: Photo identification card issued by one of the following: Oklahoma public,
private, or parochial secondary school; Oklahoma institution of higher education; Oklahoma
technology center school; Oklahoma employer; or, Oklahoma gun permit; Pilot license;
Oklahoma lifetime hunting or fishing license; Oklahoma voter identification card, Social Security
card; Health insurance card; Motor vehicle registration or title; Marriage certificate; Separation
or divorce judgment; High school, technology center school, college, or university diploma;
Professional degree, certificate, or license; Deed or title to property in Oklahoma, including a
burial plot deed; Health, life, or home insurance policy issued fo the applicant; and, Automobile
insurance policy or security verification form issued to the applicant.

Page 24 of 30



has previously been accepted as a primary form of identification by DPS and the tag agent
and she has secondary forms of ID to satisfy the non-objectionable identification
requirements. SUMF #34. The State's unsupported assertion that Ms. Beach’'s
identification cannot be ascertained to a sufficient degree of certainty unless she submits
biometric information is baseless and absurd.

As in Pentecostal House of Prayer, “there are other altematives available to the
[State] which would satisfy this purpose without impinging on the rights of’ Ms. Beach, id.
at 369, 380 N.E.2d at 1229, and it is the State’s burden to prove otherwise by clear and
convincing evidence. The State has not demonstrated or even indicated that any of its
cameras currently used to take applicant photographs cannot be formatted to take a low-
resolution non-biometric photograph and save the image to the database. Another
altemative would be that the State could acquire a single low-resolution camera to be
located at DPS headquarters for use when an applicant requests a religious
accommodation to the biometric facial photo.

Further, an applicant could take the primary and secondary ID documents presented
at the driver license examiner’s office to the tag agent to prove his or her identity. This
would prove the applicant who took the test at the examiner's office is the same person
who is present at the tag agent to receive the card.

Yet another alternative would be that the religious accommodation applicant could
be required first to go to the tag agent with primary and secondary identification and obtain
an identification card with a low-resolution photo and no fingerprints. The applicant would
then take that card to the examiner's office and take the test. After successfully completing
the test, the applicant would return to the tag agent with the ID card and papers. The State
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could also issue a driver ficense to Ms. Beach with no photograph at all, as severai other
States allow those with religious objections to photographs, such as lllinois, Indiana, and
Kentucky.

The bottom line is that there are muitiple ways the State could accommodate the
religious beliefs of applicants like Ms. Beach while still satisfying its stated purpose and
interest in verifying the applicant's identification at each stage of the process. This is
especially true given that biometrics do not “prove” a person’s identity — the “breeder
documents",.e.g., birth certificates, do. SUMF #36. The biometrics simply attempt to tie
the person to the breeder document. There are less restrictive means available to the State
to accomplish its purpose in a manner that does not substantially burden Ms. Beach’s
religious free exercise. The State cannot demonstrate to the contrary with ciear and
convincing evidence.

V. CONCLUSION

Ms. Beach has established that her religiously motivated practice has been
substantially burdened, i.e., inhibited or curtailed, by the State. The State has not and
cannot satisfy its burden to demonstrate with clear and convincing evidence that its denial
of Ms. Beach's requested religious accommodation is essential to further a compeliing
governmental interest; and the least restrictive means of furthering that compeliing
governmental interest. The State has therefore violated the Oklahoma Religious Freedom
Act, Okla. Stat. tit. 51, § 253, and pursuant to the Act, Okla. Stat. tit. 51, § 256, Ms. Beach
is entitled to declaratory relief, a judgment for monetary damages, and reasonable costs
and attorney fees.

Ms. Beach respectfully requests this Honorable Court to grant her Motion for
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Summary Judgment as to Count | of her Petition, and enter:

a.

A declaratory judgment that pursuant to the Oklahoma Religious Freedom Act, Ms.
Beach'’s free exercise of religion is substantially burdened by the State’s refusal to
accommodate her sincerely held religious beliefs and religiously motivated practice;

A declaratory judgment that the State’s requirement and refusal to provide an
accommodation to Ms. Beach is not essential to further a compelling governmental
interest;

A declaratory judgment that even if the State’s requirement and refusal to provide
an exemption to Ms. Beach was essential to further a compelling govemmental
interest, the requirement and refusal to provide an accommodation to Ms. Beach
is not the least restrictive means of furthering that compelling govemmental interest;

A declaratory judgment that in order to comply with the Oklahoma Religious
Freedom Act, the State must provide an accommodation to Ms. Beach, on account
of her sincerely held religious beliefs and religiously motivated practice, which
allows her to submit a low-resolution non-biometric facial photograph in order to
apply for and obtain a driver's license, and apply for and obtain a driver’s license
without the capture of her fingerprint biometrics;

A permanent injunction enjoining the State from denying Ms. Beach a driver's
license without providing an accommodation to her on account of her sincerely held
religious beliefs and religiously motivated practice, which allows herto submita low-
resolution non-biometric facial photograph which is not stored in any database in
order to apply for and obtain a driver’s license, and apply for and obtain a driver’s
license without the capture of her fingerprint biometrics;

A judgment awarding monetary damages as specifically authorized by Okla. Stat.
tit. 51, § 256(B) in excess of $10,000.00;

An award of reasonable costs and attorney fees, as specifically authorized by Okla.
Stat. tit. 51, § 256(B); and,

An Order granting and awarding such other and further relief to which Plaintiff may
be entitled and which this Court deems just and proper.
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Upon granting this Motion, Ms. Beach prays the Court set a heanng to determine
the appropriate Order of Declaratory Judgment and a hearing on the appropriate money
judgment and attorney fees and costs.

Respectfully submitted,

) L Des AR Al

W EILEEN ECHOLS, OBA #2607 DOUGLAS$ R. MCKUSICK
BENJAMIN P. SISNEY, OBA #21816 (douglasm@rutherford.org)
ECHOLS & ASSOCIATES Virginia State Bar No. 72201
9925 South Pennsylvania, Suite 100 THE RUTHERFORD INSTITUTE
Oklahoma City, Oklahoma 73159 P.O. Box 7482
Telephone; (405) 691-2648 Chariottesville, VA 22906-7482
Fax: (405) 691-5648 - Telephone: (434) 878-3888
Attorneys for Plaintiff Fax: (434)978-1789

Attorney for Plaintiff
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VERIFICATION

STATE OF OKLAHOMA )
) SS.
COUNTY OF CLEVELAND )

KAYE BEACH, being first duly sworn upon his oath, states:

That she is the Plaintiff above named; that she has read the above and foregoing
document and knows the contents thereof, and that the statements, allegations and
facts therein set forth are true and correct to the best of her information, knowledge

and belief.
7{&4@5&’0{}\

KAYH BEACH
Plaintiff

b

Subscribed and sworn to before me this | L day of June, 2013.

My Commission Expires:...... , %ﬂ@i@

.............................. Notary Public /

____________________________________
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CERTIFICATE OF SERVICE

LL w—
This is to certify that on the 14 day of Jvae , 2013, a true and
correct copy of the above and foregoing document was mailed, postage prepaid thereon,

to:

JOHN D. HADDEN, ESQ.

KEVIN L. MCCLURE, ESQ.
Assistant Attorney General
Oklahoma Attorney General’'s Office
Litigation Division

313 N.E. 21° Street

Oklahoma City, Okiahoma 73105
Telephone: (405) 521-4274

Fax: (405) 521-4518

Attorneys for Defendants Department of Public Safety,
Thompson and Adams

DOUGLAS R. MCKUSICK, ESQ.
The Rutherford Institute

1440 Sachem Place
Charlottesville, VA 22901
Attorney for Plaintiff

S A

BENJAMIN P. SISNEY
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IN THE DISTRICT COURT OF CLEVELAND COUNTY
STATE OF OKLAHOMA

KAYE BEACH,
Plaintiff,

V. Case No. CJ-2011-1469
OKLAHOMA DEPARTMENT OF
PUBLIC SAFETY; MICHAEL C.
THOMPSON, COMMISSIONER OF
THE OKLAHOMA DEPARTMENT OF
PUBLIC SAFETY, IN HIS OFFICIAL
AND INDIVIDUAL CAPACITY; RICKY
G. ADAMS, ASSISTANT
COMMISSIONER OF THE
OKLAHOMA DEPARTMENT OF
PUBLIC SAFETY, IN HIS OFFICIAL
AND INDIVIDUAL CAPACITY,

vvvvvvvvvvvvvvvvvvv

Defendants.

PLAINTIFF KAYE BEACH’S SWORN AFFIDAVIT PURSUANT TO 12 O.S. §2056(E)

| am Kaye Beach, the Plaintiff in the above captioned and numbered case. | have
personal knowledge of the facts set out herein, and | am of due age and competency to
testify on the matters stated herein. The statements, allegations and facts herein set forth
are true and correct to the best of my information, knowledge and belief.

1. | am a resident of the State of Oklahoma and of Cleveland County, Oklahoma.

2. On March 8, 2011, | attempted to apply for a renewal driver’s license at Fusion Tag
Agency (the “Tag Agency”) located at1236 North Interstate Drive, Norman, OK 73072, in
Cleveland County, Oklahoma.

3. Notwithstanding my satisfaction or ability to satisfy any other relevant requirements
for obtaining a renewal driver’s license, my attempt to apply was rejected by the Tag
Agency.

4. The Tag Agent informed me it was required by law to take a high-resolution digital
facial photograph, and that | could not apply for or obtain a renewal license without allowing
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the DPS agent to capture her biometric facial photograph or fingerprints.

5. I requested and was denied an accommodation on account of my sincerely held
religious beliefs and religiously motivated practice, which are more fully set forth below.

6. Later that same day, March 8, 2011, 1 contacted DPS directly and again explained
my religious objection and requested an accommodation. On or about March 11, 2011,
| followed up by telephone and was informed by a DPS employee, Mr. Steve Grunyard,
that the biometrics were required by law and that there would be no accommodation or
alternative.

7. On March 18, 2011, | sent a lefter to DPS identifying my religious objections and
requesting an accommodation. | informed DPS that | does not object to a low-resolution
facial photograph. | aiso specifically asked, “Are there any available administrative
remedies that | can pursue that | have not pursued to this point or have | exhausted all
administrative remedies.”

8. On Apnl 27, 2011, she received an email from Stephen J. Krise, General Counsel,
Oklahoma Department of Public Safety, stating as follows:

I'm sorry | missed your call, but | have obtained information related to your
question of whether there is an alternative to having a driver license
photograph that does not capture facial recognition features, commonly
referred to as biometricdata. Such photographs are required by statute and
the law does not provide for an alterative or exemption.

9. On June 5, 2011, | received a criminal citation for a violation described as
“EXPIRED DRIVER’S LICENSE, with a notation identifying Norman Municipal Code
Section 20-509(a), entitled “Driving: License of driver.” This municipal ordinance, in
pertinent part, provides that “[n]Jo person shall operate any vehicle upon the streets of the
City without that person being licensed in the manner now required by the laws of the State
of Oklahoma, which are hereby incorporated into the Code of the City of Norman as if fully
set out in this subsection.” Norman Municipal Code, Sec. 20-509(a).

10. OnJuly 18, 2011,l again attempted to obtain a renewal driver’s license at Fusion
Tag Agency in Norman, Oklahoma, and was again denied on account of my religiously
motivated inability to allow the Tag Agent to capture my biometrics.,

11.  OnJuly 21, 2011, | appeared with counsel at the Norman Municipa!l Courthouse for
my arraignment, where a Norman Assistant City Attorney dismissed the charge.

12. As a result of the State’s refusal to provide an accommodation, | am unable to
lawfully drive a motor vehicle and in fact was criminally charged for driving without a valid
driver’s license; | have been denied the ability to acquire prescription medication; | have
been denied the ability to use my debit card; | have been denied the ability to rent a hotel
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room; and | have been denied the ability to obtain a P.O. box. This is so even though |
have a other forms of identification.

13. lam forbidden by my sincerely held religious beliefs to allow a high-resolution facial
photograph, or facial biometric, or other biometrics, in a format compliant with international
standards, to be captured by the State.

14. | have learned that the interoperability and open architecture format for the high-
resolution biometric facial photograph used by motor license agents as required by DPS
to take the photographs for driver’s licenses is an internationally set format determined by
the United Nations’ International Civil Aviation Organization (*ICAQ”) intended to be
“interoperable,” and that the database into which my facial biometric data would be placed
is managed and accessed by a self-described international organization called the
American Association of Motor Vehicle Administrators (“AAMVA”) and/or its member
jurisdictions and corporate entities.

Regarding the ICAG, “the International Civil Aviation Organization serves as the global
forum for its 197 Member States [i.e. nations].” ICAO website, “About ICAQ,” at
http://www.icao.int/Pages/defauit.aspx (emphasis added), attached as Exhibit A.

With the collaboration of Member States, ICAQ plays an essential leadership
role in the field of aviation security with the ultimate goal of enhancing civil
aviation security worldwide. To this end, its efforts are focused primarily on
developing and coordinating an effective global policy and legal framework
in response to the evolving threat to civil aviation, conducting audits that
identify aviation security shortcomings, and assisting States in
implementing security Standards and resolving deficiencies.

id. at hitp://www.icao.int/Security/Pages/default.aspx (emphasis added), attached as
Exhibit B. The ICAQ standard for biometric images was adopted in the REAL ID ACT OF

2005 for use by Sate DMVs in capturing biometric images from driver license applicants.
See American Centerfor Law and Justice L.etter to Oklahoma Representative Charles Key,
January 31, 2008, at 4, attached as Exhibit C. (“REAL ID alsc complies with certain
technical requirements set by the United Nations’ Intemational Civil Aviation Organization
(“ICAQ™). According to the ACLJ, REAL ID “requirements comply with internationally
accepted standards for ID cards” regarding “universal interoperability” and “biometrics,” /d.
at 1, and the “REAL ID system is being engineered to be interoperable woridwide. [The
Department of Homeland Security] has clearly indicated its intentions to share U.S.
Citizens’ biometric and other data with other nations, international organizations, and
security corporations, and indeed has already implemented such programs.” /d. at4. The
ACLJ aiso expressed its concern that “the personal information and biometric data of

common citizens will be incorporated into this system” and cautioned against “the impact
of the mteroperabmty of data and databases worldwide combined WIth international trends
in data collection.” id, at 1.
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The American Civil Liberties Union {ACLU) and the American Center for Law and Justice
(ACLJ) united to express their concerns at a National Press Club event. Available at:

http://www.voutube.com/watch?v=JwgVeXx22fl.
Regarding AAMVA, according to its website:

The American Association of Motor Vehicle Administrators (AAMVA) is a
tax-exempt, nonprofit organization developing model programs in motor
vehicle administration, law enforcement and highway safety. The association
also serves as an information clearinghouse in these areas, and acts as the
international spokesman for these interests. . . . AAMVA’'s membership
includes associations, organizations and businesses that share an interest
in the association’s goals

AAMVA, “About AAMVA" at http://www.aamva.org/about-aamva/, attached as Exhibit D.
Further, “AAMVA’s programs encourage uniformity and reciprocity among the states and
provinces.” Id. “AAMVA’s membership includes associations, organizations and
businesses that share an interest in the association’s goals.” /d. “Key among AAMVA's
goals is improving highway safety and identification security by promoting uniform
standards for all areas related to driver licensing.” AAMVA website, at

http.//www.aamva.org/Driver-Licensing-Identification/, attached as Exhibit E.

The DL/ID Card Design Standard (CDS) was developed by the Card Design
Standard committee made up of junsdictional and federal government
members. The CDS provides for the design of driver licenses (DL) and
identification (ID) cards and its intent is to improve the security of the
DL/D cards and the level of interoperability among cards Issued by all

North American jurisdictions.

Id. at hitp://www.aamva.org/DL-ID-Card-Design-Standard/ (emphasis added), attached as
Exhibit F. The DL/ID Card Design Standard Committee Roster includes representatives

from Ontario, British Columbia, and Quebec. fd. at
hitp://www.aamva.org/Card-Design-Standards-Committee/, attached as Exhibit G. The
American Center for Law and Justice has aiso recogrized AAMVA’s status as an
“international organization,” and its goal of establishing a uniform North American driver
license/ID card. See American Center for Law and Justice Letter to Oklahoma
Representative Charles Key, January 31, 2008, at 4, attached as Exhibit C.

15.  According to the International Biornetrics and identification Association (IBIA):
Biometrics - Physical & Behaviorally-Based Identity Authentication

Instead of basing identity authentication on what someone possesses or
what someone knows, biometric identification is based on what one is, or
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how one behaves, This approach to identification is made possible by
technology developments that enable precise measurement coupled
with computational power that allows measurements to be transformed
into mathematical representations that can be rapidly compared.

The Unique Physical Attribute

Fingerprints on cards, and lifted from the scene of a crime have been used
for more than one hundred years as proof of individual identification for
forensic and law enforcement purposes. Once time-consumingly collected
as inked sets on cards, they are now routinely collected by electronic or
optical sensors that turn patterns once only defined as whorls and arches
into mathematical representations called biometric templates. Other
physical attributes that can be measured and converted into
mathematical representations include: faces, fingerprints, hands, iris
patterns, retinal patterns, vein patterns, voice patterns, and DNA.
Exploratory work has been done to establish whether physical characteristics
such as earlobes and body odor can be effectively measured,
mathematically represented, and rapidly compared for use in electronic
identity authentication.

International Biometrics and lIdentification Association,

http://www.ibia.org/biometrics/background/ (emphasis added), attached as Exhibit H.
Specifically regarding biometric facial images:

The relationships between the parts of the face, its curves and contours,
remain relatively stable from childhood onward. Facial recognition techniques
use this stability as their point of departure. Facial recognition technologies
utilize digital photographs to create mathematical descriptions of individual
faces and then compare them against those stored in a database. Facial
recognition requires a large image capture device and clear lighting
conditions and is therefore most suitable to authenticate identity at fixed
locations, such as facility access points.

Id. at http://www.ibia.org/biometrics/technologies/face, attached as Exhibit |.

The IBIA’s “Mission” is stated as follows:

The International Biometrics & Identification Association (IBIA) is a trade
association founded in September 1998 in Washington, DC that promotes
the effective and appropriate use of technology to determine identity and
enhance security, privacy, productivity, and convenience for individuals,
organizations, and governments.

Page 5 of 8



Recognizing the vital role identity plays in a globally connected world, IBIA
brings stakeholders into a single organization that provides a

*forum for exchanging information and ideas;

clearinghouse for resolving issues and establishing policy; .

svoice for policy advocacy and education;

sconnection to complementary organizations and standards bodies.

Id. at http://www.ibia.org/association/ (emphasis added), attached as Exhibit J. Other
supporting documents regarding my religious beliefs and the international and
interoperable system (e.g., regarding L-1, MorphoTrust USA, and Safron Group) in which
| must not participate are attached as Exhibits 10-12 to my Motion for Summary Judgment
and are incorporated herein by reference as if fully set forth herein.

The federal government is sharing biometric information internationally. According to
Konrad Trautman, director of intelligence at Special Operations Command, “having the
right policies, techniques and procedures in place for partner nations will become vital.
‘The policy allows us to lash that together, not just for the domestic intelligence concerns
but international policy as well or bi-national policy, he said.” Magnuson, S., “Defense
Department Under Pressure to Share Biometric Data,” National Defense Magazine, Jan.
2 0 0 9 , a v a i I a b | e a t
http://www.nationaldefensemagazine.org/ARCHIVE/2009/JANUARY/Pages/DefenseDe

partmentUnderPressuretoShareBiometricData.aspx {(emphasis added), attached as Exhibit

K. Al Miller, a consuitant to the office of homeland defense and America’s security affairs,
said that as of 2008, “the United States has bi-lateral agreements to share biometric data
with about 25 countries. Every time a foreign leader has visited Washington during the last
few years, the State Department has made sure they sign such an agreement.” /d.
(emphasis added).

Indeed, according to a federal government website, the goal is “to encourage greater
collaboration and sharing of information on biometric activities among government
departments and agencies; commercial entities; state, regional, and international
organizations; and the general public.” Biometric.gov, “Welcome,” available at
http://www.biometrics.gov/ (emphasis added), attached as Exhibit L.

As outlined in the National Security Presidential Directive 59 and Homeland Security
Presidential Directive 24 executed by President Bush in 2008:

Through integrated processes and interoperable systems, agencies shall, to
the fullest extent permitted by law, make available to other agencies all
biometric and associated biographic and contextual information associated
with persons for whom there is an articulable and reasonable basis for
suspicion that they pose a threat to national security.

The Secretary of State, in coordination with the Secretaries of Defense and
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Homeland Secunity, the Attorney General, and the DNI, shall coordinate the
sharing of biometric and associated biographic and contextual information
with foreign partners in accordance with applicable law, including
international obligations undertaken by the United States.

NSPD-59 / HSPD-24, June 5, 2008, at M11, and 17, available at
http://www.biometrics.gov/Documents/NSPD59%20HSPD24.pdf (emphasis added),
attached as Exhibit M. The FBI already has biometric information sharing reiationships
with 77 countries. See FBl! CJIS Staff Paper—Update on Biometric Sharing
Program—June 2012, at p. 2, available at
https://www.eff.org/document/fbi-cjis-staff-paper%E2%80%94update-biometric-sharing-
program%E2%80%94june-2012, attached as Exhibit N.

Bringing my concemns close to home, a number of States are exploring and two States
have already entered into agreements with the FBI regarding biometrics sharing and facial
recognition programs. According to the FBI, Memoranda of Understandings (MOUs) “have
also been executed with Hawaii and Maryland, and South Carolina, Ohio, and New Mexico
are engaged in the MOU review process for Facial Recognition Pilot participation. Kansas,
Arizona, Tennessee, Nebraska, and Missouri are also interested in Facial Recognition Pilot
participation.” Jerome M. Pender, Deputy Assistant Director, Criminal Justice Information
Services Division, Federal Bureau of Investigation, Statement Before the Senate Judiciary
Committee, Subcommittee on Privacy, Technology, and the Law, Washington, D.C., July
1 8 , 2 0 1 2 |, a v a i |l a b | e a t
http://www.fbi.gov/news/testimony/what-facial-recognition-technology-means-for-privacy
-and-civil-liberties, attached as Exhibit O; see also, Exhibit P, attached hereto, which are
copies of Memoranda of Understanding (MOUs) between Hawaii and the FBI and
Maryland and the FBI regarding “Interstate Photo System Facial Recognition Pilot.”

My inability to knowingly submit my biometrics into an international system of identification
and control are at ieast two-fold: One, the system used by Oklahoma DPS is already part
of that system insofar as it is constructed and managed by intemational entities and
pursuant to internationally set standards; and Two, the federal government is already
sharing biometric information with other nations and entities, and now other States are
already entering into agreements with the federai government to share biometric
information. Oklahoma may enter into such an agreement at any time. My religious beliefs
prohibit me from allowing my biometrics from being a part of that system.

16. My religiously motivated practice is abstaining from allowing my biometric
information to be captured, placed into a database and linked with other entities and
jurisdictions in an international system of identification | believe manifests certain Biblical
prophecies and prohibitions.

17. | believe that the Bible, specifically Revelations 13: 16-18 and 14:9-11, explicitly
commands believers to not participate in a global numbering identification system using
the number of man, and etermnally condemns participation in that system. | would violate
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my religious beliefs by knowingly submitting my biometrics, i.e., the number or
measurement of my body, into this system. { am a believer. The cited passages provide
as follows:

Reveiations 13:

16 It also forced all people, great and small, rich and poor, free and slave,
to receive a mark on their right hands or on their foreheads, 17 so that they
could not buy or sell unless they had the mark, which is the name of the
beast or the number of its name. 18 This calls for wisdom. Let the person
who has insight caiculate the number of the beast, for it is the number of a
man.[a] That number is 666.

Revelations 14:

9 A third angel followed them and said in a loud voice: “If anyone worships
the beast and its image and receives its mark on their forehead or on their
hand, 10 they, too, will drink the wine of God'’s fury, which has been poured
full strength into the cup of his wrath. They will be tormented with burning
sulfur in the presence of the holy angels and of the Lamb. 11 And the smoke
of their torment will rise for ever and ever. There will be no rest day or night
for those who worship the beast and its image, or for anyone who receives
the mark of its name.”

Put simply, “bio” means “body” and “metric” means “measurement.” Hence, a biometric
is the number of the body of man, which | believe Revelations explicitly forbids me from
submitting into the international and interoperable system | have described above.

18. The State refuses to provide an accommodation to me which allow me to obtain a
driver’s license without submitting my biometric information based on my sincerely held
religious beliefs and religiously motivated practice.

19. 1 have a birth certificate which has previously been accepted as a primary form of
identification by DPS and the tag agent and | have secondary forms of ID to satisfy the

State’s non-objectionable identification requirementj.
LA QZQO&L

KAYE BEACH
Plaintiff
- Nibr: a;
Subscribed and sworn to before me this! | day of June, 2043.
My Commission Expires; __ \»A—MM/
Y Notary Public U
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American Center:

 eeynae

ST to:y l,.!gi"érécjufezst for infdnnaﬁbn.ﬁOm:thc‘Amedcan Cente’rffo:r‘Lan‘ &
- Justice (“ACLY”) regarding the REAL ID. Act of 2005 (“REAL ID™). In your leiter, you .

: ff-expre:'sésgd_‘ concerns that REAL ‘1D implicated constitutional issues such as state and national
. sovereignty, individual privacy, and religious freedom. In addition, you expressed concerm-about -

the use of biometrics connected ‘to the growing trend of ‘information sharing internationally.

aware, REAL ID is the subject of incredsing debate as the deadline for state compliance nears.

- While we recognize that many aspects of REAL ID are justifiable in light of the current world

situation, the ACLJ’s research indicates that there are legitimate causes for concem. ‘As you are

 While. the issues of privacy and identity theft appear to be the most easily recognized and most
-, commonly discussed, our research has revealed that within REAL ID, there are other issues
- which merit careful scrutiny. We appreciate your bringing this subject to our attention, and we'

':Z_»wili:.cdntimjeitp monitor these issues as they develop. This letter addresses some preliminary

' L. REALID: BACKGROUND SR

' observations.

' The REAL ID Act. of 2005 was passed as a-lhiainendment;to; the ;2005_ 'E;ﬁe}gency 'Supplérriental

- Appropriations Act for'Defense, the Global War on Terror, and Tsunami Relief. The REAL

“amendment ‘was passed unanimously in: ‘the ‘U.S. Senate ‘without debate, and passed

overwhélmingly in the U.S. House of Representatives with limited debate, The Act prohibits any

 federal ‘agency from “accept[ing], -for any official purpose, a driver’s license or identification
" card issued by the State to any person unless the ‘State” meets certain requirements. These
;. Tequirements comply with-intemationally accepted standards for ID cards: antj-fraud features, =

‘untversal “iritéf@perabiiity” via machine-readable technology, biometric data, ‘and a linked - -
- = -electronic  database operated. by :an. intemational organization containing all such information. =
~ The Final Rule for implementation of REAL ID has been issued, which specifies May 11,2008

 as the effective date for REAL ID.
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If a state does not comply and does not formally request an extension for a U.S, Department of
Homeland Security (“DHS™)-approved reason, the drivers’ licenses of that state will not be an

acceptable form of personal identification for “official purposes.” For example, because the State
of Oklahoma has refused to comply with REAL ID, an Oklahoma resident will not be able to use

his or her drivers’ license as personal identification to board a plane or enter a federal building or

federal park. Such a citizen would have to use a passport or other REAL ID compliant form of
identification. The term “official purposes has been left intentionally vague, leaving great

~ discretion to DHS to add more activities in the future as it deems necessary and prudent. Other

federally regulated activities include, but are not limited to, gun purchases, voting, and certain

banking transactions. :

Among many of its laudable goals, REAL ID sets standards for tamper-proof identification
«cards, requires verification of citizenship for card issuance, and calls for background checks and
screening of DMV employees. REAL ID sets security standards for state DMV and card
manufacture facilities. “Breeder documents” (e.g., birth certificates) must be presented and
scanned into permanent electronic storage. While authentication of breeder documents within the
United States is a legitimate expectation, the incorporation of electronic copies of such
documents into a database system accessible by foreign officials, not governed by U.S. privacy
law, is cause for concern. Moreover, that the personal information and biometric data of common
citizens will be incorporated into this system is disconcerting. Naive reliance on existing data
protection and privacy laws seems misplaced, especially since such laws appear outdated and
irrelevant in light of modem technological advances and global cooperation..

Among some of its more controversial goals, REAL ID relies heavily on the wholesale collection
and use of biometric identifiers, such as the high-resolution digital facial photograph, fingerprint,
and signature recognition. A high enough resolution photograph also enables the use of irs- -
scanning technology. DNA make-up and voice recognition are other types of biometric
identification under development. The digital facial photographs required under REAL ID meet
technology requirements that will soon allow individual faces to be identified by live, real-time
video “security” cameras. While collection and use of such -data domestically poses issues
meriting vigorous debate, the impact of the interoperability of data and databases worldwide
combined with international trends in data collection must be discussed openly and considered
carefully by citizens and elected leaders alike.

Currently, at least thirty-five states have expressed varying degrees of concem over REAL ID
and have bills in various stages of the legislative process. Many states, such as Oklahoma, have
already rejected REAL ID outnight. It appears that the swell of opposmon is growing and gaining
momentum.



IL. REAL ID IN THE CONTEXT OF VARIOUS FEDERAL INITIATIVES

Our research revealed that REAL ID is but one of several federal initiatives involving data
collection, storage, and sharing. Many DHS and other federal initiatives are based on electronic
and biometric data collection, storage, use, and sharing, and are in various stages of -
implementation. Such initiatives include:

Registered Traveler Program

Secure Flight Program

E-Passport

US-VISIT

Western Hemisphere Travel Initiative (“WHTT”)
Transportation Workers Identification Credential (“TWI1C”)
Security and Prosperity Partnership of North America (“SPP”)
US-EU Passenger Name Record (“PNR”) Agreement

Federal Election Reform '

Electronic Health Records (“EHR™)

These programs and agreements, like REAL ID, are built on international trends in personal data
~collection, storage, use and sharing (to use the UN’s term—*civil registration™). They reflect the
Internationally implemented efforts to replace “hard” borders with transparent “smart” borders,
creating “Global Security Envelopes” to facilitate changing demands in the transportation of
goods and people. “Interoperable” biometrically tagged “smart” cards and expansive inter-
connected databases are the backbone of the proposed systems of the future.

While govemmental systems of expansive data collection and sharing certainly did not begin
with, and are not unique to, REAL ID, the application of such systems to citizen drivers’ licenses
and identification cards does represent an unprecedented and much broader initiative. Moreover,
the extent of international involvement in the proposed REAL ID database system implicates
national sovereignty issues in addition to the concerns expressed by many Americans that their
personal information and biometric data will be made available outside the United States,

without the citizen’s knowledge or consent.

REAL ID proponents assert that the REAL ID initiative is a result of the 2004 9/11 Commission
report. However, at least as early as 1996, various forms of a national ID card system had been
introduced into the legislative process—REAL ID is the first to come close to actual
implementation. Moreover, REAL ID is the realization of the international community’s
objectives which long preceded the attacks of 9/11. '



III. INTERNATIONAL ISSUES RAISED BY REAL ID

Years before the attacks of 9/11, the American Association of Motor Vehicle Administrators
(“AAMVA”) sought a unified North American drivers’ license and record database (the Driver
License Agreement, “DLA"). AAMVA views REAL ID as a key step towards realizing its goal.
REAL ID incorporates a linking of state electronic DMV databases which will collect, store, use,
and share biometric data, namely the high-resolution digital portrait. It appears that AAMVA
will operate this database linking system. AAMVA is an intemational organization; hence, it
represents interests beyond those of the United States, or any particular State. It appears that the
issue of REAL ID has forced many state legislatures to reconsider the amount of discretion given

to their DMV’s, due to the level of dependence on AAMVA most DMV’s have developed. '

As you may be aware, REAL ID also complies with certain technical requirements set by the
United Nation’s Intemational Civil Aviation Organization (“ICAO”). DHS and ICAO are also
working together, along with numerous agencies in other nations, to implement data collection
and sharing programs related to airline passengers (e.g., Registered Traveler Program, Secure
Flight). It appears that the UN is heavily involved in the growing intemational trends of personal
data collection, storage, and use. Moreover, it appears that the REAL ID system is being
engineered to be interoperable worldwide. The concems raised by REAL ID’s semblance to
clear intemational trends, to our knowledge, have not been adequately -addressed. DHS has
clearly indicated its intentions to share U.S. citizens’ biometric and other data with other nations,
international organizations, and security corporations, and indeed has already implemented such.
- programs. While the collection and sharing of data pertaining to known or suspected
intemational terrorists is a practical and constitutionally sound mechanism for national defense,
it appears REAL ID and its related initiatives expand this mechanism to collect, organize, and
dispose of the personal and biometric data of common, law-abiding citizens.

REAL ID should not be analyzed in isolation from other related initiatives here in the U.S.
Instead, it is important to also consider related developments and initiatives around the globe.
For example, the United Kingdom, Egypt, Irag, and China either already have or are moving to
implement a modem *‘smart” national ID card, and each collects religious affiliation data in its
census. Nations with national ID cards often collect religious data from citizens, and as in Egypt,
this religious data ends up on the card, directly affecting the holder’s legal status in the country.
Nations with ID cards are increasingly conditioning receipt of Government services,
entitlements, or privileges on a satisfactory status. Very often, international trends in religious
data collection and national ID cards are connected to disturbing discrimination and even
violence against religious or ethnic minonties. Regardless of such abuses, the UN actively
promotes the collection of as much data as possible by governments, specifically recommending
the collection of religious information. For example, it is reported that ID cards in China contain
electronic data such as a citizen’s high-resolution digital photograph, religion, ethnicity, police
and health records, and reproductive history. Much of this data will be contained within RFID
chips inside the cards. Surveillance cameras instailed along streets in certain paits of China will
automatically identify passing citizens by the stored digital photograph. Closer to home, U.S.
neighbors Canada and Mexico collect religious affiliation data in their national censuses. Both



neighbors will be connected to the U.S. through AAMVA’s stated “one-driver, one-record”
REAL ID junisdictional scheme. Further, they are increasingly tied to U.S. interests as the North
America Free Trade Agreement (“NAFTA”), Security and Prosperity Partnership (“SPP™), and
smart-borders of the future are implemented.

IV.  BALANCING THE LEGITIMATE GOVERNMENTAL INTERESTS IN
NATIONAL SECURITY WITH INDIVIDUAL LIBERTIES

Islamic extremism is changing the world, as well as the American way of life. Many of the
changes were inevitable, even necessary, in a post-9/11 world dominated by non-traditional
warfare against shadowy international terrorist organizations. The United States Constitution
permits that, as various interests are balanced in times of war, individual liberty may sometimes
necessarily yield to the Government’s legitimate, and, indeed, primary interests in ensuring
national security and preserving national soverelgnty In western liberal democratic systems,
however, this understanding does not require that all governmental decisions that effect the
balance between national security, sovereignty, and individnal liberty be made outside of the
public’s knowledge or against the public will. Indeed, the Constitution also protects the
citizenry’s right and duty to stay informed and to influence its Government.

Moreover, United States sovereignty should not be casually exchanged for perceived gams in
international security or international trade. On the contrary, a vibrant national sovereignty is the
surest and most legitimate mechanism for ensuring security in the international realm. Although
a degree of cooperation is necessary in an increasingly interconnected world, it would be
imprudent to entrust U.S. security interests to the diverse and competing interests represented
within the international community. Besides the privacy implications of sharing citizens’ data
abroad, a careless approach to intemational cooperation could well fead to an attenuation or even
redistribution of power and technological advantage at the expense of the long term national
interests of the United States. Collecting and electronically linking U.S. citizens’ data raises
concerns, not just of privacy but also of further federal governmental expansion and
centralization. Sharing such data with intemational entities and foreign nations significantly
raises the stakes. While many post-9/11 strategy changes were needed and long overdue, most
changes focused on targeting the communications, financial transactions, and travel, of the
suspected terrorists. New trends appear to focus more broadly, directly impacting common
citizens. The American people ought to.be aware of the implications and engage the debate. .

Furthermore, while the addition of biometric data to an individual’s electronic file may add a
layer of protection against certain types of common fraud, the inclusion of such data also greatly
heightens its value for fraudulent use. That these electronic databases or networks are subject to
security breaches is reported almost weekly. Recent examples include: the UK’s loss of discs
containing tax, benefits, and related personal data records for half of its population; the
infiltration of the Pentagon network by the Chinese military - accomplished in as little as a few
months; and the breach of the USAJOBS executive branch database subcontracted to the private
sector job source, Monster. It is undisputed that there is no perfect or foolproof “system,” but



REAL ID proponents insist that risk allocations are necessary. This may or may not be the case,
but our initial concem is the apparent lack of general public knowledge on an issue that will
significantly impact the lives of law-abiding citizens. Regardless of Governmental intent, it
appears that the REAL ID data collection and database linking system would set in place a
_system which allows the movement and activities of all citizens to be tracked, as is done in
China.

Many of REAL ID’s objectives are legitimate, even necessary; however, some pose concems
and merit in-depth consideration. REAL ID was passed with little to no debate or public
involvement, yet it significantly impacts all law-abiding citizens. Many DMV activities, such as
standardization and interoperability compacts, take place largely outside of the legislative
process, and outside of public view. Legislative oversight and vigorous debate is needed in such
a comprehensive issue. REAL ID’s overwhelming passage in the U.S. Senate and House
contrasts starkly with its growing opposition among states. State legislators, along with state
citizens, should communicate with their U.S. congressional delegations regarding each state’s
policy position on these issues. It is an absolute necessity that all data included in such a system
be secured. As of yet, there are grave doubts that the required level of security has been, or can
ever be, achieved.

Again, we appreciate that you brought these issues to the ACLJ’s attention. The ACLJ will
carefully monitor the situation. We value your perspective as legislators of the State of
Oklahoma, and we are grateful for the opportunity to be of assistance. If you have further
questions or concerns, please do not hesitate to contact us.

Sincerely, |

e B

Robert W. Ash
Senior Litigation Counsel for
National Security Law

cc:  Representative Mike Reynolds
Representative Jason Murphey
Representative Sally Kemn
Senator Randy Brogden
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programs in motor vehicle administration, kaw enforcement and highway safety. Tha association also serves as an information
ciearinghouse in ihese areas, and acts as the intemailonal gpo} nan for these ir )

Founded in 1833, AAMVA represents the state and provincial officials in the United States end Canada who administer and enforce
mofor vehicle laws. AAMVA’s programs encourage unformity end reciprocity among the atates and provinces. The association also
serves as a liaison with other levels of govemment and the private seclor, is development and research activities provide guidelines

- for more effective public service. AAMVA's membership indudes associations, organizations and businesses that share an interest in
the assoclalion’s goals. ‘
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Key among AAMVA's goals is Improving highway safety end idenfification security by promoting untform standards for all areas
related to driver licensing. AAMVA is committed to lmproving driver safety and to the "one driver, one resard” driver's license concept.
Learm more about:

DL/ID Standards

Identification Security

Aterisk Driver Programs

Motorcycle Licensing

Commercial Driver Licensing
international Licensing

Driver License Compacts

Auto Insurance/Financial Responsibility
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February 201 3
Best Practice Gulde to Reducing
Suspended Drivers

2012 DL/ID Card Design Standard
created by members.
for members.

B

2012DL/ID}

s B st

Lipdates to the DLAD Card Design Standard {CDS) Include:

veieran Indicator elemen{ (optional human and machine-
readabie)
courteey verification program section

rote-fegarding overlap of zanes AAMVA Working Group Releasas "Eest Practice
More! Guide to Reducing Suspended Drivers"

Fhe suspension of driving privilegies has been used for
decades to address poor driving behavior. However,
what was originally intended as a sancfion to address
poor driving behavior is now used s a mechanism to
gain compliance with non-highway safety, or social non-
conformanca, reasons. Eliminaling suspenstons for non-
highweay safety violations will significantly reduce the
burden on DMVs, iaw enforcement, the courls and
society. AAMVA's Suspended/Reveked Working Group
recommends that legisiatures repeal state laws requiring
the suspension of driving privileges far non-highway
safety related violations. Download the document
today to leam more,

http://www.aamva.org/Driver-Licensing-Identification/

.

.

.

CDLIS
CSTIME
DVD
EDL
FEWS
PDPS
SR 22126
S8R

DIA
EVVER
HAVY
RIDE
SSOLY
VLS

Related Content

Driver Standing Committee

Driver Licensing Systems

Verification Sysiems
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General Information : Documentation
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international Licensing and
Standards

The DLAD Card Design Standard {CDS) was developed by the Card
Design Standard committee made up of jurisdictional and federal
govemmen! members. The CDS provides for the design of driver
licenses {DL) and identification (1D} cards and its intent is to improve the
security of the DLAD cards and the level of interoperability among cands

creatad by members.’
for members.

issued by all North American jurisdictions, Improve :

PR SNETS OF pr I
2012 DLAD Card Design Standard Released! e e
AAMVA Is happy fo announce the release of the 2012 AAMVADLID  pigute \
Card Design Standard (CDS). The 2012 CDS supersedes the 2011 iry i

AAMVA DLAD Card Dasign Slandard. AAMVA strongly recommends
that jurisdictions beginning new card design and production efforis base
their work on the 2012 standard. The 2011 AAMVA DLAD Card Design Standard, siong with previous versions, will continue to be
available since jurisdictions have cards in production that are based upon those specifications.

The following is 2 summary &f changes between the 2012 CDS and the previous wersion (2011),

+ Couriesy Verification Program section added
+ Nommative References added/updated...
+ European Commission Directive 2008/1 26/EC of 20 Decenber 2008 G.J. EC No. L 403/18
« 180 1073-2:1976: Alphanurneric character seta for aplical recognition -- Part 2: Character set OGR-B - Shapes and
dimensions of the printed image .
+ IS0 8601:2004: Data elements and interchange formats — Information interchange — Representation of dates and times
« EPC Tag Dala Standand (Available from www.gs 1.org/igsmpl/kclepcglobalitds/)
» EPC Generation 2 Ajr Interface Specification (Available from http:liwwv.gst.orp/igsmpike/epeglobaliubfcta2))
* Veteran Indicator element has been added {optional human & machine-readable)}
" Note re overlap of zones has been added
+ Re-write on Annex H. stripping out most of the originat namative and areas that went beyond the scope of the standard

Downipad the updated CDS

Technelogy Standarde

Links to Other Standards
Resources

Siatement Regarding DLAD
Samples

AAMVA does not provide
sampie DLAD documenis /
specimens | exemplars from
our principal membership - for
questions related to such
requesis please contact the
issuing authorities directhy.

ﬁ, Tibe CopyrightTrademark | Privacy Policy | Career Center
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Card Design Standards Committee , Related Content

uiding Principles and Objectives | Committee Roster

DLAD Card Design Standard

Nission

Driver Standing Gommittee
Cindy Gerber, South Dakota {Chair)
Contact: Geoff Skagle
Scott Vien, Delawars (Vice Chair}

Pat McCormack, Minnesota (Board Lialson)

Kim Lambert, Ontaric (Region 1)

Barbara Webb, North Cerolina (Region .!I)

Stephen Leak, Indiana (Region i)

Ted Ockenden, British Columbia (Region [V}

Capt. Leonard Casper, New York (Law Enforcement Liaison)
Robert Rousse, Quebec (CCMTA)

DHS (Advisory)

Loffie Jordaan (AAMVA}

" Geoff Slagle (AAMVA)
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OCur Mission
The Origine of identity To advance adopti

R . piion of
Biometrics ) N ] ) . respansible use of

. earliest imes, wi idenfificati e
Biometrics Background From earliest im : man has sought means to determine who wa.s ar‘1d ho was not identification techriclogies for
The Technologies a member of a particular group; or who was to be accorded specific nights and Tanaging human identity

- privileges as a result of his reiationship with or status within & group,

Common Applications
FAQS As civilization moved beyond a paint that everyone in a community knew everyone Follow Us On .
Glossary else, names, {frequently reflecting paternal neege or one's role in a community - Eis

John's son, or John Smith - are exemples) were adopted, But when the number of

“John Smiths" increesed to a point where name alone could no longer clearly

discriminate, or when John Smith ventured farther out in a world where he knew no .

cne, and nobody knew him, olher idantity eonventions were needed. ' R

-Identity and the abiiity to authenticate it is a critical componen? of coliective security in
a world where ideas, information and cepital move at the push of a button, and where
anyone can get anywhere in & matter of hours. Today, personal identity and the
ability to prove it can influence where one lives, where one can travel, whethar one
can be trusted as & parner in commerce, as well as one's ability {o access
.information or resources.

As we face new social, political, and economic challenges in the 21st century, it is
fitting that underpinnings of collective security rest on biometrics, technelogies that
reflect the uniqueness of the men, women and children living in societies we strive to
create and improve upaon.

These biormetric technologies can make our world safer and reduce risk. Biometrics
can also introduce convenience and labor-saving to our lives. Biometrics can help re-
engineer business processes, helping private enterprise to thrive and reducing
burdens on strained public sector infrastructyres so they can be more preductive for
constituents, And biometrics can do ail this, not at the expense of privacy, but rather
by assuring privacy’s very survival.

Biometrics - Physical & Behaviorally-Based Identity Authantication

Instead of basing identity authentication on what someone passesses or what
someone knows, biometric identification is based on what one is, or how one
behaves, This approach to identification is made possible by technology
developments that enable precise measurement coupled with computational power
that aliows measurements o be transformed into mathematical representations that
can be rapidly compared.

+ The Unique Physical Attribute

Fingerprints on cards, and lifted from the scene of a crime have been used for
mote than one hundred years as proof of individual identificetion for forensic
and law enforcement purposes. Once time-consumingly coliecied as inked
sets on cards, they are now routinely collected by electronic or optical sensors
that turn patterns once only defined as whorls and arches into mathematical
representations catled biometric templates. Other physical attributes that can
be measured and converted into mathematical representations include: faces,
fingerprints, hands, ins patterns, refinal pattems, vein pattems, voice patterns,
and DNA. Exploratory work has been done to establish whether physical
characteristics such as earlobes and body odor can be sffectively measured,
mathematically represented, and rapidly compared for use in electronic identity
authentication,

The Unigue Behavioral Atfribute

Measurable mathematical vatues that can be quickly compared to establish an
association with a specific person can be assigned to not only physical traits,
but also to behavioral traits. Templates reflecting individual characteristics
exhibited in signing one’s name - the speed, angle of the pen and pressure
exerted, as well as the physical appearance of the signature itself-are used in
-signature dynamics. Unique patterns that emerge in studying individual self-
expression are not limited o handwriting. The way one interacts with a
keyboard can also be studied, measured, and committed to mathematical
representation in keystroke dynamics. And behavioral atiributes aren't
retegated to things related to up-close personal axpression. The unique ways

http://www.ibia.org/biometrics/background/ 3/26/2013
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in which a person moves when walking can be, and is observed, measured
and expressed mathematically in a tachnique known as gait recognition-one of
the biomelric technologies most suited to personal identification.at a distance.

Benefits of Biometrics Compared to Traditional Identity Gonventions

One approach fo establishing the identity of an individual was based on fokens. A
token was, and remains, something a person possesses and uses o assert a claim to
identity. The passport that once took the form of a letter from the king asking all who
saw it to guarantee safe passage to the bearer— is still one of many tokens, things
one possesses, routinety used for personal identification.

Sometimes ascertaining identity required an individua! have some specific speciat
knowledge, known only by a person with bonafides. Whether a single word, a phrase,
an alphapumeric combination entered on & keyboard, or a response to a challenge -
"last four digits of your social," "mother's maiden name,” or *shortstop for the
Dodgers," etc. - what one knows remains a common practice in deciding whether an
individual's claim of identity should stand - or not.

While widely used to this day, tokens and special knowledge are by themselves no
longer sufficient to authenticate identity. If in possession of the token or facsimile, or
having by accident or design acquired the required piece of knowledge, it is relatively
easy 1o represent that one is someone, whom in fact, they are not.

Capyright © 2813 by the Intermationel Biometrics & Identification Association (IB1A}) - Home 1BIA Connector Caontact

Website Developed by Baunfire.
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Face

Our faces make lasting impressions. Despite the growing poputarity of cosmetic
surgery, research has shown that the face we are bom with remains identifiable
throughout our tives. The relationships between the parts of the face, its curves snd
contours, remain rejafively stable from childhood onward, Facial recognition
technigues use this stability as their point of departure. Facial recognition
technologies utilize digital photographs to create mathematical descriptions of
individual faces and then compare them against those stored in a database, Facial
recognition requires a large image capture device and clear lighting conditions and is
therefore most suftable to authenticats identity a fixed iocations, such as facility
access points. Facial recognition dats are also being encoded via mobile
technofapies, such as the new generation of biometric passports

Page 1 of 1

1D Registry . y

Our Mission

To advance adoption of
sesponsible use of
identification tochnologies for
managing human identity

Fafiow Us On

Copyright © 2013 by the intemational Biometrics & Identification Assaciafion {IBIA}  Home - IBIA Conneclor Contact
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Mission

The Internationai Biometries & Identification Association (iBIA) is a trade
association founded in September 1898 in Washington, DC that promotes the
effective and appropriate use of technology to determine identity and enhance
security, privacy, productivity, and convenience for individuals, organizations, and
governments,

Recognizing the vital rofe identity plays in a globafly connecied world, 1BIA brings
stakeholders into a single organization that provides a

+ forum for exchanging information and ideas;

+ clearinghouse for resclving issues and establishing policy;

+ voice for policy advocacy and education; -

+ connection to complementary organizations and standards bodies,

:Our_ key focus is on the uss of technology in determining identity. Biometrics, which is

“one of the technologies playing an increasingly impartant role in identity
management, has reached our sveryday Jives. It is commonly embedded within
solutions that protect nationat borders and pons; enhance programs like driver's
licenses and social benefits registrations; secure facilities like daycare centers,
‘banks, health clubs, and schools; prevent identity theft; secure data and transactions
for financial and health care institutions; and protect personal datz in laptops and
mobile phones,

Qur Mission

+ Promote using technology effectively and appropriatety to determine perscnat
identity and enhance security, privacy, productivity, and convenience for
individuals, organizations, and governments.

Advocate for and actively engage in developing public policy on personal
identification issues;

Collaborate with consumers, providers, associations, and entrepreneurs to
help them use biometrics to achieve effective security and business solutions;
Provide a forum to exchange information and ideas, bring visibility to the |atest
advanced biomnettic research, resolve issues, and eslablish policy posttions:
Provide information on important national and intemnational technelogy and

- policy devetopments;

Participate in relevant national and intemational technology standards bodies.

+

-

1Y

1D Registry

"~ Pagel of 1

Our Mission

To advance adoption of
rasponsible use of
identification technoiogies for
managig human identity

Follow Us On
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Defense Department Under Pressure to Share Biometric Data
January 2009

By Stew Magnuson

e TAMPA, Fla. — Within minutes of knocking down the door of a suspected bomb maker
in Irag, U.S. troops can fingerprint everyone they find inside, send the scans across a
satellite link, and find out if the subjects are suspected terrorists.

Military police in the Middie East who are manning checkpoints or sifting through job
applicants for local hires can use the same technology.

Biometrics — the science of identifying a person through his unique body
measurements such as fingerprints, iris scans, voice prints or even DNA — has come
into its own. Operations in urban areas against enemies who don’t wear uniforms

Technologies that allow investigators to identify suspected terrorists have been sped into the field, but these efforts are
not being well coordinated, and that can lead to critical information gaps, and so-cailed stovepipes, the common term for
information and communication systems that cannot link to each other, experts at the Biometrics Consortium conference

said.

There are signs that progress is being made, government officiais said. A presidential directive that was signed last year
will help federal agencies sort out who does what in terms of identity management, The Navail Post Graduate School
announced that it will begin a master’s level program in identity management. And Customs and Border Protection is
now coilecting 10 fingerprints from visitors arriving from foreign countries.

But is all this enough?

“We are still in the throes of a paradigm shift,” said Donatd Loren, deputy assistant secretary of defense for homeland
security integration.

When he walks into the Pentagon, he still flashes an ID badge with a mug shot.
“That's identification. That’s not identity management,” he said.

Biometrics is the science behind the larger issue of “identity management.” Coliecting a fingerprint is fine, but how
should the government store, secure and share — when necessary — the biometric data it collects?

Along with the military services, entities such as the State Department, the Coast Guard, Customs and Border Protection,
the Department of Justice and its law enforcement arms such as the FBI — are involved in collecting biometric data.

"The Defense Department is still in the discovery phase of interagency, international and civit support activities” when it
comes to biometrics and identity management, said Loren.
“We have to continue to work out the problems,” he added.

The release of National Security Presidential Directive 59 outlined the steps the federal government must take to
coordinate all these efforts.

The Defense Department has aiso set up several working groups and committees to tackle the problem. The National
Science and Technology Council subcommittee on biometrics and identity management and the Defense Department’s
biometrics readiness group are among them.

4/4/2013
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“We don't have a single belly button for biometrics in the Defense Department,” said Tom Dee, who is the point man for
the field in the Director of Defense Research and Engineering office, He is charged with keeping an eye on all these
programs and ensuring there is a “unity of effort.”

The deputy secretary of defense signed a directive in February defining roles and responsibilities in the Defense
Department. The Army remains the executive agent for biometrics, even though that doesn’t mean it is buying systems
for the Navy or other services, Dee said.

Two recent Government Accountability Office reports called into question the effectiveness of these Defense Department
efforts.

“While [the Defense Department] has stated some general goals for biometrics, such as providing recognized leadership
and comprehensive planning policy, it has not articulated specific program objectives, the steps needed to achieve those
objectives and the priorities, milestones, and performance measures needed to gauge results,” said the report titled
“DoD Needs to Establish Clear Goals and Objectives, Guidance and a Designated Budget to Manage its Biometrics
Activities.”

As the title suggests, the Defense Department needs a designated budget for biometrics — a “program of record” — that
links resources to specific objectives and provides a consolidated view of the resources devoted to such activities, the
report said.

So far, the Pentagon is relying on initiative-by-initiative requests for supplemental funding, the report said.

A second report, “DoD Can Establish More Guidance for Biometric Collection and Explore Broader Data Sharing,” gave a
ciear example of how the lack of a cohesive strategy for the use of biometrics can undermine military operations.

U.S. forces encountering hostile individuals in Iraq and Afghanistan collect different biometric data. It's up to the
battiefield commanders to decide whether they want to collect fingerprints, iris scans or both, *Allowing for this flexibility
results in the collection of different data that are not necessarily comparable to each other,” the October report said.

“Broader national security implications can arise, such as military personnel’s inability to identify someone who has
harmed or attempted to harm U.S. or coalition forces,” the report added.

Despite a memo declaring the Defense Department would share all its unclassified biometric information in the spirit of
interagency cooperation in the war on terrerism, the Department of Homeland Security complains that it is not receiving
regular updates of data it couid use, the report said.

Al Miller, a consultant to the office of homeland defense and America’s security affairs, said at the conference that the
FBI spent one year trying to track down who in the Defense Department could sign off on a biometrics information
sharing agreement.

In written responses to the September GAQ report, the Defense Department said it is moving toward making its
biometrics efforts programs of record, although not all technologies will neatly fit into one line in the budget. It expects
this to happen in the fiscal year 2010 budget request.

As for a lack of data sharing, the Defense Department maintains its own watch list, and said it is sending alf the
information in it to DHS when the law allows.

Meanwhile, the fight to rid Iraq of roadside bombs Is showing how effective biometrics can be in an insurgency, said
Konrad Trautman, director of inteiligence at Special Operations Command.

Biometric tools, when used on raids on suspected bomb makers’ safe houses, have heiped to kill or capture individuals
who are involved in the construction of improvised explosive devices at the average rate of two per day for the last two

years.

“How many bombs would have been made by those individuals if they were still on the battlefield?” he asked.

The goal is to rapidly exploit the evidence found on a raid site including everything the suspects have touched. There
might be five men who claim to be innocent bystanders on the scene. But one might be the operation’s paymaster, All
that has to be sorted out as soon as possible, Trautman said.

Collector ID kits are used to gather fingerprints and mugshots. Those records are sent via a small satellite dish to three
databases at the Defense Department’s biometrics fusion center, the Army’s national ground intelligence center, and the
FBI's automated fingerprint identification system.

The Defense Department has about 2.2 million files, and the FBI has another 58 million.

Through September, special operations forces have sent 28,000 submissions, with 8,000 matches coming back. And
1,722 of them positively identified the subject as part of an IED ceil,

The goal is to receive a response back within 15 minutes. In fact, the usual response time is much quicker — about four

http://www.nationaldefensemagazine.org/ARCHIVE/2009/JANUARY/Pages/DefenseDepar... 4/4/2013
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and a half minutes, Trautman said.

Other tools, such as link analysis software, can begin to build pictures of a bomb-making network. If intelligence officers
can establish a link to another suspect, and they know where he lives, the goal is to launch a second raid within an hour,
Trautman said. :

This all works great in Iraq where U.S, forces have a free hand, and there isn’t an American Civil Liberties Union lawyer
in sight. They can collect biometric data — even their DNA in some cases — from about anyone they encounter from a
known or suspected terrorist, a job appticant or a petty thief.

But when operating in other nations, U.S. forces cannot count on having this kind of freedom.

There are no international treaties covering such matters, said Dee,

There are “shady areas” when it comes to collecting biometrics, he admitted. It wifl depend mostly on bilateral
agreements. “It would be up to the host nation for what we’re permitted or not permitted to de,” he said.

Two advocacy groups, Human Rights Watch and Privacy International, wrote a joint letter to Defense Secretary Robert
Gates in July 2007 questioning the cocllection of biometric data from crdinary Iragi citizens, who aren’t suspected of
breaking any laws.

“We recognize the strategic miiitary importance of identifying threats to American rilitary personnel,” the letter said.
"However, these tactics also strip away a substantial privacy measure for Iraqi citizens in the midst of a conflict that
flows from deep religious and ethnic division.”

The letter questioned what would happen if the data were turned over to Iraqi authorities and then later misused.

*The massive aggregation of secret files on Iraqis, linked to permanent bicmetric identifiers, creates an unprecedented
human rights risk that could easily be exploited by a future government,” the letter said.

William Gravell, special adviser to the secretary of the Navy for identity management, and several other Defense
Department officials, acknowiedged that if privacy is not protected, then public acceptance for biemetrics will evaporate.
It will become one of those technologies that works well, but is not acceptable to use.

“Strong identity management does not necessarily mean weak privacy,” he said.

Capt. John Boyd, the Navy's program manager for identity management capability, said the Navy during the last two
years has collected only a few hundred mugshots and fingerprints.
The rules for what the Navy can do when boarding a foreign vessel “are totally different from Iraq or Afghanistan,” he

said.
Trautman said that having the right policies, techniques and procedures in place for partner nations will become vital.

"The policy aliows us to lash that tcgether, not just for the domestic intelligence concerns but international policy as well
or bi-naticnal policy,” he said.

Miller said the United States has bi-lateral agreements to share biometric data with about 25 countries. Every time a
foreign leader has visited Washington during the last few years, the State Department has made sure they sign such an

agreement.

He expressed some concern that the momenturn for identity managernent within the federal government, and the efforts
to sign these agreements, will falter with the change in administration in 2009,

“Today’s policies are stressing the negative — who are the bad guys,” Mitler added.

“We have to look at some goodness at what we are doing — protecting those on bases and their families with
biometrics.”

Reader Comments

Re: Defense Department Under Pressure to Share Biometric Data

COMMENT
Several Policies, Procedures and Processes need to be implemented before this dream can come true; _

+ An over all governance must be put in place, one that is empowered to walk the walk

¢ All US security, armed services and undercover agencies wide acceptance (no special cases) NO special cases

= Any person entering US buildings, instaliations, US boarders must be able to have there identity validated from ali
watch databases, NO acceptations, leave visitors and US citizens that have NO business entering these US assets alone.
» A technology that is deveioped and put in place that will conform all existing fingerprints and newly captured
fingerprints, regardless of the capture and stored algorithm (do not re-create the wheel, use what we have) with
availability to the right to know incorporated

= Multiple redundancy for data recovery and protection,

« Secured FP transfer protected by unbreakabie technologies, NANO/Photon technology plus iong encrypted
algerithms/PKI

http://www.nationaldefensemagazine.org/ARCHIVE/2009/JANUARY/Pages/DefenseDepar... 4/4/2013
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Biometrics.gov

Welcome

Blometrics.gov is the central source of information on biometrics-related activities of the Federal
government. This site and its sister site, www.biometrics org, provide a repository of biometrics-related
public information and opportunities for discussion. These wehsites, working together, were developed to
encourage greater colaboration and sharing of information on biometric activities among government
departments and agencies; commercial entities; state, regional, and international organizations; and the
general public.

Biometrics.gov provides basic information and links to specific biometric activities in the Federal
government. The site includes four main "rooms™:

= Biometrics Reference. This reom provides generat information about biometric technologies,
government programs and privacy planning

» Presidential Directives. This room provides text of Presidential Directives that touch on biometrics or
federal biometric activities

a NSTC Subcommittee on Biormetrics and Identity Management Room. This room provides information

on the Nationa! Science & Technelogy Council’s Subcommittee on Biometrics and Identity
Management. The NSTC, a Cabinet-level Councll, is the principal means within the executive branch to coordinate science and technology
policy across the diverse entities that make up the Federa! research and development enterprise.

» Standards. This room provides information on federal biometric standards policy, and a registry of recommended standards.
The National Biometrics Challenge 2011 NEW

During the last five years, evolving mission needs, coupled with advances in technology, have necessitated a new ook at biometric priorities. This
2011 update to The National Biometrics Chalfenge examines the many advances made as government, academia, and the private sector have
collaboratively responded to the priprities identifled in 2006. It also delineates some of the challenges that, five years later, have yet to be fully
addressed — and offers some new goals that might previously have seemed beyond reascnable hope of being attained but that today appear
achievabie in light of new technologies, [Download]

BCC 2011 Opening Yideo: NEW
Since the events on September 11, 2001, the biometric community has made vast technological improvements in protecting the United States and

its borders. This video will provide an overview of the advancements in biometric technology across the Federal Government since 9/11, Hi-Res
Video (51M) located below, please click the play button. To view the low-res (13M) version click here.

http://www.biometrics.gov/ ’ 4/4/2013
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NSPD-59 / HSPD-24

the

President Gearge W. Bush

For Immediate Release
Office of the Press Secretary
June §, 2008

National Security Presidential Directive and Homeland Security Presidential
Directive

NATIONAL SECURITY PRESIDENTIAL DIRECTIVE/NSPD -- 59

HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD -- 24

SUBJECT: Biometrics for Identification and Screening to Enhance National Security

Purpose

This directive establishes a framework to ensure that Federal executive departments and agencies
{agencies) use mutually compatible methods and procedures in the collection, storage, use, analysis, and
sharing of biometric and associated biographic and contextual information of individuals in a lawful and
appropriate manner, while respecting their information privacy and other legal rights under United States
law.

Scope

(1) The executive branch has developed an integrated screening capability to protect the Nation against
"known and suspected terrorists” (KSTs). The executive branch shall build upon this success, in
accordance with this directive, by enhancing its capability to collect, store, use, analyze, and share
biometrics to identify and screen KSTs and other persons who may pose a threat to national security.

(2) Existing law determines under what circumstances an individual's biometric and biographic
information can be collected. This directive requires agencies to use, in a more coordinated and efficient
manner, all biometric information associated with persons who may pose a threat to national security,
consistent with applicable law, including those aws relating to privacy and confidentiality of personal data.

(3) This directive provides a Federal framework for applying existing and emerging biometric
technologies to the collection, storage, use, analysis, and sharing of data in identification and screening
processes employed by agencies to enhance national security, consistent with applicable law, including
information privacy and other legal rights under United States law.

(4) The executive branch recognizes the need for a layered approach to identification and screening of
individuals, as no single mechanism is sufficient. For example, while existing name-based screening
procedures are beneficial, application of biometric technologies, where appropriate, improve the
executive branch’s ability to identify and screen for persons who may pose a national security threat. To
be most effective, national security identification and screening systems will require timely access to the
most accurate and most complete biometric, biographic, and related data that are, or can be, made
available throughout the executive branch.




(5) This directive does not impose requirements on State, local, or tribal authorities or on the private
sector. it does not provide new authority to agencies for collection, retention, or dissemination of
information or for identification and screening activities.

Definitions
{6) In this directive:

(a) "Biometrics™ refers to the measurable biological (anatomical and physiological) and behavioral
characteristics that can be used for automated recognition; examples include fingerprint, face, and iris
recognition; and

(b) "Interoperability” refers to the ability of two or more systems or components to exchange information
and to use the information that has been exchanged.

Background

(7} The ability to positively identify those individuals who may do harm to Americans and the Nation is
crucial fo protecting the Nation. Since September 11, 2001, agencies have made considerable progress
in securing the Nation through the integration, maintenance, and sharing of information used to identify
persons who may pose a threat to national security.

(8) Many agencies already collect biographic and biometric information in their identification and
screening processes. With improvements in biometric technologies, and in light of its demonstrated vaiue
as a tool to protect national security, it is important to ensure agencies use compatible methods and
procedures in the collection, storage, use, analysis, and sharing of biometric information.

(9) Building upon existing investments in fingerprint recognition and other biometric modalities, agencies
are currently strengthening their biometric collection, storage, and matching capabilities as technologies
advance and offer new opportunities to meet evolving threats to further enhance national security.

(10) This directive is designed to (a) help ensure a common recognition of the value of using biometrics

in identification and screening programs and (b) help achieve objectives described in the following:
Executive Order 12881 (Establishment of the National Science and Technology Council}; Homeland
Security Presidential Directive-6 (HSPD-6) (Integration and Use of Screening Information to Protect
Against Terrorism); Executive Order 13354 (National Counterterrorism Center); Homeland Security
Presidential Directive-11 (HSPD-11) (Comprehensive Terrorist Related Screening Procedures); Executive
Order 13388 (Further Strengthening the Sharing of Terrorism Information to Protect Americans); National
Security Presidential Directive-46/Homeland Security Presidential Directive-15 (NSPD-46/HSPD-15) (U.S.
Policy and Strategy in the War on Terror); 2005 Information Sharing Guidelines; 2006 National Strategy
for Combating Terrorism; 2006 National Strategy to Combat Terrorist Travel; 2007 National Strategy for
Homeland Security; 2007 National Strategy for information Sharing; and 2008 United States Intelligence
Community Information Sharing Strategy.

Poiicy

(11} Through integrated processes and interoperable systems, agencies shall, to the fullest extent
permitted by law, make available to other agencies all biometric and associated biographic and contextual
information associated with persons for whom there is an articulable and reasonable basis for suspicion
that they pose a threat to national security.

(12) Ali agencies shall execute this directive in a lawful and appropriate manner, respecting the
information privacy and other legal rights of individuals under United States law, maintaining data integrity



and security, and protecting intelligence sources, methods, activities, and sensitive iaw enforcement
information.

Policy Coordination
{13) The Assistant to the President for Homeland Security and Counterterrorism, in coordination with the

Assistant to the President for National Security Affairs and the Director of the Office of Science and
Technology Policy, shail be responsibie for interagency policy coordination on all aspects of this directive.

Roies and Responsibilities

(14) Agencies shall undertake the roles and responsibilities herein to the fullest extent permitted by law,
consistent with the policy of this directive, including appropriate safeguards for information privacy and
other legal rights, and in consultation with State, local, and tribal authorities, where appropriate.

(15) The Attorney General shali:

(a) Provide legal policy guidance, in coordination with the Secretaries of State, Defense, and Homeland
Security and the Director of National Intelligence (DNI), regarding the lawful collection, use, and sharing
of biometric and assoctated biographic and contextual information to enhance national security; and

{b) In coordination with the DNI, ensure that policies and procedures for the consolidated terrorist
watchlist maximize the use of all biometric identifiers.

(16) Each of the Secretaries of State, Defense, and Homeiand Security, the Attomey General, the DN,
and the heads of other appropriate agencies, shall:

(a) Develop and implement mutually compatible guidelines for each respective agency for the collection,
storage, use, analysis, and sharing of biometric and associated biographic and contextual information, to
the fullest extent practicable, lawful, and necessary to protect national security;

{b) Maintain and enhance interoperability among agency biometric and associated biographic systems,
by utilizing common information technology and data standards, protocols, and interfaces;

(c) Ensure compliance with laws, policies, and procedures respecting information privacy, other legal
rights, and information security;

(d) Establish objectives, priorities, and guidance to ensure timely and effective tasking, collection,
storage, use, analysis, and sharing of biometric and associated biographic and contextuai information
among authorized agencies;

(e) Program for and budget sufficient resources to support the development, operation, maintenance,
and upgrade of biometric capabilities consistent with this directive and with such instructions as the
Director of the Office of Management and Budget may provide; and

{f) Ensure that biometric and associated biographic and contextual information on KSTs is provided to
the National Counterterrorism Center and, as appropriate, to the Terronist Screening Center.

{17) The Secretary of State, in coordination with the Secretaries of Defense and Homeland Security, the
Attorney General, and the DNI, shall coordinate the sharing of biometric and associated biographic and
contextual information with foreign partners in accordance with applicable law, including international
obligations undertaken by the United States.



(18) The Director of the Office of Science and Technology Policy, through the National Science and
Technology Council (NSTC), shall coordinate executive branch biometric science and technology policy,
including biometric standards and necessary research, development, and conformance testing programs.
Recommended executive branch biometric standards are contained in the Registry of United States
Government

Recommended Biometric Standards and shall be updated via the NSTC Subcommittee on Biometrics
and ldentity Management,

Implementation

(19) Within 90 days of the date of this directive, the Attorney General, in coordination with the Secretaries
of State, Defense, and Homeland Security, the DNI, and the Director of the Office of Science and
Technology Policy, shall, through the Assistant to the President for National Security Affairs and the
Assistant to the President for Homeland Security and Counterterrorism, submit for the President's
approval an action plan to implement this directive. The action plan shall do the following:

(a) Recommend actions and associated timelines for enhancing the existing terrorist-oriented
identification and screening processes by expanding the use of biometrics;

(b) Consistent with applicable law, (i) recommend categories of individuals in addition to KSTs who may
pose a threat to national security, and (ii) set forth cost-effective actions and associated timelines for
expanding the collection and use of biometrics to identify and screen for such individuals; and

(c) Identify business processes, technological capabilities, legal authorities, and research and
development efforts needed to implement this directive.

(20) Within 1 year of the date of this directive, the Attorney General, in coordination with the Secretaries
of State, Defense, and Homeland Security, the DNI, and the heads of other appropriate agencies, shall
submit to the President, through the Assistant to the President for National Security Affairs and the
Assistant to the President for Homeland Security and Counterterrorism, a report on the implementation of
this directive and the associated action plan, proposing any necessary additional steps for carrying out
the policy of this directive. Agencies shall provide support for, and promptly respond to, requests made
by the Attorney General in furtherance of this report. The Attorney General will thereafter report to the
President on the implementation of this directive as the Attorney General deems necessary or when
directed by the President,

General Provisions

(21) This directive:

(a) shall be implemented consistent with applicable law, including intemational obligations undertaken by
the United States, and the authorities of agencies, or heads of such agencies, vested by law;

(b} shall not be construed to alter, amend, or revoke any other NSPD or HSPD in effect on the effective
date of this directive: '

(c) is notintended to, and does not, create any rights or benefits, substantive or procedural, enforceable
by law or in equity by a party against the United States, its departments, agencies, instrumentalities, or
entities, its officers, employees, or agents, or any other person.



GEORGE W. BUSH

HEH

Source: The White House



CJIS ADVISORY POLICY BOARD (APB)
SPRING 2012 ADVISORY PROCESS MEETINGS
INFORMATIONAL TOPICS
STAFF PAPER
INFORMATIONAL TOPIC F
Biometric Information Sharing Update
PURPOSE

To provide an update on biometric information sharing initiatives.

POINT OF CONTACT

SSA D.A. (Andy) Loftin, 304-625-4554

FEEDBACK

Please send all questions or comments concerning this topic via the electronic
feedback form on Law Enforcement Online or via the feedback form provided to
the Training and Systems Education Unit at facsimile, (304) 625-5090 or e-mail:
<AGMU@leo.gov>.

BACKGROUND

The CIIS Division’s Global Initiatives Unit (GIU) has previously briefed APB
Subcommittees and Working Groups on the following biometric information
sharing initiatives:

¢ Foreign Biometric Exchange

e Preventing and Combating Serious Crime Agreements

¢ The Biometric Information Sharing Policy and Biometric Information
Sharing Working Group

UPDATE:

Foreign Biometric Exchange (FBE): Based on previous briefings to and

recommendations from the APB as well as pre-existing information sharing
authorities of the FBI, the GIU's Foreign Biometric Exchange (FBE) program
obtains and delivers biometric samples and related information from foreign law
enforcement sources to the CJIS Division for data ingest, review, analysis, and
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comparison with IAFIS. These samples are typically comprised of potential
terrorist subjects, transnational criminals, or persons of national security interest.
Retention of foreign biometric data in IAFIS depends on the particular agreement
with the foreign agency. The GIU also assists with improving FBE capabilities by
providing training and analysis to the foreign agency. Furthermore, the GIU
receives and processes ad hoc international biometric inquiries as well as
facilitates such inquiries of a foreign country’s AFIS for the FBL. These ad hoc
requests are brokered through the FBI's Legal Attaches (LEGATS) based on their
authorities to share information with foreign law enforcement partners.

Through the FBE program, the CJIS Division has sharing relationships with 77
countries, in the form of both informal (ad hoc, verbal} agreements and formal
agreements (Memoranda of Agreement, Memoranda of Understanding, or Letters
of Cooperation). Collections by GIU from foreign partners range from a few
records to thousands of records. To date, GIU has collected over 990,000 records
from foreign partners, with over 600,000 from Afghanistan collection missions
alone.

Preventing and Combating Serious Crime (PCSC): The PCSC agreements
represent a White House and Congressionally-mandated joint effort between the
Department of Justice, the Department of Homeland Security, and the Department
of State to enter into bilateral information sharing agreements with the 36 Visa
Waiver Program (VWP) countries in order to make the VWP more secure. These
agreements are being implemented by the FBI at the direction of the Attorney
General and will allow each party to have access to each other's fingerprint
databases on a hit/no hit basis. Requests for additional information will be
coordinated on a case-by-case basis, and provided through established channels
(e.g., the appropriate LEGAT). All requests made under PCSC are strictly limited
to Criminal Justice purposes.

Currently 20 of the 36 VWP countries have entered into PCSC agreements with
the U.S.; however, none are currently sharing via the agreements. These countries
include Australia, Austria, Belgium, Czech Republic, Denmark, Estonia, Finland,
Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Malta, the
Netherlands, Portugal, Slovakia, South Korea, and Spain. Additionally one non-
VWP country, Croatia, has signed a PCSC agreement.

Although Germany is not yet sharing via their PCSC agreement, the CJIS Division
established PCSC connectivity with Germany’s BKA in early December 2011.
PCSC related sharing can commence once Germany addresses remaining internal
details. Meanwhile, Spain, Estonia, Czech Republic, and Slovakia have expressed
a willingness to begin sharing information under PCSC through interim measures

Information Only Topic F, Page 2



until the automated connections can be established. The FBI and DHS plan to
travel to these countries in early 2012 to initiate the interim PCSC sharing
solution.

Biometric Information Sharing Policy and the Biometri¢c Information Sharing
Working Group (BISWG): A working group has been established to approve and

track the sharing of biometric extracts. The Biometric Information Sharing Policy
and its Charter remain in draft form and are currently undergoing revision.
However, all foreign biometric extract requests are being reviewed and approved
through this process. To date, only FBI owned records have been shared via
foreign extracts. .
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MEMORANDUM OF UNDERSTANDNG.
BETWEEN
THE FEDERAL BUREAU OF INVESTIGATION -
AND | -
THE STATE OF HAWAIl DEPARTMENT OF THE ATTORNEY GENERAL
FOR THE
INTERSTATE PHOTO SYSTEM FACIAL RECOGNITION PILOT

GENERAL PROVISIONS

1. PURPOSE: This Memorandum of Understanding (MOU)) between the Federal Bureau of
Investigation (FBI), Criminal Justice Information Services (CJIS) Division, and the State of
Hawaii Department of the Attomey Generel (HDAG), hereinafter referred to as the "Parties,” is
for the limited purpose of testing and piloting the FBI's Interstate Photo System Facial
Recognition Pilot (IPSFRP). This MOU memorializes the Parties' understandings regarding the
transmittal, receipt, storage, use, and dissemination of information relating to this piloting
initiative. '

2. BACKGROUND: The FBI maintains millions of digital representations of fingerprint
images, features from digital fingerprint images, and associated criminal history record
information in the Infegrated Automated Fingerprint Identificatior System (JAFIS), The IAFIS
provides automated fingerprint search capabilities, latent print search capabilities, electronic

* image storage and elecivoni¢ exchange of fingerprints, criminal history and associated photos to
support law enforcement and authorized civil organizations. Collectively, this data compriges the
biometric content, format, and units of measurement for the elecironic exchange of information
that may be used for positive fingerprint identifications. Given the advances in biometric
identification technology, including hardware, software, and digital imaging, it is essential that
existing search capabilities be enhanced to meet authorized customer needs. The CJIS Division's
Next Generation Identification (NGI) System expects to reduce terrorist and other criminal
activities by implementing multiple search capabilities that will improve, expand, or create new
biometric identification tools and investigative services for the FBI's user cormunity.

The IPSFRP satisfies a subset of the NGI Interstate Photo System (IPS) requirements, and
2 protofype system was delivered to assist in the development of the IPS facial recognition
system. Upon full implementation, IPS enhancements will: 1) expand storage capacity, thereby
allowing a more robust photo repository; 2) permit photo submissions independent of arrests; 3)
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full implementation, IPS enhancements will: 1) expand storage capacity, thereby allowing a more
robust photo repasitory; 2) permit photo submissions independent of arrests; 3) permit bulk submission
of photos being maintained at state and federal repositories; 4) accommodate the submission and
searching of non-facial photos (e.g., Scars, Marks and Tattoos [SMTs]); 5) permit IPS photo retrieval
via the National Crime Information Center (NCIC); and 6) provide facial recognition search
capabilities,

It is important to note that although facial recognition technology has been under development
since the 1960's, universal algorithmic approaches for facial recognition do not exist. Approaches

* originally tailored to low resolution, two-dimensional images have been improved to account for greater

ievels of resolution and thre¢-dimensional data. The U.S. Government has performed multiple
evaluations of facial recognition techrology and preliminary resuits demonstrate that accuracy has
greatly improved. Accordingly, these enhancements support the FBIs decision to enhance its photo
processing capabilities in the eatly stages of NGI system development, to include facial recognition
technology. :

To address and enhance photo processing capabilities, the FBI is initiating the IPSFRP as a
collaborative effort to identify user needs, provide proof of concept, establish thresholds for lights out
searches at the national leve! and develop a useful investigative tool for the law enforcement community.

Agencies participating in this pilot prt;gram have implemented a facial recognition system for
investigative, identity authentication and/or tracking purposes. In support of this initiative, the HDAG
will submit images to a state/regional photo repasitory and the repasitory will provide search results to
the submitting law enforcement agency. The HDAG will also request that the photo submission be
forwarded to the CJIS Division, via the CJIS Wide Area Network (WAN) or other FBI approved
secure web services, for comparison against the FBI’s national photo repository. This pilot is designed
to provide participating law enforcement agencies an automated facial recognition search of a subset of
the FBI’s national photo repository unfil fill implementation of the IPS facial recognition search
capability in 2014. The IPSFRP will represent a subszt of the IPS repository and will be expanded
and updated periodically throughout the pilot. The subset repository will not represent & real time
reflection of the IPS or Interstate Identification Index (II) photo repository.

Technical specifications for the IPSFRP are derived from the CJIS Electronic Biometric
Transmission Specification (EBTS) and the Americen National Standards Institute (ANSD) American
National Standard for Information Systems - Data Fotmat for the Interchange of Fingerprint, Facial, &
other Biomietric Information., :

During the IPSFRP piloting phase, relevant transactions will be analyzed by the Parties and
their authorized contractors to assess system performance. In addition, the NGI IPS system design will

be recording lessons learned and user input. )



System availability will be limited during thig initiative. Accordingly, the CJIS D1v1s10n will
provide advanced notice of sporadic system availability, backup recovery limitations, and failover
shortfalls during the prototype phase. In addition, the CJIS Division may lumt the number of
‘transactions that will be accepted durmg the pilot phase.

3. AUTHORITY: The FBI enters into th1s MOU under the statutory authority provided by Title 28,
United States Code, § 534,

4. SCOPE; This MOU apphes to facial photo images provided by the HDAG and the FBI's
responses.

A. The FBI will;
1. Acceptone ﬁ'ontal facial photo submission per IPSFRP search request;
2. S'e;arch each frontal facial image against the IPSFRP national repository;
3. Provide a candidate list per each applicable [PSFRP search request, The candidate list will
contain the agency’s requested number (minimum of 2) of candidates, ora default number of 20
candidates if not specified by the agency, as well as a caveat message;
4. Provide a valid FBI identifier for each candidate;
5. Maintain a log of all transactions and disseminations;
6. Designate a point of contact (POC) for issues and concerns related to this initiative;

7. Conduct post processing on submitted transactions to determine system performmce and
miss analysis and provide results to the submitting agency; and

B. The HDAG will; .

1. Submit no more than one frontal facial photo (EBTS - ANST compliant) per IPSFRP search
request via the CJIS WAN or othér FBI approved secure web services;

. 2. Request a specified nurnber (minimum of 2, default of 20, maximum of 50) of retumed
candidates;
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3. Conduct a search of the III to ensure information derived from the IPSFRP candidate lists
are up-to-date;

5. Disseminate FBI responses to authorized criminal justice recipients as an investigative lead;

A. Provide the CJIS Division with post processing results, such as:
L. Agency identified a subject from the candidate list and what rank.
2. Search resulted in an investigative lead.
3. Search was of no value,

B. Designate a POC for issues and concems related to this initiative.

6. DISCLOSURE AND USE OF INFORMATION: The IPSFRP pilot search will be limited to
authorized criminal justice agencies for eriminal justice purposes. The IPSFRP, and the photo search
thereof, is considered to be a part of the IAFIS, therefore all CJIS rules regardmg access to IAFIS and
dissemination/use of FBI provided information will apply. The Parties acknowledge that information
involved in this initiative may identify United States persons, whose information is protected by the
Privacy Act of 1974, Executive Order 12333, any successor executive order, or other federal
authority, Accordingly, all such information will be treated as “law enforcement sensitive” and
protected ffom unauthorized disclosure, Each Party will immediately report to the other Party any
instance in which data received from the other Party is used, disclosed, or eccessed in an unauthorized
manner (including eny data losses or breaches). )

Information derived from the FBI IPSFRP search requests and resulting responses are to be
used-only as investigative leads. Though there are expected to be similarities between submitted images
and candidate lists, results shall not be considered to be positive identifications nor considered to have
active warrants. Although the emerging technology of facial recognition has made great strides over the
years, facial recognition inftiatives are not deemed to provide positive identifications and the Parties are
prohibited from relying solely on IPSFRP search responses as the sole impetus for law enforcément
action. .Other indicators and factors must be oonsxdered by the submitting agency prior to making an

identification.

7. FUNDING: There are no reimbursable expenses associated with this level of support. Each Party
will fund its own activities unless otherwise agreed to in writing, Expenditures will be subject to
budgetary processes and availability of funds and resources pursuant to applicable laws, regulations and
policies. The Parties expressly acknowledge that this MOU in no way implies that Congress or the
State of Hawaii will appropriate funds for such expenditures.



8. SETTLEMENT OF DISPUTES: Disagreements between the Parties arising under or relating to
this MOU will be resolved only by consultation between the Parties and will not be referred to any

other person or entity for settlement.

9. SECURITY: It is the intent of the Parties that the transfer of information described under this MOU
will be conducted at the unclassified level. Classified information w111 neither be provided nor generated

under this MOU, ;
10. AMENDMENT and TERMINATION:

A. All activities under this MOU will be carried out in accordance to the above described
provisions.

B. This MOU may be amended or terminated at any time by the mutual written consent of the
Parties' authorized representatives.

C. Either Party may terminate this MOU upon thirty (30) days written notification to the other
Party. Such notice will be the subject of immediate consultation by the Perties to decide upon
the appropriate course of action. In the event of such termination, the following rules apply:

1. The Parties will continue participation, ﬁnancla] or otherwise, up to the effective date of
termination.

2, Each Party will pay the costs it incurs as a result of termination.

3. All inforrnation, copies thereof, and rights therein received under the prows:ons of this MOU
prior to the tenmnatmn will be maintained in accordance with the receiving Party's practices.

11, ENTRY INTO FORCE, AND DURATION: This MOU, which consists of ten Sections, will
enter into effect upen the signature of both Parties, wiil be reviewed annually, on or prior to the
anniversary date, to determine whether amendments are needed, and will remain in effect until
terrainated or completion of the testing and piloting phase. This MOU is not intended, and should not
be construed, to create any right or benefit, substantive or procedural, enforceable at law or otherwise
by any third party against the Parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof



The preceding ten (10) sections represent the understandings reached between the FBI and the Hawaii
Crnmnal Justice Data Center,

" FOR THE FEDERAL BUREAU OF INVESTIGATION

David Cuthbertson Date
Assistant Director '
Criminal Justice Information Services Division

Federal Bureau of Investigation

FOR THE STATE OF HAWAII
DEPARTMENT OF THE ATTORNEY GENERAL

Qmwe.@ M - te ¥t

}~ David M. Louie Date

Attorney General”
State of Hawaii
Department of the Attomey General



MEMORANDUM OF UNDERSTANDING
BETWEEN
THE FEDERAL BUREAU OF INVESTIGATION
AND

MARYLAND DEPARTMENT OF PUBLIC SAFETY AND CORRECTIONAL SERVICES
INFORMATION TECHNOLOGY AND COMMUNICATIONS DIVISION

FOR THE
INTERSTATE PHOTO SYSTEM FACIAL RECOGNITION PILOT

GENERAL PROVISIONS

1. PURPOSE: This Memorandum of Understanding (MOU) between the Federal Bureau of
Investigation (FBI), Criminal Justice Information Services (CJIS) Division, and the Maryland
Depattment of Public Safety and Correctional Services, Information Technology and
Communications Division (DPSCS-ITCD) hereinafter referred to as the "Parties," is for the
limited purpose of testing and piloting the FBI's Interstate Photo System Facial Recognition Pilot
(IPSFRP). This MOU memorislizes the Parties' understandings regarding the transmittal,
receipt, storage, use, and dissemination of information relating to this piloting initiative.

2. BACKGROUND: The FBI maintains millions of digital representations of fingerprint
images, features from digital fingerprint images, and associated criminal history record
information in the Integrated Automated Fingerprint Identification System (IAFIS). The IAFIS
provides automated fingerprint search capabilities, latent print search capabilities, electronic
image storage and electronic exchange of fingerprints, criminal history and associated photos to
support law enforcement and authorized civil organizations. Collectively, this data comprises the
biometric content, format, and units of measurement for the electronic exchange of information
that may be used for positive fingerprint identifications. Given the advances in biometric
identification technology, including hardware, sofiware, and digital imaging, it is essential that
existing search capabilities be enhanced to meet authorized customer needs. The CJIS Division's
Next Generation ldentification (NGI) System expects to reduce terrorist and other criminat
activities by implementing multiple search capabilities that will improve, expand, or create new
biometric identification tools and investigative services for the FBI's user community.

The IPSFRP satisfies a subset of the NGI Interstate Photo System (IPS) requirements, and
a prototype system was delivered to assist in the development of the IPS facial recognition
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system, Upon full implementation, IPS enhancements will: 1) expand storage capacity, thereby
allowing 2 more robust photo repository; 2) permit photo submissions independent of arrests;

3) permit bulk submission of photos being maintained at state and federal repositories;

4) accommaodate the submission and searching of non-facial photos (e.g., Scars, Marks, and
Tattoos); 5) permit IPS photo retrieval via the National Crime Information Center; and 6) provide
facial recognition search capabilities.

It is important to note that although facial recognition technology has been under
development since the 1960's, universal algorithmic approaches for facial recognition do not
exist. Approaches originally tailored to low resolution, two-dimensionsal images have been
improved to eccount for greater levels of resolution and three-dimensjonal data, The U.S.
Government has performed multiple evaluations of facial recognition technology and preliminary
results demonstrate thet accuracy has greatly improved. Accordingly, these enhancements
support the FBI's decision to enhance its photo processing capabilities in the early stages of NGI
system development, to include facial recognition technology.

To address and ephance photo processing capabilities, the FBI is initiating the IPSFRP as
a collaborative effort to identify user needs, provide proof of concept, establish thresholds for
lights out searches at the national level, and develop a usefisl investigative tool for the law
enforcernent community.

Agencies participating in this pilot program have implemented a facial recognition system
for investigative, identity authentication and/or tracking purposes. In support of this initiative,
the DPSCS-ITCD will submit images to a state/regional photo repository and the repository will
provide search results to the submitting law enforcement agency. The DPSCS-ITCD will also
request that the photo submission be forwarded to the CJIS Division, via the CJIS Wide Area
Network (WAN) or other FBI approved secure web services, for comparison against the FBI’s
national photo repository. This pilot is designed to provide participating law enforcement
agencies an autornated facial recognition search of a subset of the FBI's national photo repository
until full implementation of the IPS facial recognition search capability in 2014. The [PSFRP
will represent a subset of the IPS repository and will be expanded and updated periodically
throughout the pilot. The subset repository will not represent a real time reflection of the IPS or
Interstate Identification Index (TI) photo repository.

Technical specifications for the IPSFRP are derived from the CJIS Electronic Biometric
Transmission Specification (EBTS) and the American National Standards Institute (ANSI)
American National Standard for Information Systems - Data Format for the Interchange of
Fingerprint, Facial, & other Biometric Information.

During the IPSFRP piloting phase, relevant transactions will be analyzed by the Parties
and their authorized contractors to assess system performance. In addition, the NGI IPS system
design will be recording lessons learned and user input.



System availability will be limited during this initiative. Accordingly, the CJIS Division
will provide advanced notice of sporadic system availability, backup recovery limitations, and
failover shortfalls during the prototype phase. In addition, the CJIS Division may limit the
number of transactions that will be accepted during the pilot phase.

3. AUTHORITY: The FBI enters into this MOU under the statutory authority provided by Title
28, United States Code, § 534.

4. SCOPE: This MOU applies to facial photo images provided by the DPSCS-ITCD and the
FBI's responses.

A. The FBI will:
1. Accept ope frontal facial photo submission per IPSFRP search request;
2. Search each frontal facial image against the [PSFRP national repository;
3. Provide a candidate list per each applicable IPSFRP search request. The candidate list
will contain the agency’s requested number (minimum of 2} of candidates, or a default
number of 20 candidates if not specified by the agency, as well as a caveat message;
4. Provide a valid FBI identifier for each candidate; -
5. Maintain a log of ali transactions and disseminations;
6. Designate a point-of-contact (POC) for issues and concerns related to this initiative;
7. Notify the submitting agency if a CJIS facial examiner determines (during post
processing) that a probable match between the probe image and a gallery image on the
retumed candidate list exists; and

B. The DPSCS-ITCD will:

1. Submit no more than one frontal facial photo (EBTS - ANSI compliant) per IPSFRP
search request via the CJIS WAN or other FBI approved secure web services;

2. Request a specified number (minimum of 2, default of 20, maximum of 50) of
returned candidates;

3. Conduct 8 search of the M1 to ensure information derived from the [PSFRP candidate
lists are up-to-date;



5. Disseminate FBI responses to authorized criminal justice recipients as an investigative lead: ‘

A. Provide the CJIS Division with post processing results, such as:
1. Agency identified a subject from the candidate list and what rank.
2. Search resulted in an investigative lead.
3, Search was of no value.

B. Designate a POC for issues and concemns related to this initiative.

6. DISCLOSURE AND USE OF INFORMATION: The IPSFRP pilot search will be limited to
authorized criminal justice agencies for criminal justice purposes. The IPSFRP, and the photo
search thereof, is considered to be a part of the [AFIS, therefore all CJIS rules regarding access to
IAFIS and dissemination/use of FBI provided information will apply. The Parties acknowledge
that information involved in this initiative may identify United States persons, whose information
is protected by the Privacy Act of 1974, Executive Order 12333, any successor executive order,
or other federal authority, Accordingly, all such information will be treated as “law enforcement
sengitive” and protected from unauthorized disclosure. Each Party will immediately report to the
other Party any instance in which data received from the other Party is used, disclosed, or
accessed in an unauthorized manner (including any data losses or breaches).

* Information derived from the FBI IPSFRP search requests and resulting responses are to
be used only as investigative leads. Though there are expected to be similarities between
submitted images and candidate lists, resulis shall not be considered to be positive identifications
nor considered to have active warrants, Although the emerging technology of facial recognition
has made great strides over the years, facial recognition initiatives are not deemed to provide
positive identifications and the Parties are prohibited from relying solely on IPSFRP search
responses as the sole impetus for law enforcement action. Other indicators and factors must be
considered by the submitting agency prior to making an identification.

7. FUNDING: There are no reimbursable expenses associated with this level of support. Each
Party will fund its own activities unless otherwise agreed to in writing. Expenditures will be
subject to budgetary processes and availability of funds and resources pursuant to applicable
laws, regulations and policies. The Parties expressly acknowledge that this MOU in no way
implies that Congress will appropriate funds for such expengditures.

8. SETTLEMENT OF DISPUTES: Disagreements between the Parties arising under or relating
to this MOU will be resolved only by consultation between the Parties and will not be referred to

any other person or entity for settlement.

9. SECURITY: lt is the intent of the Parties that the transfer of information described under this
MOU will be conducted at the unclassified level. Classified information will neither be provided
nor generated under this MOU.



10. AMENDMENT and TERMINATION:

A. Al} activities under this MOU will be carried out in accordance to the above described
provisions.

B. This MOU may be amended or terminated at any time by the mutual written consent of the
Parties’ authorized representatives.

C. Either Party may terminate this MOY upon thirty (30) days written notification to the
other Party. Such notice will be the subject of immediate consultation by the Parties to
decide upon the appropriate course of action. In the event of such termination, the

following rules apply:

1. The Parties will continue participation, financial or otherwise, up to the cffective date
of termination.

2, Each Party will pay the costs it incurs as a result of termination.

3. All information, copies thereof, and rights therein received under the provisions of this

MOU prior to the termination will be maintained in accordance with the receiving Party's

practices,
11. ENTRY INTO FORCE, AND DURATION: This MOU, which consists of eleven Sections,
will enter into effect upon the signature of both Parties, will be reviewed annually, on or prior to
the anniversary date, to determine whether amendments sre needed, and will remain in effect
unti] terminated or completion of the testing and piloting phase. This MOU is not intended, and
should not be construed, to create any right or benefit, substantive or procedural, enforceable at
law or otherwise by any third party against the Parties, their parent agencies, the United States, or
the officers, employees, agents, or other associated personmel thereof,



The preceding eleven (11) sections represent the understandings reached between the FBI and the
DPSCS-ITCD.

FOR THE FEDERAL BUREAU OF INVESTIGATION

David Cuthbertson Date
Asgistant Director

Criminal Justice Information Services Division

Federal Burean of Investigation

FOR THE MARYLAND
DEPARTMENT OF PUBLIC SAFETY
AND CORRECTIONAL SERVICES

7&.,,4(,2 d‘ >z [l
Ron Brothers Date
Chief Information Officer
State of Maryland
Department of Public Safety
and Correctional Services

WJ-F« Gin ad fegal :.mé.}nuv‘.

et 2 AL / 2){4@
Stuart Nathan te
Principal Counsel

Maryland Department of Public Safety

and Correctional Services







IN THE DISTRICT COURT OF CLEVELAND COUNTY
STATE OF OKLLAHOMA

KAYE BEACH,
Plaintiff,
V.
OLLAHOMA DEPARTMENT OF

PUBLIC SAFETY; MICHAEL C.

T THOMPSON, COMMISSIONER OF
THE CKLAHOMA DEPARTMENT OF
PUBLIC SAFETY, IN HIS OFFICIAL
AND INDIVIDUAL CAPACITY,; RICKY
G ADAMS, ASSISTANT
COMMISSIONER OF THE
OKLAHOMA DEPARTMENT OF
PUBLIC SAFETY, IN HIS OFFICIAL
AND INDIVIDUAL CAPACITY,

7 Deféndants.

Vuvuvvvuvvvvuuvvvvv

Case No. CJ-2011-1469

DEFENDANTS OKLAHOMA DEPARTMENT OF PUBLIC SAFETY,
MICHAEL C. THOMPSON AND RICKY ADAMS

ANSWER TO PLAINTIFF’S PETITION

Forits Answer to the Plaintiff’s Petition, Defendants Oklahoma Department of Public Safety,

Michael C. Thompson and Ricky Adams, in their official and individual capacities, (hereinafter

“State Defendants™), deny any and all material allegations of Plaintiff’s Petition unless specifically

admitted herein. State Defendants further state the following:

L. State Defendants,ai'e without information as to the truth of the averments in paragraph

' one (1) of Plaintiff’s Petition and, therefore, it is denied and strict proof thereof is demanded.




2 State Defendants admit the averment in paragraph two (2) of Plaintiff’s Peti_tion that
tht Oklahoma Department of Public Safety is a state entity and further admit that suing Michael
Tlompson and Ricky Adams in their official capacities is the same as suing  state entity, but deny
thit théy are “Governmental entity(s)” as defined by 51 0.5, § 25i(5) of that they are properly sued
in(heir individual capacities under 51 O.8. § 256 and strict proof thereof is demanded. Furthermore,
Stite Defendants deny the averments in paragraph two (2) of Plaintiff’s Petition that the Oklahoma

Religious Freedom Act at‘51 0.8. §§251 et. seq. provides any private canse of action against any
| state efnployeé in their individual capacity whether acﬁng under color of state law or otherwise and
_dem'es the same and demands stﬁc‘t proof .thereof.

3 State Defendants dénythe averments in paragraph three (3) of Plaintiff’s Petitionand .

demandr strict proof théreof.
| _ COUNT 1
OKLAHOMA RELIGIOUS F M‘ EDOM ACT OKLA. STAT. TIT, Si, §§ 251-258

4 State Defendants are without information as to the truth of the averments in -
paragraph four (4) of Plaintiff’s Petition and, therefore, it is denied and strict proof thereof is
demanded. -

5. State Defendants are without information as to the. truth of the averments in
paragraph five (5) of Plaintiff’s Petition and, therefore, it is denied and strict proof thereof is
demanded. |

6. State Defendants are without information as to the truth of the averments in
paragraph six (6) of Plaintiff’s Petition and, therefore, it is denied and strict proof thereof is

demanded.






" PUBLIC SAFETY, IN HIS OFFICIAL

"IN THE DISTRICT COURT OF CLEVELAND COUNTY

STATE VOF OKLAHOMA
KAYE BEACH,
Flaintiff,
v, Case No, CJ-2011-1469
OKLAHOMA DEPARTMENT QF
. PUBLIC SAFETY; MICHAEL C.
THOMPSON, COMMISSIONER OF

THE OKLAHOMA DEPARTMENT OF
PUBLIC SAFETY, IN HIS OFFICIAL
AND INDIVIDUAL CAPACITY; RICKY
G. ADAMS, ASSISTANT
COMMISSIONER OF THE
OKLAHOMA DEPARTMENT OF

AND INDIVIDUAL CAPACITY,

M M St N St M St N N M N N i v N S o e N

Defendants.
* RESPONSE TO PLAINTIFE’S FIRST DISCOVERY TO DEFENDANTS

Defendants, Oklahoma Department of Public Safety, Michael C. Thompson, Commissioner

" of The Oklahoma Department of Public Safety, and Ricky G. Adams, Assistant Commissioner, by

~and through Assistant Attorney Generals, John D. Hadden, and Kevin McClure, submit their

responses to Plaintiff’s First Discovery and state as follows:
GENERAL RESPONSES AND OBJECT 10ONS
L. | Each of the following responses are made without waiving any objections Defendants,
may have with respect to the subsequent use of these responses or any documents referred to hereirn.
2 Defendants; specifically reservé the following: (1) alquuestions and objections asto
the competency, relevance, maieriélity and admissibility of responses contained heréin; (2) the right

to object to the use of responses set forth herein in any subsequent suit or proceeding in this action,




REQUEST FOR ADMISSION NO. 7: Admit that biometric information taken from

Drivers License or Identification Card Applicants is accessible by Fusion Centers.

RESPONSE: Without a specific definition of “Fusion Centers” this request must be
dénied. |

REQUEST FOR ADMISSION NO. §: Admit that biometric information accessible by
Fusion Centeré may be and has been provided to State and Federal law enforcement agencies or
departments upon request without a warrant.

RESPONSE: See Response to Request Number 7.

REQUEST FOR ADMISSION NO. 9; Admit that the Department of Public Safety collects
Hometric information ﬁom Drivers License and Identification Card Applicapts without the existence

_ «f any individualized suspicion of wrongdeing and without obtaining a warrant.

RESPONSE: Admitted.

. REQUEST FOR ADMISSION NO. 10: Admit that the Fusion Tag Agency, located at 1236
North Interstate Drive, Norman, OK 73072, in Cleveland County, Oklahoma, is a motor license
agent/agency of thg: defendant Oklahqma Department of Public Safety (“DPS”), as contemplated in
47 0.8. §§ 1140 et seq.

RESPONSE; It is admitted that Fusion Tag Agency is a Motor License Agent of the
Oklahoma Tax Commission, and has been approved b.y the Department of Public Safety to issue
DL/ID cards on behalf of the Department of Public Safety. |

RE( QA UEST FOR ADMISSION NO. 11: ;&dmit that Department of Public Safety consider’s

an individual’s birth certificate as proof of identity.



Respeetiitly submitted,
A

KEVIN L. MCCLURE, OBA# 12767
Assistant Attorney General

Oklahoma Attorney General’s Office
Litigation Division

313 N. E. 21st Street

Oklahoma City, Oklahoma 73105

Tele: (405) 521-4274 Fax: (405) 521-4518
Kevin.McClure@oag.ok.gov

Attorney for Defendants Department of Public
Safety, Thompson and Adams

CERTIFICATE OF SERVICE

This is to certify that on the 18* day of June, 2012, a true and cortect copy of the above and
foregoing document was mailed postage prepaid, to: :

M Eileen Echols

Jonathan D. Echols

Echols and Associates ,

9925 South Pennsylvania Ave., Suite 100
QOklahoma City, OK 73159

John W. Whitehead
Douglas R. McKusick
. The Rutherford Institute
P.O. Box 7482
Charlottesville, VA 22906-7482

;Z{ e

I(evih L. McClure
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March 18, 2011

Oklahoma State Department of Public Safety
3600 N Martin Luther King Avenue.
Oklahoma City, OK. 3110

Subject: Religious objections to biometric collection for state driver’s license

Dear Commissioner DPS Michael Thompson
CC: General Counsel Stephen Crise

My name is Kaye Beach. Iam a resident of Oklahoma seeking to renew my Oklahoma driver’s license. I have a
religious objection to the collection of my biometrics particularly my facial biometric captured by the high
resolution digital photo used in the state driver’s license. 1 am not opposed to a low resolution photo on the
license.

On Wed March 8, 2011 [ visited Fusion Tag Agency in Norman to renew my Oklahoma driver’s license. 1
related to the clerk at this tag agency that I have a religious objection to the capture of my facial and fingerprint
biometrics and asked her what alternative might be available for me. The clerk advised me to visit the Norman
DPS office and ask them as she did not know the answer to my question.

I went over to the DPS office located on N. Berry Rd. in Norman that same day and related to the DPS officer
there my religious objections to the collection of my facial and finger biometrics and asked him if there was some
way in which 1 could be accommodated. The officer asked that I leave my name and number with him so that the
supervisor could return my call. ' :

I was called back shortly by a gentleman named Steve Grunyard. He advised that he would find out the answer
for me and call me back. On Friday March 10 2011 I called the Norman DPS office to see if Mr, Grunyard had
any information for me. He told me that he had yet to receive a reply but would find out what he could and call
me back which he did immediately. .

Mr. Grunyard related to me that the collection of the finger and facial biometrics was required by law in order to
receive an Oklahoma driver’s license and that there was no alternative.

1 want to be sure that I clearly understand the requirements. Are there any available administrative remedies that I
can pursue that I have not pursued to this point or have I exhausted all administrative remedies.

Thank you in advance for your time and attention to this matter. I eagerly look forward to your reply.

Sincerely,

Kaye Beach

3612 Ives Way
Norman, OK. 73072
405-818-3224







From: SKrise(@dps.state.ok vs
Date: April 27, 2011 3:08:11 PMPDT

Te: ladyaxiom@yahoo.com
Subject: DL photo

Ms. Beach -

I'm sorry | missed your call, but | have obtained information reiated to your question of whether there is an
alternative to having a driver ficense photograph that does not capture facial recognition features,
commonly referred to as biometric data. Such photographs are required by statute and the law does not
provide for an altemative or exemption. )

i believe this answers your inguiry, however, if you have additional questions you may contact me at your
convenience. Please keep in mind that although | can answer general guestions, { am not able to give
you any legal advice.

Regards,

Stephen J, Krise

General Counsel

Okiahoma Department of Public Safety
3600 Martin Luther King Ave.
Oklahoma City, OK 73111

Tel: 405.425.2148 -

Fax: 405.425.2660
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"PUBLIC SAFETY, IN HIS OFFICIAL

"IN THE DISTRICT COURT OF CLEVELAND COUNTY

STATE OF OKLAHOMA
KAYE BEACH,
Plaintiff,
V. Case No. CI-2011-1469
OKLAHOMA DEPARTMENT OF

PUBLIC SAFETY; MICHAEL C.
THOMPSON, COMMISSIONER OF
THE OKLAHOMA DEPARTMENT OF
PUBLIC SAFETY, IN HIS OFFICIAL
AND INDIVIDUAL CAPACITY; RICKY
G. ADAMS, ASSISTANT
COMMISSIONER OF THE
OKLAHOMA DEPARTMENT OF

AND INDIVIDUAL CAPACITY,

N N N N N N I N N e S

Defendants.
- RESPONSE TO PLAINTIFE’S FIRST DISCOVERY TO DEFENDANTS

Defendants, Oklahoma Department of Public Safety, Michael C. Thompson, Commissioner

of The Oklahoma Department of Public Safety, and Ricky G. Adams, Assistant Commissioner, by

" and through Assistant Attorney Generals, John D. Hadden, and Kevin McClure, submit their

responses to Plaintiff’s First Discovery and state as follows:
GENERAL RESPONSES AND OBJECTIONS
1. Each of the following responses are made without waiving any objections Defendants,
may have with respect to the subsequent use of these responses or any documents referred to herein.
2. Defendants, specifically reserve the following: (1) all questions and objections as to
the competency, relevance, materiality and admissibility of responses contained herein; (2) the right

to object to the use of responses set forth herein in any subsequent suit or proceeding in this action,




ANSWER: Photos are shared with law enforcement agencies but the finger images can
only be accessed by a law enforcement agency by a court order, this information is also
confidential and subject to privacy laws.

INTERROGATORY NO. 11: Does any employee or agent of the Department of Public

Safety who has access to the biometric information of Applicants for Driﬁe:rs Licenses aﬁd
Identification Cards undergo any training, certification, specialized education, security clearance,
or any other similar measure, regarding privacy protection, éensitivity of individuals® personal
information, or database security? If so, please identify and éxplai.n with specificity any such
measures. |

ANSWER: Employees who have access to images undergo an FBI background check.

.. INTERROGATORY NO. 12: Identify the standard for the resolution and format of the

‘biometric information collected from Drivers License and ldentification Card Applicants.
ANSWER: DPS follows the American Association of Motor Vehicle Administrator
standards.

INTERROGATORY NO. 13: Please identify the role, function, actions and input, if any,

of the Department of Public Safety in the establishment of the standard for the resolution and
format of the biometric information collected from Drivers License and Identification Card
Applicants.

ANSWER: See the Response to Interrogatory Number 12.

INTERROGATORY NO. 14: Please identify the name, title or office, and telephone

number of any person it appears at the time Defendants may call as a witness in this case, including

any such person who may be called as an expert witness, along with a summary of the intended



Resp Hy submitted, :
% A

KEVIN L. MCCLURE, OBA# 12767
Assistant Attorney General

Oklahoma Attarney General’s Office
Litigation Division

313 N.E. 21st Street

Oklahoma City, Oklahoma 73105

Tele: (405) 521-4274 Fax: (405) 521-4518
Kevin.McClure@oag.ok.gov

Attorney for Defendants Department of Fublic
Safety, Thompson and Adams

CERTIFICATE OF SERVICE

This is to certify that on the 18" day of June, 2012, a true and correct copy of the above and
foregoing document was mailed postage prepaid, to: _

M Eileen Echols

Jonathan D. Echols

Echols and Associates

9925 South Pennsylvania Ave., Suite 100
Oklahoma City, OK 73159

John W. Whitehead

Douglas R. McKusick

The Rutherford Institute

P.O. Box 7482

Charlottesville, VA 22906-7452

e

I(evm L. McClure
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- PUBLIC SAFETY; MICHAEL C.

"PUBLIC SAFETY, IN HIS OFFICIAL

. IN THE DISTRICT COURT OF CLEVELAND COUNTY

STATE OF OKLAHOMA
KAYE BEACH,
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V. Case No. CJ-2011-1469
OKLAHOMA DEPARTMENT QF

THOMPSON, COMMISSIONER OF
THE OKLAHOMA DEPARTMENT OF
PUBLIC SAFETY, IN HIS OFFICIAL
AND INDIVIDUAL CAPACITY; RICKY
G. ADAMS, ASSISTANT
COMMISSIONER OF THE
OKLAHOMA DEPARTMENT OF

AND INDIVIDUAL CAPACITY,

Defendants.
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- RESPONSE TO PLAINTIFE’S FIRST DISCOVERY TO DEFENDANTS

Defendants, Oklahoma Department of Public Safety, Michael C. Thdmpson, Commissioner

 of The Oklahoma Department of Public Safety, and Ricky G. Adams, Assistant Commissioner, by

“and through Assistant Attorney Generals, John D. Hadden, and Kevin McClure, submit their

responses to Plaintiff’ s First Discovery and state as follows:
GENERAL RESPONSES AND OBJECTIONS
1. Each of the following responses are made without waiving any objections Defendants,
rriay have with respect to the subsequent use of these responées or aﬁy documnents referred to herein.
2. Defendants, specifically reserve the following: (1) all questions and objections as to
the competency, relevance, materiality and admissibility of responses contained herein; (2) the right

to object to the use of responses set forth herein in any subsequent suit or proceeding in this action,




Drivers License or Identification Card.
ANSWER: 470.8.§6-110.2 and 47 §6-111L.

. INTERROGATORY NQ, 3: Please identify and individual, entity, company,
organization, jurisdiction, department, agency, or any other entity that has access of any kind to the
 database in which Drivers License and Identification Card Applicant’s biometric data is stored.

ANSWER: MorphoTrust USA

[NTERROGATORY NO. 4: Please identify the individual, entity, company organization,

| juriédiction, departm.ent, agency, or any other entity that provides the management, maintenance,

hardware, software, logistical support, or any oﬂier type of support, regarding the database(s) in
which Drivers License and Identification Card Applicant’s biometric information is stored.

ANSWER: MorphoTrust USA

INTERROGATORY NQ. 5: Please identify with specificity what sources of authority or
law provide for, allow, require, or omerwdée govern collection of, access to, and sharing of the
biometric information collected from Drivers License and Identification Card Applicants.

ANSWER: There is po information sharing. The only access a law enforcement agency
has to the images is via a court order.

INTERROGATORY NO. 6: Regarding the Affirmative Defenses identified in Paragraphs

- 6 and 7 of your Answer, please identify with specificity the sources of federal law you allege
require the State of Oklahotna to gather biometric information as part of its motor vehicle lcensing

process and that provide a basis for your allegation of federal preemption.

ANSWER: None.



Respectiily submitted,
T i

KEVIN L. MCCLURE, OBA# 12767
Assistant Attorney General

Oklahoma Attorney General’s Office
Litigation Division
-313 N. E. 215t Street

Oklahoma City, Oklahoma 73105

Tele: (405) 521-4274 Fax: (405) 521-4518
Kevin.McClure@oag.ok.gov

Atiorney for Defendants Department of Fublic
Safety, Thompson and Adams

CERTIFICATE OF SERVICE

This is to certify that on the 18" day of June, 2012, a true and correct copy of the above and
foregoing document was mailed postage prepaid, to: ‘

M Eileen Echols

Jonathan D. Echols

Echols and Associates _

9925 South Pennsylvania Ave., Suite 100
Oklahoma City, OK 73159

John W. Whitehead

Dougias R. McKusick

The Rutherford Institute

P.O. Box 7482

Charlottesville, VA 22906-7482

D ) e

K/evih L. MecCiure
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- RESPONSE TO PLAINTIFF’S FIRST DISCOVERY TO DEFENDANTS

Defendants, Oklahoma Department of Public Safety, Michael C. Thompson, Cornmissioner

~ of The Oklahomia Department of Public Safety, and Ricky G. Adams, Assistant Commissioner, by

~and through Assistant Attorney Generals, John D. Hadden, and Kevin McClure, submit their

responses to Plaintiff's First Discovery and state as follows:

GENERAL RESPONSES AND OBJECTIONS

1. Each of the following responses are made without waiving any objections Defendants,
may have with respect to the subsequent use of these responses or any documents referred to herein.
2. Defendants, specifically reserve the following: (1) all questions and objections as to

the competency, relevance, materiality and admissibility of responses contaiped herein; (2) the right

to object to the use of responses set forth herein in any subsequent suit or proceeding in this action,




INTERROGATORY NO. 2]: Please identify, including the name or title and the date

* entered, any agreement of any kind reached, issued or established between the Department of -
Public Safety and any other entity, association, corporation, department, agency, or jurisdiction,
regarding the co!le_ction, storage, use, sharing or access of the biometric information of Driver
License and Identification Card Applicants, includi.ng but not limited {o any compacts, reciprocal
agreements, memorandums of agreement, memorandums of understanding, or any other type of
agreement or understanding,

ANSWER: The L-1 Contract.

RESPONSES TO REQUESTS FOR PRODUCTION
REQUEST FOR PRODUCTION NO. 1: Please produce comple‘;e copies of any and al}

Memorandums of Agreement, Memorandums or Understanding, reciprocal agreements, or any

other type of inter-agency agfeement or understanding, including any amendments or revisions
thereto, reached, issued or established between the Department.of Public Safety and any other
agency or entity of the state of Oklahoma regarding the collection, storage, use, sharing or access
of biometric information obtained by Applicants for Drivers Licenses or Identification Cards from
the vear 2000 fo the current date.

RESPONSE: Objection. Plaintiff’s request invades confidentiality concerns,
violates certain privileges, requests materials that are irrelevant and are not calculated to lead to the
discovery of relevant nor admissible evidence.

REQUEST FOR PRODUCTION NO. 2: Please produce complete copies of any and all

Memorandums of Agreement, Memorandums or Understanding, reciprocal agreements, or any

other type of agreement or understanding, including any amendments or revisions thereto, reached, -

12



Respeetfitlly submitted, :
A f;{:/;

KEVIN L. MCCLURE, OBA# 12767
Assistant Attorney General

Oklahoma Attorney General’s Office
Litigation Division

313 N, E. 215t Street

Oklahoma City, Oklahoma 73105

Tele: (405) 521-4274 Fax: (405) 521-4518
Kevin McClure@oag.ok.gov

Attorney for Defendants Department of Public
Safery, Thompson and Adams

CERTIFICATE OF SERVICE

This is to certify that on the 18% day of June, 2012, a true and correct copy of the above and
foregoing document was mailed postage prepaid, to: ,

M Eileen Echols

Jonathan D. Echols

Echols and Associates ‘

9925 South Pennsylvania Ave., Suite 100
Oklahoma City, OK 73159

John W. Whitehead

Douglas R. McKusick

The Rutherford Institute

P.O. Box 7482

Charlottesville, VA 22906-7482
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I(evii*x L. McClure
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History - Company - MorphoTrust USA Page 1 of 2

3

Safran/L.-1 Announcement

L1 Identity

» Company
+ Careers

» Contact Us
* Parmers

‘Search... {60

e

» ID Issuance

» Enroliment

+ ]D Management
« ID Practices

* Transactions

+ Investigation

* Support

History

Mission, Vision & Values
Press Room

Career oriunitics

Our History:

MorphoTrust USA, Inc. was formed when L-1 Jdentity Solutions was acquired in July 2011 hy Safran, a globatl technology powerhouse in acrospace,
defense, and security and an international top-tier supplier of systems and equipment. MorphoTrust is a Morpho company and part of Safran Group.

1958

Innovation Defines Us

1958
* Implemented for Colorado the first state-issued photo driver license (DL)
1988

* Implemented the nation’s first digital ID system

http://www.morphotrust.com/pages/204-history 3/26/2013



History - Company - MorphoTrust USA | Page 2 of 2

1990
» Implemented for California the nation’s first centrally issued digital DL/TD

« Implemented for California the nation’s first magnetic stripe on a digital 1D
+ Implemented for South Dakota the nation’s first digital over-the-counter driver license solution

1992

+ Designed and implemented as part of the Mexican IFE (electora] registry) program, the world’s largest fingerprint-sectred credential solution
+ First to deploy a zero-gap central issuance process ensuring no lost/unaccounted for IDs

1995
+ Implemented for West Virginia the first facial recognition secured ID
1998
+ First to develop and offer breakthrough automated ID document authentication technologies
1999
+ Implemented for Virginia the first “renew by Internet” system
2000
» Implemented for Massachusetts the first fully digital capture station
2002

+ Implemented for Colorado the first fully operational facial end fingerprint image recognition system
» Implemented the first digital driver license in Latin America with the Costa Rica program

2003
+ Implemented the first U.S. use of a Kinegram® optically -variable device for Massachusetts
2005
« First to offer a breakthrough card technology with “See, Feel, Machine - Validate™ linked and Jayered security features for reliable authentication at

places of inspection
« First to offer professional services consulting for Real II> compliance gap anafysis and planning

2006

« Implemented Europe’s first IDMarc security feature with the Latvia driver license program
» Implemented Ghana’s first digital identity system with the Ghana driver licensc program

2008

+ Designed and implemented for Washington state the nation’s first Enhanced Driver License (EDL) for land and sea border crossing

2009

s First to implement hiometric Self Service Kiosk for driver’s license renewal for the Mississippi driver license program
« Received our first NASPO centification

2010

« First to offer Full Color Variable Ultra - Violet (UV) Portrait security feature with the Catifornia driver license ﬁrogram
« First to offer industry’s first 15-year life contactless smart card for ICAC 9303 National ID and ISO 18013 driver's license standards

Copyright © 2013 MorphoTrust USA
+ Home |

+» Terms of Use |
« Privacy Statement

http://www.morphotrust.com/pages/204-history 3/26/2013






SAFRAN Page 1 of 1

OUR SITES

Safran is a global group, with operations on five continents. Through its design, production and service
companies, as well as sales offices, Safran has established solid reiationships with the world's leading
prime contractors and operators, giving its customers a full range of responsive, local services.

SEARCH BY COUNTET | i v i e cvas s omaam s o - e o

SEARCH BY COUNTRY SEARCH BY COMPANY

Select a country - Select your company -

3/26/2013

http://www.safran-group.com/site-safran-en/group/safran-worldwide/our-sites/?345






Standards - Salutions - L-1 Identity Solutions

lof 1

hep:/fwww 11id.com/pages/2 8 5-standard

You've known us as L-1 ideniity Solulfons—now we are MorphoTrust USA™. Click here to be rediracted o our new webstte,

COMPANY

INVESTOR RELATIONS  NEWS REVENTS CAREERS CONTACTUS

Protecting end Securing Personal identitles and Ascefs

MARKETS  SOLUTIONS  ENROLLMENT SERVICES  GOVERNMENY CONSULTING  SUPPORT  PARTHERS " iBerch
BIOMETRICS Standards
= Iotroduction

= Blometric Types
3 Aszachtons
2 Standards

3 Pargreting With
Blometries

= Farca
2 FingarprintfPaim
= s
2 Mutti-Blometric
= Civilian identificafion
" Managemant
= Criminal ldentification
Managernont
» Nobie D For Miigary
« Moble D For Law
. Enforcement
SECURE CREDENTIALING
ENTERPRISE ACCESS

Recognizing that the development of standards s crucie! i the mass adoplion of biomstrics, L-f identity Sohrtians actively participates in bath
nationally- and imemationally-recognized standards nitiatives:

Technical co-editor for face recognition data interchanpe specifications (ANSHINCITS 385 and 180 19T94-5, efarred to by the 1CAQ 8303
siandard for Machine-Readable Travel Documsents).

Technical co-editor for irs data interchange format.
Conbibutor to minuiae- and image-based fingerpiint data interchangs format standards.
Technical co-aditor and active contribytor to technival intertaces specifications such as CBEFF and BioAP!.

Voting mamber of International Commetee on Information Technology Standards M1 {(Hlomaetrics section of national organization that produces
technical standards for the American Netional Standards nestiuie).

‘Technical expert on the US delegation to the JTC1/Antemational Standards Organtzetion SC37 {Subcommitiee on Biometrics),

Collaborated with ICAD representatives i fravet cocument standands setting activities.

Agtively shaping standards via work in 1ask groups for smart cands end biometric application profiss. Atend mestings related to the stapdarde
appiicable o both our core tachnology and our products,

Technicat expert on the US delegation to the International Standerds Crganization JTC1 SC17 WG3 {identification Cards and Parsonal
Identfication / Machine Readeble Travel Documents).

In addition, L-1 identity Solutions eiher cumently complies or is in the pmsess of complying with the folowing standards and specifications:

ANSHINCITS 378 and ISOMEC 187842 Minutias-Based Fingerprint Data interchange:
Faciltates nteropsrabiity and efficiency in terms of siorage for minuteie-based fingetprint tamplates

AMEUMCITS 385 and ISOREC 15794-5 Face Recognition Data Intarchange Format:

Ensures thet enrolled inages will meet 8 qualgy stendard nesded for both asomated face recoghition and human inspection of {acial imeges;
faclitates the use of face informeation in apphications that haw limitad storage (e.g. passports, visas, driver's licenses, eic.) and afows
inkeroperabiity among faclal recognition vandors.

ANSHINCITS 378 and ISOJIEC 18784-6 iz Data tvterchange Format:

Fecilitates interoparabidity by defining a stendard for exchange of iris image information. Contains a specific definltion of ettributes, a data
record format for storing gnd transmitting the iris image and centain attributes, a sampie eeond, and conformance critera

ISOREC 19784-1 BloAPI 2.0:

Defines a high-level generic biametrit verffication and ideniification mbde!-afowing software applications 10 interface with underlying biometric
services and technalogies. Enebles companents of & biometiic systam in be provided by more thah ene vendor and to work together through &
dsfined AP (application propramming intarface). Open-system, consensus slandarnd devaloped by & consortiurm of biometne vendors,
imtegrators; and end-users over a period of eeveral yaars. L-1 Identity Solutions is an active member of the INCITS M1 and 180 SC37
Technica; interfaces commitees thet developed and maintzin this importart interoperebiity standard.

ISONEC 197856 CBEFF:

Defines a data structure for creating Rles of biomatric dala that fosters interopera bility hetwesn bicmetric components and systems, Consists of
a standard header, a biometric spacific memory biock {BSMB), and-an opﬁuna! digkal signature. Also includes specification For patron formrate.
MINEX:

Ongoing evalation by MIST of vandor interoperabfity based on the ANSInNC!TS 378 standand. Provides measurements of parformanca and
interopeabitity of core templata encoding and matehing technolopies. Developed to establish compliiance forths LS Govemment's PV
{Peisonal ldantity Verification) Program. Minutiae Exchange MINEX) tests are performed on an SDK submitted by & vendor. L-1'e BioEngina
SDK includes MINEX template creation and matching capabifties that exceed the inleroparability performance provided by the version NIST
evaluated in 2005 and reported on March 2006. This SDK can be ysed to implemant MINEX functionality es part of a custom application. L-1
makes this available ac en optional add-on  the workfiow around an ABIS fingerpring solution,

Home | Terms af Use | Privacy Stetement

Copyright © 2005-2009 L-1 ideftly Solutions, tnc.,

8/20/2012 $:56 Ph







First . Baptist
KMoore
301 NE 2778t

Moare, OK 73160 406-793-2600

July 2, 2012
To Whom It May Concern:

I have known Kaye Beach for over two years and & her pastor T know with
absolute ce.rta‘inty, that Kaye Beach has strong religious objections to
enrollment in a biometric identification system. Her beliefs, regarding
biometrics, are based on & solid knowledge of the technology and of the

~ Bible. In my view, as g pastor, biometrics presents a serious threat to

reéligious freedom.

-‘ ' - : .
Yo, Ol
Dr. Kevin Clarkson

Senior Pastor
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 OKLAHOMA DEPARTMENT OF
'PUBLIC SAFETY, IN HIS OFFICIAL

"IN THE DISTRICT COURT OF CLEVELAND COUNTY
STATE OF OKLAHOMA

KAYE BEACH,

Plaintiff,
v, Case No. CJ-2011-1469
UKLABOMA DEPARTMENT QOF
THOMPSON, COMMISSIONER OF
THE OKLAHOMA DEPARTMENT OF
PUBLIC SAFETY, IN HiS OFFICIAL
AND INDIVIDUAL CAPACITY; RICKY

COMMISSIONER OF THE
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Defendants.
. RESPONSE TO PLAINTIFF;S FIRST DISCOVERY TO DEFENDANTS

Defendants, Oklahoma Department of Public Safety, Michael‘ C. Thompson, Commissioner

of Thg Oklahoma Department of Public Safety, and Ricky G. Adams, Assistant Comrnissioner, by

- and through Assistani Attorney Generals, John D. Hadden, and Kevin McClure, submit their

responses to Plaintiff’s First Discovery and state as follows:

GENERAL RESPONSES AND OBJECTIONS

L -' Each ofthe following responses are made without waiving any objections Defendants,
may have with respect to the subsequent use of these responses or any documents referred td herein.
2. Defeﬁdants, specifically reserve the following: (1) all questions and objections as to
the compétcncy, relevance, materiality and admissibility of responses contained herein; (2) the right

to object to the use of responses set forth herein in any subsequent suit or proceeding in this action,




RESPONSE: - It is admitted that an individual’s birth certificate is considered a
| pimary form of ID. Applicants must also provide a secondary form of ID.

REQUEST FOR ADMISSION NO. 12: Admit that the Oklaboma Department of Public |
Sifety participates in and/or has access to the Electronic Veriﬁcatioﬁ of Vital Events (EVVE) system
developed and implemented by ﬂm National Association for Public Health Statistics and Information
Systems (NAPHSIS).

RESPONSE: Denied.

ANSWERS TO INTERROGATORIES

INTERROGATORY NQ. 1: Please identify the Department of Public Safety’s purposes(s)
for refusing to provi&e a religious accommodation for Drivers License and Identiﬁ;cation Card
Agpplicants that would allow an AppIica;mt to submit anon-biometric facial photograph and not subrﬁit

| ﬁngerprints and please provide complété (;OpiBS of any documents or evidence which would support
the stated purposes.

ANSWER: The purpose for collecting biometric images is to verify that the person
applying for a DL/ID card is that person. While there are other ways to confirm identity, there are no
less restrictive means used by th;e Department that would verify identity to that lével of certainty and
with the same degree of security. Allowing exceptions would open the door for unlimited requests
for exceptions and defeat the purpose of having such stringent identity verification measures.

| Religion does not play a role in this process.
INTERROGATORY NO. 2: Please identify all sources of authority or law, if any, the
Department of Public Safety contends require it to collect and store biometric information from

Drivers License and Identification Card Applicants in order to allow an Applicant to obtain a



Respectfilly submitted,

T el

KEVIN L. MCCLURE, OBA# 12767

~ Assistant Attorney General
Oklahoma Attorney General’s Office
Litigation Division
313 N. E. 21st Street
Oklahoma City, Oklahoma 73105
Tele: (405) 521-4274 Fax: (405) 521-4518
Kevin.McClure@oag.ok.gov
Attorney for Defendants Department of Public
Safety, Thompson and Adams

_ CERTIFICATE OF SERVICE

This is to certify that on the 18" day of June, 2012, a true and correct copy of the above and
foregoing document was mailed postage prepaid, to: :

M Eileen Echols

Jonathan D. Echols

Echols and Associates .

99725 South Pennsylvania Ave., Suite 100
Oklahoma City, OK 73159

John W. Whitehead
Douglas R. McKusick

. The Rutherford Institute
P.O.Box 7482
Charlottesville, VA 22906-7482

- A/M?%W

Kevin L. McClure
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Defendants.
: RESPONSE TO PLAINTIFF’.S FIRST DISCOVERY TO DEFENDANTS

Defendants, Oklahoma Department of Public Safety, Michael C. Thompson, Commissioner

of The Oklahoma Department of Public Safety, and Ricky G. Adams, Assistant Commissioner, by

" and through Assistant Attorney Generals, John D. Hadden, and Kevin McClure, submit their

responses to Plaintiff’s First Discovery and state as follows:
GENERAL RESPONSES AND OBJECTIONS
1. | Each of the following responses are made Without waiving any objections Defendants,
may have W1th respect to the subsequent use of these responses or any documents referred to herein.
2. Defendants, specifically reserve the following: (1) all questions and objections as to
the competency, relevance, materiality and admissibility of responses conﬁined herein; (2) the right

to object to the use of responses set forth herein in any subsequent suit or proceeding in this action,




dastdase in which Brivers License _m&Iﬂbnﬁﬁﬁ&ﬁbﬁ Card Applicant’ SZTSiémeti‘ic data is stored.

RESPONSE: Objectior.ll‘,. dﬁe tc; sccunty issues such as confidential trade secrets and -
pro phetary infqrmaﬁon this document cannot be produced at this‘time. |

REQUEST FOR PRODUCTION NQ, 9: Please produce complete copies of any
Adocun.ent, whether in electronic form or paper, created by any emﬁloyee or agent of the Department
of Pwblic Safety which in any way pertains to the collection, storage, database accessibility or
sharing of biometric information obtained from Applicants of Drivers Licences or Identification .
Cards. |

RESPONSE: Defendant objects to this interrogatory to the extent that it is vague
and ambiguous.

.REQEJE ST FOR PRODUCTION NQ. 10; Please produf;e complete copies of any
document, whether in electronic form or paper, created by any received by any employee or agent of
the Department of Public Safety from any other person-or entity which in any w.;ty pertains to the
collection, storage, database ac?:essibility or sharing of biometric information obtained from
Applicaﬁts of Drivers Licenses or Identification Cards.

RESPO : See Response to Request for Production Number 9.

. REQUEST FOR PRODUCTION NO. 11: Please provide complete copies of any
document containing the Departuent of Public Safety’s stated purpose(s) or from wﬁich the stated
purposes(s) are derived in whole or in part, for refusing to provide a religious accommodation for
Drivers License and Identification Card Applicants that would allow an Applicant to submit a non-

biometric facial photograph and not submit fingerprints.

RESPONSE: No documents to produce.
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Respeetfpily submitted,

KEVIN L. MCCLURE, OBA# 12767
Assistant Attorney General

Okiahoma Attorpey General’s Office
Litigation Division

313 N. E. 21st Street

Oklahoma City, Oklahoma 73105

Tele: (405) 521-4274 Fax: (405) 521-4518
Kevin McClureC,oag ok.gov

Attorney for Defendants Department of Public
Safety, Thompson and Adams

CERTIFICATE QF SERVICE

This is to certify that on the 18" day of June, 2012, a true and correct copy of the above and
foregoing document was mailed postage prepaid, to: :

M Eileen Echols

Jonathan D. Echols

Echols and Associates

9925 South Pennsylvania Ave Suite 100
Oklahioma City, OK 73139

John W. Whitehead

Douglas R, McKusick

The Rutherford Institute

P.O. Box 7482

Charlottesville, VA 22906-7482

i e

—Zévm L. McClure
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IN THE DISTRICT COURT OF CLEVELAND COUNTY
STATE OF OKLAHOMA

XAYE BEACH,
| Plaintiff,
V.
OLLAHOMA DEPARTMENT OF

PUBLIC SAFETY; MICHAEL C.

T THOMPSON, COMMISSIONER OF

THE OKLAHOMA DEPARTMENT OF

PUBLIC SAFETY, IN HIS OFFICIAL

- AND INDIVIDUAL CAPACITY; RICKY

G.ADAMS, ASSISTANT

COMMISSIONER OF THE

OKLAHOMA DEPARTMENT OF

PUBLIC SAFETY, IN HIS OFFICIAL
AND INDIVIDUAL CAPACITY,

_' De-féndants.
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Case No. CJ-2011-1469

DEFENDANTS OKLAHOMA DEPARTMENT OF PUBLIC SAFETY,
MICHAEL C. THOMPSON AND RICKY ADAMS

SWER TO PLAINTIFF’S PETITI

- Forits Answer to the Plaintiff's Petition, Defendants Oklahoma Department of Public Safety,

Michael C. Thompson and Ricky Adams, in their official and individual capacities, (hereinafter

“State Defendants™), deny any and all material allegations of Plaintiff’ s Petition unless specifically

admitted herein. State Defendants further state the following:

1. State Defendants are without information as to the truth of the averments in paragraph

 one (1) of Plaintiff’s Petition and, therefore, it is denied and strict proof thereof is demanded.




State Defendants further deny that Plaintiff is entitled to any of the relief requested in her
“Whefefore” clause or any subpart thereto either legally or factually and strict proof thereof is
denanded and further state that they are entitled to dismissal of Plaintiff’s action, recovery of
court costs and any other relief afforded under 51 O.8. §257 against Plﬁnﬁﬁ for filing a friﬁolous
orfraudulent claim as antjcipated by that séction.

AFF TIVE DEFENS

1. Sovereign Immunity.

2. Plaintiff is not entitled to recover damages, fees or costs against State Defendants
eitrer legally or factually.

3. The poésession of an Oklahoma driver’s license is a privilege and not a right as
anticipated by the definition of the Oklahoma or U.S. Constitutions or the Cklahoma Religious
Freedom Act.

4, Fusion Tag Agency is not an agency of the State of Oklahoma and State
Defendants cannot be held liable for any actions taken by them.

5. The State of Oklahoma is required by Federal law to gather biometric data as part
of its motor vehicle licensing process and there is 2 compelling governmental interest in
complying with the applicable Federal laws.

6. Federal Pre-émption.

7. The Oklahoma Religious Freedom Act does not provide a cause of action against
private individuals in their individual capacities.

8. Michael Thompson and Ricky Adams are entitled to qualified immunity in their

individual capacities.






. PUBLIC SAFETY; MICHAEL C.

- G ADAMS, ASSISTANT
COMMISSIONER OF THE

- PUBLIC SAFETY, IN HIS OFFICIAL.

"IN THE DISTRICT COURT OF CLEVELAND COUNTY
STATE OF OKLAHOMA
KAYE BEACH,
Plaintiff,

v Case No. CI-2011-1469
OKLAHOMA DEPARTMENT OF
THOMPSON, COMMISSIONER OF
THE OKLAHOMA DEPARTMENT OF
PUBLIC SAFETY, IN HIS OFFICIAL
AND INDIVIDUAL CAPACITY: RICKY
OKLAHOMA DEPARTMENT OF
AND INDIVIDUAL CAPACITY,

Defendants.
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. RESPONSE TO PLAINTIFF’.S FIRST DISCOVERY TO DEFENDANTS

Defendants, Oklahome Department of Public Safety, Michael C. Thbmpson, Comimissioner

~ of The Oklahoma Department of Public Safety, and Ricky G. Adams, Assistant Commissioner, by

- and through Assistant Attorney Generals, John D. Hadden, and Kevin McClure, submit their

responses to Plaintiff’s First Discovery and state as follows:
GENERAL RESPONSES AND OBJECTIONS
1. | Each of the following responses are made Without waiving any objections Defex_ldants,
may have with respect to the subsequent use of these responses or any documents referred to herein.
2. Defendants, specifically reserve the following: (1) all questions and objections asto
the conipetency, relevance, materiality and admissibility of responses contained herein; (2) the right

to object to the use of responses set forth herein in any subsequent suit or proceeding in this action,




- Drivers License or Identification Card.
ANSWER: 47 0.8.§6-110.2 and 4’7 §6-111.
INTERROGATORY NQ. 3: Please identify and individual, entity, company,
oranization, jﬁrisdicti on, ‘department, agency, or any other entity t.hat has access of any kind 1o the
‘ data.baée in -which Drivers License and Identification Card Applicant’s biometric data is stored.
ANSWER: MorphoTrust USA
INTERROGATORY NO. 4: Please identify the individual, entity, company organization,
juﬁsdiction, _department, agency, or any other entity that pro;?ides the management, maintenance,
hardware, software, logistical support, or aﬁy otﬁer type of support, regarding the databasc(s) in
which Drivers License and Identification Card Applicant’s biometric information is stored.
ANSWER: MorphoTrust USA
INTERROGA. TORY NO. 5: Please identify with specificity what sources of authority or
law provide for, allow, require, of otherwise govern collection of, access to, and sharing of the
biometric information collected from Drivers License and Identification Card Applicants.
ANSWER: There is no information sharing. The only access a law enforcement agency

has to the images is via a court order.

INTERROGATORY NO, 6: Regarding the Affirmative Defenses identified in Paragraphs
6 and 7 of your Answer, please identify with specificity the sources of federal law you allege
require the State of Oklahoma to gather biometric information as part of its motor vehicle licensing

process and that provide a basis for your allegation of federal preemption.

ANSWER: None.



Respeetijlly submitted, :
A f/,’é

KEVIN L. MCCLURE, OBA# 12767
Assistant Attorney General

Oklahoma Attorney General’s Office
Litigation Division

313 N. E. 215t Street

Oklahoma City, Oklahoma 73105

Tele: (405) 521-4274 Fax: (405) 521-4518
Kevin.McClure@oag.ok.gov

Atrorney for Defendants Department of Public
Safety, Thompson and Adams

_ CERTIFICATE OF SERVICE

This is to certify that on the 18" day of June, 2012, a true and correct copy of the above and
foregoing document was mailed postage prepaid, to: :

M Eileen Echols

Jonathan D. Echols

Echols and Associates _

9925 South Pennsylvania Ave., Suite 100
Oklahoma City, OK.73159

John W. Whitehead

Douglas R. McKusick

The Rutherford Institute
P.O.Box 7482

Charlottesville, VA 22906-7482

Ve

Kevin L. McClure
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A breeder document is defined as an !D document
issued to support a person’s identity and used to
obtain another document or privilege of greater
perceived vaive. Based on this definition, an |D
document is any document containing the name of a
person, and information that supperis that person’s
claim of identity. in this light, a humbte ufility bill, with
no secunty features at all, can be evidence of residence
for a person to ebtain a library card and get municipal
services.

The most imporiant breeder document is the birth
certificate (or similar documentation). Combined with
proof of residency, a birth certificate enabtes children
to attend public school, and play sports with children
of the same age. Some breeder documents are more
valuable than others. f the birth certificate is the
comerstone of identity, the driving licence come a close
second. in addition o bestowing driving privileges, it is
widely accepted as proof of age, allowing its bearer to
enter bars, buy tobacco, enter government buildings,
be an airline passenger, etc. The passport is widely
considered to be the uliimate 1D document - it not only
certifies identity, nationaiity and age, it also includes
an image of the bearer. Yet even a passport can be used
as @ breeder document (to obtain a driving licence, for
exampie).

Because breeder documents and identities are
inherently linked, and because criminals continually

Kepsing loumal of Documents & Identity, issue 29, 2005

need new identities, the weakest link in the
identity generation chain is generally attacked first.
Unfortunately many of these weak links are documents
that are used to verify identity. Before proceeding any
further, tet’s briefly examine why 1D documents are
used {and reguired) in the first place.

Purpose of 1D documents
Identity documents are issued for three reasons.

1. As proof of identity

Somecne's identity is established on the basis of his or
her birth documents {the birth certificate in particular).
Subsequent ID decuments, such as national iD cards
and passports, are usually obtained on the basis of
these birth records.

2. As proof ef ownership

Owmership is assighed by means of tities and deeds.
White these ownership decuments primarily define

the object that is owned, they also tie the objectto a
person. They therefore provide good collateral evidence
of a persan’s identity. It is in the interests of the state to
provide records of who owns what, and highly valuable
ownership records are generally well maintained.

3. Proof of privilege

Automobile and truck drivers, people who practice

a profession, including lawyers, dactors, engineers,
pilots, merchant matners, beauticians and barbers,
all hold licences that tie their identity to their chosen
profession. Academic records and dipiomas also fall in
this category. Even though membership cards equally
confer privileges, they are often of more limited value.
it's worthwhile remembering that employee ID cards,
medical insurance cards, frequent flyer cards, loyalty
cards and even library cards are important means of
identification within their (restsicted) area of validity.

Problems arise when documenis are used for purposes
beyonid their original function. For example, back in
the |ate 19305, the US aathorities assigned a Social
Security Card and Number to workers registered for the
nationai retirement scheme. Because this number was
unigue to the person, the Social Security Number (SSN)
was widely used for identification purposes far beyond
the original purview, particularly as it linked many
aspects of the individuals’ supposedly private identity
(including banking and health records). Some states
usad the SSN as the driver’s license number.

fahin Mercer is the
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